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Auditor® 3 ) Sample Questions (Q55-Q60):

NEW QUESTION # 55
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Answer: C

Explanation:

According to ISO/IEC 17021-1, which specifies the requirements for bodies providing audit and certification of management
systems, a certification body should establish criteria for determining audit time and audit team composition based on factors such as
the scope of certification, size and complexity of the organization, risks associated with its activities, etc2. Therefore, if an auditee
requests to extend the audit scope to include two additional sites after completing Stage 1 of an initial certification audit, the audit
team leader should obtain information about the additional sites to inform the certification body, so that they can review and approve
the change in scope and adjust the audit time and audit team accordingly2. The other options are not appropriate actions for the
audit team leader to take in this situation. For example, increasing the length of the Stage 2 audit to include the extra sites without
mforming the certification body may violate their procedures and policies; arranging to complete a remote Stage 1 audit of the two
sites using a video conferencing platform may not be feasible or effective depending on the nature and location of the sites; and
mforming the auditee that the request can be accepted but a full Stage 1 audit must be repeated may not be necessary or reasonable
if there are no significant changes in the auditee's ISMS since Stage 12. References: ISO/IEC

17021-12015 - Conformity assessment - Requirements for bodies providing audit and certification of management systens - Part 1:
Requirements

NEW QUESTION # 56
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Answer: A,.B,D

Explanation:

According to ISO/IEC 27001:2022, which specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system (ISMS), control A.5.29 requires an organization to establish and mantain a
business continuity management process to ensure the continued availability of information and information systens at the required
level following disruptive incidents1. The organization should identify and prioritize critical information assets and processes, assess
the risks and impacts of disruptive incidents, develop and implement business continuity plans (BCPs), test and review the BCPs,
and ensure that relevant parties are aware of their roles and responsibilities1. Therefore, when verifying the information security of



the business continuity management process, an ISMS auditor should verify that these aspects are met in accordance with the audit
criteria.

Three options that will be in the audit trail for verifying control A.5.29 are:

* Collect more evidence on how the organisation manages information security on mobile devices and during teleworking (Relevant
to control A.6.7): This option is relevant because it can provide evidence of how the organization has implemented appropriate
controls to protect the confidentiality, integrity and availability of information and information systems when staff work from home
using mobile devices, such as laptops, tablets or smartphones. This is related to control A.6.7, which requires an organization to
establish a policy and procedures for teleworking and use of mobile devices].

* Collect more evidence on how and when the Business Continuity Plan has been tested (Relevant to control A.5.29): This option is
relevant because it can provide evidence of how the organization has tested and reviewed the BCPs to ensure their effectiveness and
suitability for different scenarios, such as a pandemic. This is related to control A.5.29, which requires an organization to test and
review the BCPs at planned intervals or when significant changes occurl.

* Collect more evidence on how the organisation makes sure only staff with a negative test result can enter the organisation
(Relevant to control A.7.2): This option is relevant because it can provide evidence of how the organization has implemented
appropriate controls to prevent or reduce the risk of infection or transmission of diseases among staff or residents, such as requiring
regular staff self-testing and using a health status app. This is related to control A.7.2, which requires an organization to ensure that
all employees and contractors are aware of information security threats and concerns, their responsibilities and liabilities, and are
equipped to support organizational policies and procedures in this respectl.

The other options are not relevant to verifying control A.5.29, as they are not related to the control or its requirements. For example:
* Collect more evidence by interviewing more staff about their feeling about working from home (Relevant to clause 4.2): This
option is not relevant because it does not provide evidence of how the organization has established and maintained a business
continuity management process or ensured the continued availability of information and information systems following disruptive
incidents. It may be related to clause 4.2, which requires an organization to understand the needs and expectations of interested
parties, but not specifically to control A.5.29.

* Collect more evidence on what resources the organisation provides to support the staff working from home (Relevant to clause
7.1): This option is not relevant because it does not provide evidence of how the organization has established and maintained a
business continuity management process or ensured the continued availability of information and information systens following
disruptive incidents. It may be related to clause 7.1, which requires an organization to determine and provide the resources needed
for its ISMS, but not specifically to control A.5.29.

* Collect more evidence on how the organisation performs a business risk assessment to evaluate how fast the existing residents can
be discharged from the nursing home (Relevant to clause 6): This option is not relevant because it does not provide evidence of how
the organization has established and maintained a business continuity management process or ensured the continued availability of
information and information systers following disruptive incidents. It may be related to clause 6, which requires an organization to
plan actions to address risks and opportunities for its ISMS, but not specifically to control A.5.29.

References: ISO/IEC 2700122022 - Information technology - Security techniques - Information security management systemns -
Requirements
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Answer: A,B

Explanation:

These two options are not required for audit planning of a certification audit, as they are not relevant to the audit objectives, scope,
criteria, and methods. The working experience of the management system representative is not a requirement of ISO/IEC 27001,
nor does 1t affect the conformity or effectiveness of the ISMS. The organisation's financial statement is not part of the ISMS
documentation, nor does it provide evidence of the ISMS performance or improvement. The other options are required for audit
planning, as they help to determine the audit activities, resources, schedule, and sampling strategy. Reference: PECB Candidate
Handbook1, page 19-20; ISO 9001 Auditing Practices Group Guidance on2, page 1-2; ISO/IEC 27001:2022 (en)3, clause 9.2.

NEW QUESTION # 58
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Answer: B

Explanation:

Comprehensive and Detailed In-Depth

ISO/IEC 270012022 Clause 7.5 (Documented Information) defines the role of documentation in an ISMS.

A . Correct Statement:

Documented information serves as a guideline for ISMS operations and provides audit evidence.

B. Incorrect Statement:

Collecting documented information is not a goal in itself

The purpose of documentation is to support the ISMS and ensure compliance, not just to generate paperwork.
C . Correct Staterment:

Documents should be clear and concise, avoiding unnecessary complexity while still being detailed enough to be useful.
Thus, documentation should be purposefil and finctional, not just a bureaucratic requirement.

Relevant Standard Reference:
NEW QUESTION # 59
Select the words that best complete the sentence to describe an audit finding. " L=
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To complete the sentence with the best word(s), click on the blank section you want to complete so that it is highlighted'in red, and then click on the applicable text from the options below. Alternatively,
you may drag and drop the option to the appropriate blank section.

statement evaluation objectives responses evidence conclusions criteria gathering recommendations

Answer:
Explanation:
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