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Answer: A

Explanation:

According to ISO/IEC 2700122022, which specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system (ISMS), control A.7.2 requires an organization to implement appropriate
physical entry controls to prevent unauthorized access to secure areas1. The organization should define and document the criteria for
granting and revoking access rights to secure areas, and should monitor and record the use of such access rights1. Therefore, when
auditing the organization's application of control A.7.2, an ISMS auditor should verify that these aspects are met in accordance with
the audit criteria.

Based on the scenario above, the auditor should raise a nonconformity against control A.7.2, as the secure area is not adequately
protected from unauthorized access. The auditor should provide the following evidence and justification for the nonconformity:

* Evidence: The auditor observed two external contractors using a swipe card and combination number provided by the centre's
reception desk to gain access to a client's suite to carry out authorized electrical repairs. The auditor checked the door access
record for the client's suite and found that only one card was swiped. The auditor asked the receptionist and was told that it was a
common problem that contractors tend to swipe one card and tailgate their way in, but they were known from the reception sign-in.
* Justification: This evidence indicates that the organization has not implemented appropriate physical entry controls to prevent
unauthorized access to secure areas, as required by control A.7.2. The organization has not defined and documented the criteria for
granting and revoking access rights to secure areas, as there is no verification or authorization process for providing swipe cards and
combination numbers to external contractors. The organization has not monitored and recorded the use of access rights to secure
areas, as there is no mechanism to ensure that each individual swipes their card and enters their combination number before entering
a secure area. The organization has relied on the reception sign-in as a means of identification, which is not sufficient or reliable for
ensuring information security.

The other options are not valid actions for auditing control A.7.2, as they are not related to the control or its requirements, or they
are not appropriate or effective for addressing the nonconformity. For example:

* Take no action: This option is not valid because it implies that the auditor ignores or accepts the nonconformity, which is contrary
to the audit principles and objectives of ISO 19011220182, which provides guidelines for auditing management systens.

* Raise a nonconformity against control A.5.20 'addressing information security in supplier relationships' as information security
requirements have not been agreed upon with the supplier: This option is not valid because it does not address the root cause of the
nonconformity, which is related to physical entry controls, not supplier relationships. Control A.5.20 requires an organization to
agree on information security requirements with suppliers that may access, process, store, communicate or provide IT infrastructure
components for its information assets1. While this control may be relevant for ensuring information security in supplier relationships, it
does not address the issue of unauthorized access to secure areas by external contractors.

* Raise a nonconformity against control A.7.6 'working in secure areas' as security measures for working in secure areas have not
been defined: This option is not valid because it does not address the root cause of the nonconformity, which is related to physical
entry controls, not working in secure areas. Control A:7.6 requires an organization to define and apply security measures for
working in secure areas].

While this control may be relevant for ensuring information security when working in secure areas, it does not address the issue of
unauthorized access to secure areas by external contractors.

* Determine whether any additional effective arrangements are in place to verify individual access to secure areas e.g. CCTV: This
option is not valid because it does not address or resolve the nonconformity, but rather attempts to find alternative or compensating
controls that may mitigate its impact or likelihood. While additional arrangements such as CCTV may be useful for verifying
individual access to secure areas, they do not replace or substitute the requirement for appropriate physical entry controls as
specified by control A.7.2.

* Raise an opportunity for improvement that contractors must be accompanied at all times when accessing secure facilities: This
option is not valid because it does not address or resolve the nonconformity, but rather suggests a possible improvement action that
may prevent or reduce its recurrence or severity. While accompanying contractors at all times when accessing secure facilities may
be a good practice for ensuring information security, it does not replace or substitute the requirement for appropriate physical entry



controls as specified by control A.7.2.

* Raise an opportunity for improvement to have a large sign in reception reminding everyone requiring access must use their swipe
card at all times: This option is not valid because it does not address or resolve the nonconformity, but rather suggests a possible
improvement action that may increase awareness or compliance with the existing controls. While having a large sign in reception
reminding everyone requiring access must use their swipe card at all times may be a helpful reminder for ensuring information
security, it does not replace or substitute the requirement for appropriate physical entry controls as specified by control A.7.2.

* Tell the organisation they must write to their contractors, reminding them of the need to use access cards appropriately: This option
is not valid because it does not address or resolve the nonconformity, but rather instructs the organization to take a corrective action
that may not be effective or sufficient for ensuring information security. While writing to contractors, reminding them of the need to
use access cards appropriately may be a communication measure for ensuring information security, it does not replace or substitute
the requirement for appropriate physical entry controls as specified by control A.

7.2.

References: ISO/IEC 27001:2022 - Information technology - Security techniques - Information security management systemns -
Requirements, ISO 19011:2018 - Guidelines for auditing management systems
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Answer: A

Explanation:

The option that best describes how Information Security Management System (ISMS) audits should be conducted, aligning with
best practices and standards like ISO/IEC 270012022, is:

D: Audit methods should be used to assess objective evidence in order to generate audit findings. Then, the audit conclusion should
be created and presented to the auditee at the closing meeting.

This option accurately reflects the audit process, emphasizing the use of systematic audit methods to assess objective evidence,
which is crucial for impartiality and accuracy in auditing, Audit findings are the results derived from evaluating the objective evidence
against the audit criteria. The conclusion, based on the audit findings, provides a comprehensive summary of the audit's outcomes,
indicating whether the audited ISMS meets the established criteria. Presenting these conclusions to the auditee during the closing
meeting ensures transparency and provides an opportunity for immediate clarification and discussion of the results and potential next
steps.
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Answer: C,D

Explanation:
The two statements that are valid audit conclusions are:



* The ISMS policy has been effectively communicated to the organisation

* The organisation's [ISMS objectives meet the requirements of ISO/IEC 27001:2022 According to ISO 19011:2018, an audit
conclusion is the outcome of an audit, provided by the audit team after considering the audit objectives and all audit findings1. An
audit conclusion can be positive or negative, depending on whether the audit criteria are fulfilled or not. An audit conclusion can also
include recommendations for improvement or recognition of good practices.

The statements D and E are valid audit conclusions, because they express the outcome of the audit based on the audit criteria and
findings. For exanple:

* Statement D is a positive audit conclusion, because it indicates that the organisation has fulfilled the requirement of clause 5.2.2 of
ISO/IEC 27001:2022, which states that the ISMS policy must be communicated within the organisation and to relevant interested
parties2. The audit team must have obtained sufficient and appropriate audit evidence to support this conclusion, such as records of
communication, awareness activities, feedback, etc.

* Statement E is a positive audit conclusion, because it indicates that the organisation has fulfilled the requirement of clause 6.2 of
ISO/IEC 27001:2022, which states that the organisation must establish ISMS objectives that are consistent with the ISMS policy
and relevant to the information security risks3. The audit team must have obtained sufficient and appropriate audit evidence to
support this conclusion, such as records of objective setting, risk assessment, alignment with policy, etc.

The other statements are not valid audit conclusions, because they do not express the outcome of the audit based on the audit
criteria and findings. They are rather examples of audit findings, which are the results of the evaluation of the collected audit evidence
against the audit criteria4. Audit findings can indicate either conformity or nonconformity with the audit criteria, or opportunities for
improvement. For example:

* Statement A is a negative audit finding, because it indicates a nonconformity with the requirement of clause 7.2.2 of ISO/IEC
270012022, which states that the organisation must provide information security awareness education and training to persons under
its controlS. The audit team must have identified and documented this nonconformity, and reported it to the auditee.

* Statement B is a negative audit finding, because it indicates a nonconformity with the requirement of clause 6.1.2 of ISO/IEC
27001:2022, which states that the organisation must maintain and review the information security risk assessment at planned intervals
or when significant changes occur6. The audit team nust have identified and documented this nonconformity, and reported it to the
auditee.

* Statement C is a negative audit finding, because it indicates a nonconformity with the requirement of clause 10.1 of ISO/IEC
27001:2022, which states that the organisation must take action to eliminate the causes of nonconformities and prevent recurrence?.
The audit team must have identified and documented this nonconformity, and reported it to the auditee.

* Statement F is a negative audit finding, because it indicates a nonconformity with the requirement of clause 6.1.3 of ISO/IEC
27001:2022, which states that the organisation must determine the controls that are necessary to implement the risk treatment plan,
and document them in the statement of applicability8. The audit team must have identified and documented this nonconformity, and
reported it to the auditee.
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Answer:

Explanation:

1t is the sole responsibility of a third-party audit team leader to |a<t on behalf of the certifitation body

} ‘ act on behalf of the certification. bod‘y] [compne checklists for the audit team” identify non-conformances in the management
system

1 select the audit team members!

Reference:



ISO 19011:2022 Guidelines for auditing management systems
ISO/IEC 17021-1:2022 Conformity assessment - Requirements for bodies providing audit and certification of management systems
- Part 1: Requirements
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Answer: C

Explanation:

The scenario described is a classic example of a phishing attack, which is a type of social engineering threat where attackers
masquerade as a trustworthy entity in an electronic communication. The goal is to trick individuals into providing sensitive
information. This represents an unauthorized action type of threat because it involves an attacker attempting to gain unauthorized
access to personal information. References: = This understanding of phishing as a threat is consistent with the principles of
information security management systenms and is supported by resources that describe phishing attacks and their prevention
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