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PECB Certified ISO/IEC 27001 Lead Auditor exam (ISO-IEC-27001-Lead-
Auditor® 3 i) Sample Questions (Q133-Q138):

NEW QUESTION # 133
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Answer: D

NEW QUESTION # 134
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A process by which the nature of the risk is determined along with its probability and impact

A process by which a risk is controlled at all stages of its life cycle by means of the application of
organisational policies, procedures and practices

ﬁ
'

A process by which a risk is recognised and described

A process by which the impact and /or probability of a risk is compared against risk griteria to
determine if it is tolerable

A process by which the impact and/or probability of 2 risk is reduced by means of the application of
controls lD l: N |3
A process by which a risk is passed to a third party, for example through obtaining appropriate C%Eo - - 4
insurance

[ Risk transfer ] [ Risk analysis ] [Risk identification] [Risk manaqement] [ Risk mitigation ] [ Risk evaluation ]

Answer:

Explanation:

A process by which the nature of the risk is dete Risk analysis

(=3

A process by which a risk is controlled at all stages of its life cycle by means of the application of

organisational policies, procedures and practices Risk management

A process by which a risk is recognised and described [ Risk identification |

A process by which the impact and /or probability of a risk is compared against risk critenia to

determine if it is tolerable Risk evaluation

A process by which the impact and/or probability of a risk is reduced by means of the application of

icontrols

A process by which a risk is passed to a third party, for example through obtaining appropriate a

|

finsurance

[ Risk transfer || || Risk analysis || [ Risk identiﬁcatian] [stl-c management“ | Risk mitigation H [ Risk evaluation }

Reference:

ISO/IEC 27001:2022 Information technology - Security techniques - Information security management systems - Requirements
ISO/IEC 27005:2022 Information technology - Security techniques - Information security risk management

NEW QUESTION # 135
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Answer: B,F

Explanation:

The two staterments that are valid audit conclusions are:

* The ISMS policy has been effectively communicated to the organisation

* The organisation's ISMS objectives meet the requirements of ISO/IEC 27001:2022 According to ISO 19011:2018, an audit
conclusion is the outcome of an audit, provided by the audit team after considering the audit objectives and all audit findings1. An
audit conclusion can be positive or negative, depending on whether the audit criteria are fulfilled or not. An audit conclusion can also
nclude recommendations for improvement or recognition of good practices.

The statements D and E are valid audit conclusions, because they express the outcome of the audit based on the audit criteria and
findings. For example:

* Statement D is a positive audit conclusion, because it indicates that the organisation has fulfilled the requirement of clause 5.2.2 of
ISO/IEC 27001:2022, which states that the ISMS policy must be communicated within the organisation and to relevant interested
parties2. The audit team must have obtained sufficient and appropriate audit evidence to support this conclusion, such as records of
comnunication, awareness activities, feedback, etc.

* Statement E is a positive audit conclusion, because it indicates that the organisation has fulfilled the requirement of clause 6.2 of
ISO/IEC 27001:2022, which states that the organisation must establish ISMS objectives that are consistent with the ISMS policy
and relevant to the information security risks3. The audit team must have obtained sufficient and appropriate audit evidence to
support this conclusion, such as records of objective setting, risk assessment, alignment with policy, etc.

The other statements are not valid audit conclusions, because they do not express the outcome of the audit based on the audit
criteria and findings. They are rather examples of audit findings, which are the results of the evaluation of the collected audit evidence



against the audit criteria4. Audit findings can indicate either conformity or nonconformity with the audit criteria, or opportunities for
improvement. For example:

* Statement A is a negative audit finding, because it indicates a nonconformity with the requirement of clause 7.2.2 of ISO/IEC
27001:2022, which states that the organisation must provide information security awareness education and training to persons under
its controlS. The audit team must have identified and documented this nonconformity, and reported it to the auditee.

* Statement B is a negative audit finding, because it indicates a nonconformity with the requirerment of clause 6.1.2 of ISO/IEC
27001:2022, which states that the organisation must maintain and review the information security risk assessment at planned intervals
or when significant changes occur6. The audit team must have identified and documented this nonconformity, and reported it to the
auditee.

* Statement C is a negative audit finding, because it indicates a nonconformity with the requirement of clause 10.1 of ISO/IEC
27001:2022, which states that the organisation must take action to eliminate the causes of nonconformities and prevent recurrence?.
The audit team must have identified and documented this nonconformity, and reported it to the auditee.

* Statement F is a negative audit finding, because it indicates a nonconformity with the requirement of clause 6.1.3 of ISO/IEC
27001:2022, which states that the organisation must determine the controls that are necessary to implement the risk treatment plan,
and document them in the statement of applicability8. The audit team must have identified and documented this nonconformity, and
reported it to the auditee.
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Answer: D,EF

Explanation:

The options B, D, and G are not valid audit trails because they are not directly related to the ISMS requirements or the audit criteria.
They are more relevant to the human resource management or the contractual arrangements of the organization, which are outside
the scope of the ISMS audit. The other options are valid audit trails because they can provide evidence of how the organization
implements and maintains the ISMS controls related to access control, secure areas, and information security aspects of business
continuity management. Reference:

PECB Candidate Handbook ISO/IEC 27001 Lead Auditor, page 16, section4.2.1 ISO/IEC 27001:2013, clauses A.5.3, A.5.15,
A5.35,A.6.1,A.6.2,A.6.5, A8.4, A.17.11SO 190112018, clause 6.2.2

NEW QUESTION # 138

Today the pace of life is increasing with technological advancements. It is important for ambitious young men to arrange time
properly. As busy working staff good ISO-IEC-27001-Lead- Auditor-CN test simulations will be helper for your certification.
Keeping hard working and constantly self-enhancement make you grow up fast and gain a lot of precious opportunities. Our ISO-
[EC-27001-Lead- Auditor-CN test simulations will help you twice the result with half the effort. Chance favors the one with a
prepared mind.
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