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NEW QUESTION # 64
How is the impact of an information security event assessed?

¢ A By identifying the assets affected by the event
¢ B. By determining if the event is an information security incident
¢ (. By evaluating the effect on the confidentiality, integrity, and availability of information

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

The impact of an information security event is assessed by evaluating how the event affects the CIA triad- Confidentiality, Integrity,
and Availability-of information assets. This findamental concept underpins all ISO/IEC 27000-series standards, including ISO/IEC
27035.

ISO/IEC 27035-1:22016, Clause 6.2.3 explicitly states that an event's severity and urgency are to be assessed by evaluating its
actual or potential impact on the organization's information security objectives, namely:

Confidentiality: Protection from unauthorized disclosure

Integrity: Protection from unauthorized modification

Availability: Assurance of timely and reliable access

This approach ensures consistent and risk-based decision-making during incident assessment. Options A and B are important steps,
but they are part of the broader process; they do not directly measure impact.

Reference:

ISO/IEC 27035-122016, Clause 6.2.3: "The impact should be assessed based on the effect on confidentiality, ntegrity, and
availability of the nformation assets affected." Correct answer: C

NEW QUESTION # 65

Scenario 2: NoSpace, a forward-thinking e-commerce store based in London, is renowned for its diverse products and advanced
technology. To enhance its information security, NoSpace implemented an ISMS according to ISO/IEC 27001 to better protect
customer data and ensure business continuity. Additionally, the company adopted ISO/IEC 27035-1 and ISO/IEC 27035-2
guidelines. Mark, the incident manager at NoSpace, strategically led the entire implementation. He played a crucial role in aligning
the company's ISMS with the requirements specified in ISO/IEC 27001, using ISO/IEC 27035-1 guidelines as the foundation.
During a routine internal audit, a minor anomaly was detected in the data traffic that could potentially indicate a security threat. Mark
was immediately notified to assess the situation. Then, Mark and his team immediately escalated the incident to crisis management to
handle the potential threat without further assessment. The decision was made to ensure a swift response.

After resolving the situation, Mark decided to update the incident management process. During the initial phase of incident
management, Mark recognized the necessity of updating NoSpace's information security policies. This included revising policies
related to risk management at the organizational level as well as for specific systems, services, or networks. The second phase of the
updated incident management process included the assessment of the information associated with occurrences of information security
events and the importance of classifying events and vulnerabilities as information security incidents. During this phase, he also
mntroduced a "count down" process to expedite the evaluation and classification of occurrences, determining whether they should be
recognized as nformation security incidents.

Mark developed a new incident management policy to enhance the organization's resilience and adaptability in handling information
security incidents. Starting with a strategic review session with key stakeholders, the team prioritized critical focus areas over less
impactful threats, choosing not to include all potential threats in the policy document. This decision was made to keep the policy
streamlined and actionable, focusing on the most significant risks identified through a risk assessment. The policy was shaped by
mtegrating feedback from various department heads to ensure it was realistic and enforceable. Training and awareness initiatives
were tailored to focus only on critical response roles, optimizing resource allocation and focusing on essential capabilities Scenario 2
(continued from above) According to scenario 2, in which phase did Mark introduce a "count down"" process?

e A Learn Lessons
e B. Assess and Decide
e C. Respond

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

The "count down" process introduced by Mark in the scenario is intended to expedite the evaluation and classification of information
security events - determining whether they are actual incidents or not. This aligns precisely with the "Assess and Decide" phase in



ISO/IEC 27035-1 and ISO/IEC 27035-2.

The "Assess and Decide" phase, as defined in ISO/IEC 27035-1:2016, involves the timely assessment of events, classification of
vulnerabilities, and making decisions about appropriate handling paths. Speed is essential here, as delays in classifying and
responding to potential incidents can increase risk exposure.

Mark's innovation-a "count down'" timer-demonstrates a procedural enhancement to ensure incidents are not left unreviewed. This
mechanism improves the timeliness and structure of incident classification and decision-making, which is a key objective of the
"Assess and Decide" phase.

Reference Extracts:

ISO/IEC 27035-1:22016, Clause 6.2.2: "Assess and decide phase aims to determine the significance of reported events and decide
how to treat them." ISO/IEC 27035-2:2016, Clause 7.3: "Assessment of events involves determining whether they constitute an
incident and the urgency of response." Therefore, the correct answer is C: Assess and Decide.

Certainly! Below is your requested content in the exact structured format for:

NEW QUESTION # 66
Which factor of change should be monitored when maintaining incident management documentation?

o A Test results
¢ B. Enployee attendance records
e C. Market trends

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

‘When maintaining documentation for information security incident management, test results are critical indicators of how well current
plans and controls are fimctioning. According to ISO/IEC 27035-2:2016 Clause 7.3.3, organizations must update documents based
on test outcomes, incident experiences, or environmental changes.

Market trends (Option A) and attendance records (Option B) are not directly relevant to the content or accuracy of incident
documentation.

Reference:

ISO/IEC 27035-2:2016 Clause 7.3.3: "Changes in the environment or test results should be used as input for reviewing
documentation." Correct answer: C

NEW QUESTION # 67
What determines the frequency of reviewing an organization's information security incident management strategy?

e A The nature, scale, and complexity of the organization
¢ B. The number of employees in the organization
e C. The frequency of audits conducted by external agencies

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

ISO/IEC 27035-122016 Clause 7.1 explicitly states that the frequency and depth of reviewing the incident management strategy
should be based on the organization's size, complexity, and threat environment. Larger or more conmplex environments may require
more frequent reviews to remain agile and responsive.

Audit schedules (Option C) may influence timing, but they do not dictate the necessary frequency for strategic reviews. The number
of employees (Option A) alone is not a sufficient factor.

Reference:

ISO/IEC 27035-1:2016 Clause 7.1: "The frequency and scope of reviews should be determined by the nature, scale, and
complexity of the organization." Correct answer: B

NEW QUESTION # 68
Scenario 6: EastCyber has established itself as a premier cyber security company that offers threat detection, vulnerability



assessiment, and penetration testing tailored to protect organizations from emerging cyber threats. The company effectively utilizes
ISO/IEC 27035*1 and 27035-2 standards, enhancing its capability to manage information security incidents.

EastCyber appointed an information security management team led by Mike Despite limited resources, Mike and the team
implemented advanced monitoring protocols to ensure that every device within the company's purview is under constant surveillance
This monitoring approach is crucial for covering everything thoroughly, enabling the information security and cyber management team
to proactively detect and respond to any sign of unauthorized access, modifications, or malicious activity within its systems and
networks.

In addition, they focused on establishing an advanced network traffic monitoring system This system carefully monitors network
activity, quickly spotting and alerting the security team to unauthorized actions This vigilance is pivotal in maintaining the integrity of
EastCyber's digital infrastructure and ensuring the confidentiality, availability, and integrity of the data it protects.

Furthermore, the team focused on documentation management. They meticulously crafted a procedure to ensure thorough
documentation of information security events. Based on this procedure, the company would document only the events that escalate
into high-severity incidents and the subsequent actions. This documentation strategy streamlines the incident management process,
enabling the team to allocate resources more effectively and focus on incidents that pose the greatest threat.

A recent incident involving unauthorized access to company phones highlighted the critical nature of incident management. Nate, the
incident coordinator, quickly prepared an exhaustive incident report. His report detailed an analysis of the situation, identifying the
problemand its cause. However, it became evident that assessing the seriousness and the urgency of a response was inadvertently
overlooked.

In response to the incident, EastCyber addressed the exploited vulnerabilities. This action started the eradication phase, aimed at
systematically eliminating the elements of the incident. This approach addresses the immediate concerns and strengthens EastCyber's
defenses against similar threats in the future.

According to scenario 6, what mechanisis for detecting security incidents did EastCyber implement?

¢ A Intrusion detection systems
¢ B. Intrusion prevention systens
¢ C. Security information and event management systenms

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

In the scenario, EastCyber implemented an "advanced network traffic monitoring system' that "spots and alerts the security team to
unauthorized actions." This aligns closely with the finctional characteristics of an Intrusion Detection System (IDS), which monitors
traffic or systems for malicious activities and policy violations and sends alerts for review.

While Security Information and Event Management (SIEM) tools and Intrusion Prevention Systenms (IPS) offer valuable detection
and response capabilities, the scenario specifically describes a system focused on monitoring and alerting-not automatically blocking
traffic, which would indicate an IPS.

SIEM platforms correlate and analyze logs from various sources, which wasn't described. Therefore, IDS is the most accurate
interpretation.

Reference:

ISO/IEC 27035-2:2016, Clause 7.4.2: "Detection mechanisis can include intrusion detection systens, log analysis tools, and traffic
monitoring systems to detect potential security events." Correct answer: B

NEW QUESTION # 69
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