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H #43
What is the primary finction of a single type of IRT?

¢ A. Enhancing the reliability of incident response activities
¢ B. Managing incidents within a specified organization
¢ C. Monitoring targets fromremote locations

Ef#: B

fEEL:

Comprehensive and Detailed Explanation From Exact Extract:

A single-type Incident Response Team (IRT), as defined in ISO/IEC 27035-1:2016, is responsible for managing and coordinating
incident response within a specific organization or business unit. Its scope typically covers the entire lifecycle of incident handling-
preparation, detection, containment, response, recovery, and lessons learned-focused solely on the needs of that particular entity.
This contrasts with a coordinating or multi-party IRT, which may support multiple organizations or coordinate between units. While
Option A is a byproduct of a well-fnctioning IRT, it is not its core function.

Option B (monitoring) may fall under a SOC, but not the primary function of a single IRT.

Reference Extracts:

ISO/IEC 27035-1:22016, Clause 6.5.1: "An organization may establish a single IRT responsible for handling all incidents affecting the
organization." ISO/IEC 27035-2:2016, Clause 6.2.3: "Single IRTs typically manage incidents internally and directly support the
organization's response processes." Correct answer: C

HRE #44

Scenario 3: L&K Associates is a graphic design firm headquartered in Johannesburg, South Africa. It specializes in providing
mnnovative and creative design solutions to clients across various industries. With offices in multiple parts of the country, they
effectively serve clients, delivering design solutions that meet their unique needs and preferences.

In its commitment to maintaining information security, L&K Associates is implementing an nformation security incident management
process guided by ISO/IEC 27035-1 and ISO/IEC 27035-2. Leona, the designated leader overseeing the implementation of the
mcident management process, customized the scope of incident management to align with the organization's unique requirements.
This nvolved specifying the IT systens, services, and personnel nvolved in the incident management process while excluding
potential incident sources beyond those directly related to IT systems and services.

Based on scenario 3, did Leona follow all the ISO/IEC 27035-1 guidelines when commumicating the information security incident
management policy to interested parties?

e A. No, she should also commumnicate how often the information security incident policies are updated and revised

e B. Yes, she effectively communicated the outcomes of incidents and strategies to minimize recurrence, meeting the necessary
communication requirenments

e C. No, she should also communicate the incident reporting procedures and specify the appropriate contact for further
information

IEf: C
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Comprehensive and Detailed Explanation:

According to ISO/IEC 27035-12016, effective communication of the incident management policy must include not only policy
content, roles, and responsibilities but also specific procedural aspects-such as how to report an incident and who to contact. This
ensures that all stakeholders clearly understand their responsibilities in the event of an incident and know how to respond.

In the scenario, Leona commumicated the outcomes of incidents, mitigation strategies, personnel obligations, and policy content.
However, she did not include the incident reporting procedures or contact points, which are essential components of incident
communication as per ISO guidelines.

Reference:

ISO/IEC 27035-1:2016, Clause 6.1: "Communication of the incident management policy should include reporting channels,
escalation contacts, and policy revision frequency." Therefore, the correct answer is B.

B #45

Scenario 3: L&K Associates is a graphic design firm headquartered in Johannesburg, South Aftica. It specializes in providing
mnovative and creative design solutions to clients across various industries. With offices in multiple parts of the country, they
effectively serve clients, delivering design solutions that meet their unique needs and preferences.

In its commitment to maintaining information security, L&K Associates is implementing an information security incident management
process guided by ISO/IEC 27035-1 and ISO/IEC 27035-2. Leona, the designated leader overseeing the implementation of the
incident management process, customized the scope of incident management to align with the organization's unique requirements.
This mvolved specifying the IT systens, services, and personnel mvolved in the incident management process while excluding
potential incident sources beyond those directly related to IT systems and services.

According to scenario 3, Leona decided to mitially include only the elements provided in Clause 4.3 of ISO

/IEC 27035-2, Information security incident management policy content, in the incident management policy.

Is this acceptable?

e A Yes, because Leona has conducted a thorough risk assessment to identify potential gaps in the incident management policy
beyond the scope of clause 4.3 of ISO/IEC 27035-2

¢ B. No, clause 4.3 of ISO/IEC 27035-2 does not cover elements for an effective incident management policy

e (. Yes, because as a mnimum, the policy must cover the elements provided in clause 4.3 of ISO/IEC
27035-2

IEf: C
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Comprehensive and Detailed Explanation From Exact Extract:

Clause 4.3 of ISO/IEC 27035-2:2016 outlines the minimum content requirements for an effective incident management policy.
These include:

Purpose and objectives of the policy

Scope and applicability

Roles and responsibilities

Key terminology and definitions

High-level processes for incident detection, reporting, response, and learning Obligations of internal stakeholders Leona's decision to
base the mnitial policy draft on Clause 4.3 is fully compliant and appropriate, as it ensures foundational consistency. ISO/IEC 27035-
2 explicitly states that these elements form the minimum baseline for effective policy creation, and the document can be expanded
later as needed.

Reference:

ISO/IEC 27035-2:2016, Clause 4.3: "The information security incident management policy should, at a mmnimum, contain the
following elements..." Therefore, the correct answer is B: Yes, because as a mmnimum, the policy must cover the elements provided
in clause 4.3 of ISO/IEC 27035-2.

A #46

Scenario 7: Located in central London, Konzolo has become a standout innovator in the cryptocurrency field.

By introducing its unique cryptocurrency, Konzolo has contributed to the variety of digital currencies and prioritized enhancing the
security and reliability of its offerings.

Konzolo aimed to enhance its systems but faced challenges in monitoring the security of its own and third- party systens. These



issues became especially evident during an incident that caused several hours of server downtime This downtime was primarily
caused by a third-party service provider that failed to uphold strong security measures, allowing unauthorized access.

In response to this critical situation, Konzolo strengthened its information security infrastructure. The company initiated a
comprehensive vulnerability scan of its cryptographic wallet software, a cornerstone of'its digital currency offerings The scan
revealed a critical vulnerability due to the software using outdated encryption algorithms that are susceptible to decryption by modern
methods that posed a significant risk of asset exposure Noah, the I'T manager, played a central role in this discovery With careful
attention to detail, he documented the vulnerability and communicated the findings to the incident response team and management.
Acknowledging the need for expertise in navigating the complexities of information security incident management. Konzolo
welcomed Paulina to the team. After addressing the vulnerability and updating the cryptographic algorithis, they recognized the
importance of conducting a thorough investigation to prevent future vulnerabilities. This marked the stage for Paulina s crucial
involverrent. She performed a detailed forensic analysis of the incident, employing automated and manual methods during the
collection phase. Her analysis provided crucial insights into the security breach, enabling Konzolo to understand the depth of the
vulnerability and the actions required to mitigate it.

Paulina also played a crucial role in the reporting phase, as her comprehensive approach extended beyond analysis. By defining clear
and actionable steps for future prevention and response, she contributed significantly to developing a resilient information security
incident management system based on ISO/IEC

27035-1 and 27035-2 guidelines. This strategic initiative marked a significant milestone in Konzolo's quest to strengthen its defenses
against cyber threats Based on scenario 7, a vulnerability scan at Konzolo revealed a critical vulnerability in the cryptographic wallet
software that could lead to asset exposure. Noah, the IT manager, documented the event and commumnicated it to the incident
response team and management. s this acceptable?

¢ A. No, he should have waited for confirmation of an actual asset exposure before documenting and communicating the
vulnerability

¢ B. Yes, he should document the event and communicate it to the incident response team and management

e C. No, he should have postponed the documentation process until a full imvestigation is completed

Ef#: B

L

Comprehensive and Detailed Explanation From Exact Extract:

According to ISO/IEC 27035-1:2016, an information security event should be documented and communicated as soon as it is
identified-particularly if it has the potential to escalate into an incident. Timely documentation and escalation enable the organization
to take immediate and coordinated actions, which are essential to managing risk effectively.

Clause 6.2.1 of ISO/IEC 27035-1 states that events, even before confirmation as incidents, must be logged and assessed to
determine appropriate response measures. Waiting until affer a breach occurs or delaying documentation may violate both internal
policies and regulatory requirenments, especially in high-risk domains like cryptocurrency.

Therefore, Noah's actions align fully with the recommended practices outlined in ISO/IEC 27035.

Reference:

* ISO/IEC 27035-1:2016, Clause 6.2.1: "All identified information security events should be recorded and commumicated to ensure
appropriate assessment and response.”

* Clause 6.2.2: "Early communication and documentation are crucial to managing potential incidents effectively." Correct answer: C

A #47
Which method is used to examine a group of hosts or a network known for vulnerable services?

e A. Security testing and evaluation
e B. Penetration testing
e (. Automated vulnerability scanning tool

IEf: C

AR

Comprehensive and Detailed Explanation:

An automated vulnerability scanning tool is designed specifically to scan systems, hosts, or networks for known vulnerabilities based
on a maintained vulnerability database. These tools are efficient for covering large environments quickly and are commonly used in
routine security assessments.

Security testing and evaluation (A) is broader and includes manual assessments. Penetration testing (C) simulates real-world attacks
but is usually more targeted and time-intensive.

Reference:



ISO/IEC 2700222022, Control A.5.27: "Automated vulnerability scanning should be used to identify technical vulnerabilities."
Correct answer: B

B #48
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