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¢ Inplementing incident management processes and managing information security incidents: This section of
the exam measures skills of Information Security Analysts and covers the practical implementation of

FE 1 incident management strategies. It looks at ongoing incident tracking, communication during crises, and

ensuring incidents are resolved in accordance with established protocols.

¢ Information security incident management process based on ISO

e [EC 27035: This section of the exam measures skills of Incident Response Managers and covers the

TEE D standardized steps and processes outlined in ISO

e [EC 27035. It enphasizes how organizations should structure their incident response lifecycle from
detection to closure in a consistent and effective manner.

¢ Fundamental principles and concepts of information security incident management: This section of the exam

measures skills of Information Security Analysts and covers the core ideas behind incident management,
FE3 including understanding what constitutes a security incident, why timely responses matter, and how to
identify the early signs of potential threats.
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¢ Designing and developing an organizational incident management process based on ISO

o [EC 27035: This section of the exam measures skills of Information Security Analysts and covers how to

T4 tailor the ISO

o [EC 27035 framework to the unique needs of an organization, including policy development, role
definition, and establishing workflows for handling incidents.

¢ Improving the incident management processes and activities: This section of the exam measures skills of

Incident Response Managers and covers the review and enhancement of existing incident management
FES processes. It involves post-incident reviews, learming from past events, and refining tools, training, and
techniques to improve future response efforts.
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Scenario 3: L&K Associates is a graphic design firm headquartered in Johannesburg, South Africa. It specializes in providing
mnovative and creative design solutions to clients across various industries. With offices in multiple parts of the country, they
effectively serve clients, delivering design solutions that meet their unique needs and preferences.

In its commitment to maintaining information security, L&K Associates is implementing an information security incident management
process guided by ISO/IEC 27035-1 and ISO/IEC 27035-2. Leona, the designated leader overseeing the implementation of the
incident management process, customized the scope of incident management to align with the organization's unique requirements.
This mvolved specifying the IT systemns, services, and personnel involved in the incident management process while excluding
potential incident sources beyond those directly related to IT systems and services.

In scenario 3, which of the following risk identification approaches was used by L&K Associates?

e A BothAand B
¢ B. Event-based approach
e C. Asset-based approach

BEE: A
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Comprehensive and Detailed Explanation From Exact Extract:

L&K Associates employed two distinct approaches as described in ISO/IEC 2700522018 and referenced in ISO/IEC 27035-2:
Strategic scenario identification, which involves analyzing sources of risk and their impact on stakeholders and objectives. This is
aligned with the event-based approach, which focuses on risk sources and events that may lead to incidents.

Operational scenario identification, which involves a thorough assessment of assets, threats, and vulnerabilities - aligning with the
asset-based approach, where the focus is on critical assets and the threats that may exploit their weaknesses.

ISO/IEC 27005:2018, Clause 8.2.2, identifies multiple methods for risk identification, including;:

Asset-based approach

Event-based (or threat-based) approach

Vulnerability-centered approach

In this scenario, both the asset- and event-based methods were clearly applied by Leona, which is encouraged in ISO risk
management practices to provide a holistic view of risk.

Therefore, the correct answer is C: Both A and B.
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What is the primary objective of an awareness program?

¢ A. Enhancing the efficiency of the company's IT infrastructure
¢ B. Introducing new security technology to the I'T department
¢ (. Reinforcing or modifying behavior and attitudes toward security

E&R:. C
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Comprehensive and Detailed Explanation From Exact Extract:

The core purpose of a security awareness program, as outlined in ISO/IEC 27035 and ISO/IEC 27001, is to influence behavior and
attitudes toward security, making staff more conscious of threats and their responsibilities in preventing incidents. An effective
awareness program helps reduce human errors, enhances response readiness, and builds a security-conscious culture.

ISO/IEC 27035-2:2016 clearly differentiates awareness from training, While training focuses on skills and procedures, awareness is
about shaping the mindset, ensuring that employees understand the importance of security in their daily tasks.

Option A (technology introduction) and option C (IT efficiency) are not primary goals of awareness progrars.

Reference Extracts:

ISO/IEC 27035-2:2016, Clause 7.3.1: "The objective of awareness activities is to change behavior and enhance understanding of
security threats and how to prevent them" ISO/IEC 27001:2022, Control 6.3 and Annex A: "Personnel should be made aware of
the importance of mformation security and their responsibilities in supporting it." Correct answer: B

FIRE #47
What can documenting recovery options and associated data loss/recovery timeframes assist with during incident response?

e A. Accelerating the incident response process
¢ B. Minimizing the impact on system performance
¢ (. Making informed decisions about containment and recovery

ER: C

e

Comprehensive and Detailed Explanation From Exact Extract:

Documenting recovery options and estimating recovery time objectives (RTOs) and data loss tolerances (Recovery Point Objectives
- RPOs) is a crucial planning activity that supports decision-making during the containment and recovery phases. ISO/IEC 27035-
22016, Clause 6.4.6 emphasizes that such documentation allows teams to:

Evaluate trade-offs between containment scope and data loss

Determine acceptable downtime for critical services

Select the most appropriate recovery strategy based on business impact

This documentation supports strategic thinking rather than rushed action, reducing the likelihood of costly decisions. It does not
necessarily accelerate the process (Option C), nor is it designed to optimize performance (Option A).

Reference:

ISO/IEC 27035-2:2016, Clause 6.4.6: "Recovery planning should consider documented recovery procedures, acceptable data loss,
and system downtime to support business continuity." Correct answer: B

FIRE #48
What role does the incident coordinator play during the response phase?

e A Initiating the response actions immediately
e B. Coordinating the activities of IRTs and monitoring response time
e (. Assessing if the event is a potential or confirmed security incident

£%: B

fE R A«
Comprehensive and Detailed Explanation From Exact Extract:
The incident coordinator plays a vital managerial and operational role in guiding and synchronizing the efforts of Incident Response



Teans (IRTs). ISO/IEC 27035-2:2016, Clause 7.2.2 describes the role as one that involves coordination of resources,
communication, and oversight to ensure that all phases of the response are executed according to procedure and within acceptable
timelines.

Responsibilities include:

Assigning roles and responsibilities

Overseeing containment, eradication, and recovery efforts

Communicating with stakeholders

Tracking incident metrics and resolution progress

Initiating the response (Option B) is typically a decision taken collectively or by senior management or the IMT after classification.
Assessing the nature of an event (Option C) falls under the detection and classification phase, not the coordinator's primary role
during response.

Reference:

ISO/IEC 27035-2:2016, Clause 7.2.2: "The incident coordinator is responsible for leading and coordinating the incident response
process, ensuring timely and efficient execution." Correct answer: A

FIRE #49

Scenario 7: Located in central London, Konzolo has become a standout innovator in the cryptocurrency field.

The company faced challenges monitoring the security of its own and third-party systens. An incident involving server downtime
exposed vulnerabilities in a third-party service provider’s security posture, leading to unauthorized access.

In response, Konzolo launched a thorough vulnerability scan of its cryptographic wallet software and uncovered critical weaknesses
due to outdated encryption algorithirs. Noah, the I'T manager, documented and communicated the findings. Paulina was brought in
to lead a forensic investigation, provide actionable insights, and help enhance the company's overall incident response strategy based
on ISO/IEC 27035 standards.

Based on the scenario above, answer the following question:

‘Which of the following steps for effective security monitoring did Konzolo NOT adhere to?

¢ A. Monitor security vulnerabilities
e B. Monitor behavioral analytics
e (. Monitor the outsourced services

ER: C
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Comprehensive and Detailed Explanation From Exact Extract:

ISO/IEC 27035-1:22016 and ISO/IEC 27035-2:2016 emphasize the importance of monitoring not only internal systems but also
third-party or outsourced services. Clause 7.3.2 of ISO/IEC 27035-2 specifically recommends that organizations establish
mechanisis for the continuous monitoring of service providers and outsourced systems, particularly when such services process or
store sensitive information.

In the scenario, Konzolo suffered an incident due to a failure by a third-party service provider to uphold security controls. This
indicates that Konzolo had insufficient or no effective monitoring of outsourced services in place, which directly contributed to the
breach and system downtime.

On the other hand:

Option A is incorrect because Konzolo did conduct a vulnerability scan, identifying and addressing cryptographic weaknesses.
Option B is also incorrect, as Paulina conducted forensic and behavioral analysis (both manual and automated) as part of the
investigation process.

Reference Extracts:

ISO/IEC 27035-2:2016, Clause 7.3.2: "Monitoring should not be limited to internal infrastructure but should include third-party and
outsourced services to ensure that they are operating within defined security parameters." ISO/IEC 27002:2022, Control 5.23:
"Information security should be addressed in agreements with third parties." Correct answer: C
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