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Palo Alto Networks System Engineer - Cortex Professional Sample Questions
(Q114-Q119):

NEW QUESTION # 114
What does DBot use to score an indicator that has multiple reputation scores?

A. least severe score
B. most severe score
C. average score

D. undefined score

Answer: B

Explanation:
Reference: https/xsoar.pan.dev/docs/mtegrations/dbot

NEW QUESTION # 115
What are the key capabilities of the ASM for Remote Workers module?

A. Gathering endpoint data, conducting internal scans, and automating network configurations

B. Identifying office network vulnerabilities, monitoring remote workforce, and encrypting data

C. Monitoring endpoint activity, managing firewall rules, and mitigating cybersecurity threats

D. Analyzing global scan data, identifying risky issues on remote networks, and providing internal insights

Answer: D

NEW QUESTION # 116
In an Air-Gapped environment where the Docker package was manually installed after the Cortex XSOAR installation which action
allows Cortex XSOAR to access Docker?

A. enable the docker service

B. create a "docker" group and add the "Cortex XSOAR" or "demisto" user to this group
C. create a "Cortex XSOAR' or "demisto" group and add the "docker" user to this group
D. disable the Cortex XSOAR service

Answer: B

NEW QUESTION # 117
‘Which two entities can be created as a BIOC? (Choose two.)

A. file
B. alert log
C. event log

D. registry
Answer: A,D

Explanation:
https:/docs.paloaltonetworks.comy/cortex/cortex-xdr/cortex-xdr-pro-admin/mvestigation-and-response/cortex-xdr-
indicators/working-with-biocs/create-a-bioc-rule.html

NEW QUESTION # 118

A Cortex XSOAR customer has a phishing use case in which a playbook has been implemented with one of the steps blocking a
malicious URL found in an email reported by one of the users.

‘What would be the appropriate next step in the playbook?



A. Email the CISO to advise that malicious email was found.
B. Disable the user's email account.

C. Change the user's password.

D. Email the user to confirm the reported email was phishing,

Answer: D

NEW QUESTION # 119
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