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Juniper Security, Associate (JNCIA-SEC) Sample Questions (Q17-Q22):
NEW QUESTION # 17 
What is the purpose of a feature profile in a UTM configuration?

A. It defines the operation of a specific UTM feature.
B. It applies a UTM feature to a security policy.
C. It applies a UTM feature to protocol traffic.
D. It defines an object list.

Answer: A

Explanation:
Afeature profilein a UTM (Unified Threat Management) configuration defines how a specific UTM feature should operate. Examples
include:
* Anantivirus feature profilethat specifies the type of scanning to perform (streaming or full file-based).
* Aweb filtering feature profilethat defines filtering methods, categories, and actions.
* Anantispam profilethat defines how spam detection and actions are performed.
Feature profiles do not directly apply to traffic or policies. Instead, they arereferenced inside a UTM policy, and then that policy is
applied to a security policy.
Therefore, a feature profile's purpose is todefine the operation of a specific UTM feature.
Reference:Juniper Networks -Junos OS Security Fundamentals, UTM Profiles and Policies.

NEW QUESTION # 18 
You have created a series of security policies permitting access to a variety of services. You now want to create a policy that blocks
access to all other services for all user groups.
What should you create in this scenario?

A. global security policy
B. IDP policy
C. integrated user firewall policy
D. Juniper ATP policy

Answer: A

Explanation:
To enforce acatch-all blocking policyafter other specific policies, the correct solution is aglobal security policy (Option A).
* Global policiescan apply universally across zones, and an administrator can configure a final "deny all" rule to block any unmatched
traffic.
* ATP policy (Option B):Protects against advanced threats, not used for catch-all rule enforcement.
* IDP policy (Option C):Focuses on intrusion detection and prevention signatures, not general traffic blocking.
* Integrated user firewall policy (Option D):Applies policies based on user identity, but it does not provide a universal block across
all services.
Correct Solution:Global security policy
Reference:Juniper Networks -Global Security Policies, Junos OS Security Fundamentals.

NEW QUESTION # 19 
Which statement is correct about capturing transit packets on an SRX Series Firewall?

A. You can capture transit packets on the egress interface using a firewall filter.
B. You can capture transit packets by using a firewall filter on the loopback interface.
C. You can capture transit packets using sampling and port mirroring.
D. You can capture transit packets by using the tcpdump utility in the shell.

Answer: C

Explanation:
Transit traffic is defined as traffic that passesthroughthe SRX (not destined to the Routing Engine). To capture transit traffic:
* Sampling and port mirroring (Option D)are the correct supported methods for capturing or exporting transit traffic. Sampling



allows captured packets to be sent to a file or collector, while port mirroring sends a copy to a monitoring interface.
* Option A:Firewall filters on an egress interface cannot directly capture packets; they can only count, accept, discard, or sample.
Sampling itself is separate.
* Option B:Loopback interface (lo0) is for control-plane traffic, not transit traffic.
* Option C:tcpdump is not supported on SRX as a tool for capturing transit packets; the operational command monitor traffic
interface is used, but sampling/port mirroring is the recommended scalable approach.
Correct Method:Sampling and port mirroring
Reference:Juniper Networks -Traffic Monitoring and Troubleshooting, Junos OS Security Fundamentals.

NEW QUESTION # 20 
Click the Exhibit button.

Which type of policy is shown in the exhibit?

A. inter-zone policy
B. intra-zone policy
C. global policy
D. default policy

Answer: B

Explanation:
From the exhibit configuration:
[edit security policies from-zone Trust to-zone Trust]
policy allow-all {
match {
source-address any;
destination-address any;
application any;
}
then {
permit;
}
}
* Thefrom-zoneandto-zoneare both set toTrust # Trust.
* This means the policy is governing trafficwithin the same zone.
* Policies within the same zone are calledintra-zone policies.
Analysis of options:
* Global policy (A):Applied universally across zones, not zone-specific. Not the case here.
* Inter-zone policy (B):Applies between twodifferentzones (e.g., Trust # Untrust). Not the case here since both zones are Trust.
* Intra-zone policy (C):Correct. Applies to traffic within the same zone (Trust # Trust).
* Default policy (D):The implicit deny-all policy that applies when no policy matches. Not shown in this exhibit.
Correct Policy Type:Intra-zone policy
Reference:Juniper Networks -Security Policy Types (Inter-zone, Intra-zone, and Global), Junos OS Security Fundamentals.

NEW QUESTION # 21 



Which two statements about global security policies are correct? (Choose two.)

A. Global security policies require specific zone contexts.
B. The from-zone and to-zone contexts are not required for a global security policy.
C. You can use both zone-based security policies and global security policies at the same time.
D. Global policies are processed before zone-based security policies.

Answer: B,C

Explanation:
Global security policies extend the flexibility of policy enforcement across the SRX. They are not tied to specific source and
destination zones:
* From-zone and to-zone contexts are not required(Option A). Global policies apply across all zones unless restricted by match
conditions.
* Global security policies do not require specific zone contexts(Option B is incorrect).
* Global policies areprocessed after zone-based policies, not before. This means that zone-based security policies take precedence
(Option C is incorrect).
* Administrators can configure bothzone-based security policies and global security policies at the same timeon the same device
(Option D is correct).
This allows flexible designs where specific policies can be enforced by zone, while general policies can be applied globally without
duplicating rules across multiple zones.
Reference:Juniper Networks -Junos OS Security Fundamentals, Global Security Policies.
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