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Juniper Security, Specialist (JNCIS-SEC) Sample Questions (Q65-Q70):
NEW QUESTION # 65 
You are troubleshooting unexpected issues on your JIMS server due to out of order event log timestamps.
Which action should you take to solve this issue?

A. Enable time synchronization on the client devices.
B. Enable time synchronization on the JIMS server.
C. Enable time synchronization on the SRX Series devices.
D. Enable time synchronization on the domain controllers.

Answer: D

Explanation:
To solve the issue of out of order event log timestamps on your JIMS server, you should enable time synchronization on the domain
controllers. JIMS (Juniper Identity Management Service) is a Windows service that collects user, device, and group information
from Active Directory domains or syslog sources and provides it to SRX Series devices and CSO for identity-based security
policies. JIMS relies on the timestamps of the event logs generated by the domain controllers to track user logins, logouts, and IP
address changes. If the domain controllers have different or inaccurate clocks, the event logs may have out of order or incorrect
timestamps, which can cause JIMS to miss or misinterpret some events and affect its accuracy and performance. Therefore, you
should ensure that all the domain controllers in your network are synchronized with a reliable time source, such as an NTP server or
a Windows Time service. Reference: = Juniper Identity Management Service User Guide, Juniper Identity Management Service
Feature Guide, Configure JIMS Collector to Get Microsoft Event Logs, Considerations for timestamps in centralized logging
platforms

NEW QUESTION # 66 
What information does encrypted traffic insights (ETI) use to notify SRX Series devices about known malware sites?

A. dynamic address groups
B. MAC addresses
C. domain names
D. certificates

Answer: C

Explanation:
Encrypted traffic insights (ETI) uses domain names to notify SRX Series devices about known malware sites. ETI is a feature of the
SRX Series firewall that can detect and block malware that is hidden in encrypted traffic. It works by analyzing the domain names of
the websites that the encrypted traffic is attempting to access. If the domain name matches a known malware site, ETIwill send an
alert to the SRX Series device, which can then take appropriate action to block the traffic. ETI is a useful tool for protecting against
threats that attempt to evade detection by hiding in encrypted traffic.

NEW QUESTION # 67 
Which sequence does an SRX Series device use when implementing stateful session security policies using Layer 3 routes?

A. An SRX Series device conducts an ALG security check on the longest-match route before performing a security policy
search.
B. An SRX Series device will conduct a longest-match Layer 3 route table lookup before performing a security policy search.
C. An SRX Series device will perform a security policy search before conducting a longest-match Layer 3 route table lookup.
D. An SRX Series device performs a security policy search before implementing an ALG security check on the longest-match
Layer 3 route.

Answer: B

Explanation:
The sequence that an SRX Series device uses when implementing stateful session security policies using Layer 3 routes is:
An SRX Series device will conduct a longest-match Layer 3 route table lookup before performing a security policy search: When an
SRX Series device receives a packet, it first looks up the destination IP address in the routing table and finds the longest matching
route to forward the packet. Then, it performs a security policy search based on the source zone, destination zone, source address,



destination address, protocol, and application of the packet. If there is a matching policy that allows the packet, it creates or updates
a session entry for the packet and applies any security services configured in the policy.
Reference: = [Security Policies Overview], [Security Policy Processing Overview]

NEW QUESTION # 68 
Which solution enables you to create security policies that include user and group information?

A. Network Director
B. ATP Appliance
C. JIMS
D. NETCONF

Answer: C

Explanation:
The solution that enables you to create security policies that include user and group information is JIMS (Juniper Identity
Management Service). JIMS collects and maintains a large database of user, device, and group information from Active Directory
domains or syslog sources, and enables SRX Series devices to rapidly identify thousands of users in a large, distributed enterprise.
With JIMS, you can create security policies that include user and group information, and enforce user-based access control policies
to protect network resources.

NEW QUESTION # 69 
Which two statements are correct about the fab interface in a chassis cluster? (Choose two.)

A. In an active/active configuration, inter-chassis transit traffic is sent over the fab interface.
B. Heartbeat signals sent on the fab interface monitor the health of the control plane link.
C. The fab interface enables configuration synchronization.
D. Real-time objects (RTOs) are exchanged on the fab interface to maintain session synchronization.

Answer: A,D

Explanation:
The fab interface is a fabric link that connects the two nodes in a chassis cluster. A chassis cluster is a high-availability feature that
groups two identical SRX Series devices into a cluster that acts as a single device.
The fab interface has two functions:
Real-time objects (RTOs) are exchanged on the fab interface to maintain session synchronization: RTOs are data structures that
store information about active sessions, such as source and destination IP addresses, ports, protocols, and security policies. RTOs
are exchanged between the nodes on the fab interface to ensure that both nodes have the same session information and can take
over the traffic in case of a failover.
In an active/active configuration, inter-chassis transit traffic is sent over the fab interface: In an active/active configuration, both nodes
in a cluster can process traffic for different redundancy groups (RGs). RGs are collections of interfaces or services that fail over
together from one node to another. If traffic needs to transit from one RG to another RG that is active on a different node, it is sent
over the fab interface.
Reference: = Configuring Chassis Clustering on SRX Series Devices, Chassis Cluster Redundancy Groups, Chassis Cluster Data
Plane
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