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Juniper Security, Specialist (JNCIS-SEC) Sample Questions (Q68-Q73):

NEW QUESTION # 68
Exhibit
AN Exhibit (=]

[edit servicea asal]
user@arx® commit
fedit servicea sal proxyl
'profile Sexver-Protect'
Unsupported cert type of asrver cextid: SSL—Proxy

error: configuration check—out failed

sarvices asl]

[edit

user@arx$

JUE ]

‘When trying to set up a server protection SSL proxy, you receive the error shown.
What are two reasons for this error? (Choose two.)

A. The SSL proxy certificate ID is part of a blocklist.

B. The SSL proxy certificate ID does not exist.

C. The SSL proxy certificate ID does not have the correct renegotiation option set.
D. The SSL proxy cettificate ID is for a forwarding proxy.

Answer: B,C

Explanation:

The error message shown in the exhibit regarding the SSL proxy setup indicates an issue with the type of server certificate being
used. The error explicitly states, "Unsupported cert type of server certid." Here are two plausible reasons for this error based on the
options provided:

Option B. The SSL proxy certificate ID does not have the correct renegotiation option set.

This option points to a configuration issue related to the properties or capabilities of the certificate, such as renegotiation, which if not
set correctly according to the expected requirements of the SSL proxy, might lead to the certificate being unsupported.
Renegotiation settings are critical in ensuring secure connections, and mismatches in configuration can result in errors.

Option D. The SSL proxy certificate ID does not exist.

Ifthe certificate ID being referred to in the SSL proxy profile does not exist in the device's certificate store or is incorrectly
referenced, the system will be unable to apply the configuration, leading to an error during the commit operation. This situation would
typically result in an error indicating that the system can't find or recognize the specified certificate ID.

NEW QUESTION # 69
Which two sources are used by Juniper Identity Management Service (JIMS) for collecting username and device IP addresses?
(Choose two.)

¢ A. Microsoft Exchange Server event logs
e B.DNS
e C. Active Directory domain controller event logs



¢ D. OpenLDAP service ports
Answer: B,C

Explanation:

Juniper Identity Management Service (JIMS) collects username and device IP addresses from both DNS and Active Directory
domain controller event logs. DNS is used to resolve hostnames to IP addresses, while Active Directory domain controller event
logs are used to get information about user accounts, such as when they last logged in.

NEW QUESTION # 70
Which statement regarding Juniper Identity Management Service (JIMS) domain PC probes is true?

A. JIMS domain PC probes are triggered if no username to IP address mapping is found in the domain security event log,
B. JIMS domain PC probes analyze domain controller security event logs at60-mmute intervals by default.

C. JIMS domam PC probes are triggered to map usernames to group membership information.

D. JIMS domam PC probes are mitiated by an SRX Series device to verify authentication table information.

Answer: A

Explanation:

Juniper Identity Management Service (JIMS) domain PC probes are used to map usernames to IP addresses in the domain security
event log. This allows for the SRX Series device to verify authentication table information, such as group membership. The probes
are triggered whenever a usernane to IP address mapping is not found in the domain security event log. By default, the probes are
executed at 60-minute intervals.

NEW QUESTION # 71
Click the Exhibit button.

[edit security policiqd m-k jf to-zone Untrust]
user@srx# show
policy ATP-Protect {

match {
source-address Internal-Hosts:
destination-address any;
application [ junos-http junos-https %
}
then {
permit {
aprlicaticn-servaces |
ssl-proxXy, ¥
Pifile-name SSL-Proxy-Profile-1;
i

advanced-anti-malware-pclicy Malware-Policy;

}
[edit security policies from-zone Trust to-zone Untrust]

You are asked to create a security policy that will automatically add infected hosts to the infected hosts feed and block further
commumnication through the SRX Series device.
‘What needs to be added to this configuration to complete this task?



A. Add a security intelligence policy to the permit portion of the security policy.
B. Add a match rule to the security policy with an appropriate threat level.

C. Add logging to the permit portion of the security policy.

D. Add an action to the permit portion of the security policy.

Answer: A

Explanation:

To create a security policy that will automatically add infected hosts to the infected hosts feed and block further communication
through the SRX Series device, you need to add a security intelligence policy to the permit portion of the security policy. A security
ntelligence policy is a policy that allows you to block or monitor traffic from malicious sources based on threat intelligence feeds
from Juniper ATP Cloud or other providers. One of the feeds that you can use is the Infected-Hosts feed, which contains IP
addresses of hosts that are infected with malware and commumicate with command-and-control servers.

You can create a profile and a rule for the Infected-Hosts feed and specify the threat level and the action to take for the infected
hosts. Then, you can link the security intelligence policy with the firewall policy and apply it to the traffic that you want to protect.
Reference: = Security Intelligence Overview, Configuring Security Intelligence Policy, Configure the Security Intelligence Policy on
the SRX Series Device

NEW QUESTION # 72
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You just -ﬁ‘r-li_she-d—-sétting up y01.1r. command-and-control (C&C) category with Juniper ATP Cloud. You notice that all of the feeds




have zero objects in them
Which statement is correct in this scenario?

A. Use the commit full command to start the download.

B. No action is required, the feeds take a few minutes to download.

C. The security intelligence policy must be configured; on a unified security policy
D. Set the maximum C&C entries within the Juniper ATP Cloud GUL

Answer: B

Explanation:

According to the Juniper Networks JNCIS-SEC Study Guide, when you set up your command-and- control (C&C) category with
Juniper ATP Cloud, all of the feeds will initially have zero objects in them

This is normal, as it can take a few minutes for the feeds to download. No action is required in this scenario and you will notice the
feeds start to populate with objects once the download is complete.

NEW QUESTION # 73
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