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Linux Foundation Certified Kubernetes Application Developer Exam CKAD
Prüfungsfragen mit Lösungen (Q56-Q61):
56. Frage 
You are running a critical application in your Kubernetes cluster, and it requires access to sensitive information stored in a secret To
ensure the application only accesses the specific data it needs and avoids potential misuse, you need to configure ServiceAccounts
With proper permissions to access the secret. Describe the steps involved in creating a ServiceAccount with the least privilege
principle to access the secret Additionally, mention the YAML configuration required for the ServiceAccount and Role.

Antwort:

Begründung:
See the solution below with Step by Step Explanation.
Explanation:
Solution (Step by Step) :
1. Create a Secret:
- Create a secret to store your sensitive data using 'kubectl create secret generic my-secret -from
- This command creates a secret named 'my-secret' with two key-value pairs: 'username' and 'password'
- Replace the values with your actual sensitive data.
2. Create a ServiceAccount
- Create a ServiceAccount using 'kubectl create serviceaccount my-service-account
- This command creates a ServiceAccount named 'my-service-account'
3. Create a Role:
- Create a Role to define the permissions for the ServiceAccount. This role will grant access to the secret.
- Create a Role named 'my-role' using the following YAML:

- Save this configuration in a file named 'my-role.yamr and apply it to your cluster using 'kubectl apply -f my-role-yamp - Replace
'default' With the namespace where your secret is created. 4. Bind the Role to the ServiceAccount: - Bind the created Role to the
ServiceAccount using 'kubectl create rolebinding my-role-binding -role-my-role account'. - This command creates a RoleBinding
named 'my-role-binding' which binds the 'my-role' to the 'my-service-account' in the 'default' namespace. - Replace 'default' With
the namespace where your secret is created. 5. Verify Permissions: - You can verify the ServiceAccount's access to the secret using
'kubectl auth can-i get secrets -as-my-service-account --namespace=default' - This command should return 'yes' if the
ServiceAccount has the necessary permissions. 6. Use the ServiceAccount in your Pod: - Use the ServiceAccount within your Pod's
specification to grant the application access to the secret. - Add a 'serviceAccountNames field Within your Pod specification
pointing to tne created ServiceAccount.
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Now your application running in the Pod will have access to the secret 'my-secret using the environment variables defined in the
'envFror-n' section. The ServiceAccount 'my-service-account is configured with the least privilege principle, ensuring that it can only
access the necessary data. ,

57. Frage 

Task:
1) Fix any API depreciation issues in the manifest file -/credible-mite/www.yaml so that this application can be deployed on cluster
K8s.

2) Deploy the application specified in the updated manifest file -/credible-mite/www.yaml in namespace cobra See the solution
below.

Antwort:

Begründung:
Explanation
Solution:

Text Description automatically generated



Text Description automatically generated

58. Frage 
You have a Kustomization file that applies a patch to the 'spec-template-spec-containers-image' field of a Deployment However,
you are now using a newer version of Kubernetes and have received warnings about the deprecated 'spec.template.spec' path. How
can you update the Kustomization file to use the recommended API path, ensuring the patch still applies correctly?

Antwort:

Begründung:
See the solution below with Step by Step Explanation.
Explanation:
Solution (Step by Step) :
1. Identify the Deprecated Path: The original Kustomization file likely has a patch like this:



Where 'patch.yamr contains:

2. IJpdate the Patch Path: Replace the deprecated path with the recommended one: Vspec/template/spec.containers/0/image' ->
/spec/template.container/0/images

3. Apply the IJpdated Kustomizatiom Re-apply the Kustomization file With the updated patch. 4. Verify the Patch: Verify that the
updated Deployment now uses the new image by checking the 'spec-template.spec.contajners.image' field. This example
demonstrates updating a Kustomization file to use the correct API path for a patch. It is important to regularly review Kustomization
files and apply any necessary updates to avoid issues with API deprecations and ensure compatibility with the latest Kubernetes
versions.,

59. Frage 
You have a Deployment that runs a critical service with 5 replicas. You need to update the service with a new image, but you want
to ensure that only one replica is unavailable at a time during the update process. You also want to control how long the update
process can take. How would you implement this using the 'rollinglJpdate' strategy?

Antwort:

Begründung:
See the solution below with Step by Step Explanation.
Explanation:
Solution (Step by Step) :
1. Update the Deployment YAMLI
- Set 'strategy.type' to 'RollingLJpdate'
- Configure 'strategy.rollingupdate.maxunavailable' to 'I' to limit the number of unavailable replicas during the update.
- Set 'strategy-rollinglJpdate.maxSurge' to to allow for a maximum of six replicas during the update process.

2. Control Update Duration (Optional): - Optionally, you can use 'strategy-rollingUpdate.partition' to control the number of pods
updated at a time. This allows you to slow down the update process by updating fewer pods at once- For example, setting 'partition'
to ' 2' would update only two pods at a time.



3. Create or IJpdate the Deployment: - Apply the updated YAML file using 'kubectl apply -f my-critical-service-deployment.yaml'
4. Trigger the Update: - Update the image of your application to a newer version. - You can trigger the update by pushing a new
image to your container registry. 5. Monitor the Update: - Use 'kubectl get pods -I app=my-critical-service to monitor the pod
updates during the rolling update process. - Observe the pods being updated one at a time, ensuring that there's always at least four
replicas available. 6. Check for Successful Update: - Once the update is complete, use 'kubectl describe deployment my-critical-
service' to verify that the 'updatedReplicaS field matches the 'replicas' field.,

60. Frage 
You are running a multi-tier application in Kubernetes. Your application consists of a frontend service (nginx) and a backend service
(app). The frontend service exposes a port to the outside world, while the backend service listens on a different port. The backend
service needs to access a database service running on a different node.
You need to create a network policy that allows the nginx service to access the app service, and the app service to access the
database service. Ensure tnat no otner traffic is allowed between pods in the cluster.

Antwort:

Begründung:
See the solution below with Step by Step Explanation.
Explanation:
Solution (Step by Step) :
1. Define Network Policy for Nginx Service:
- Create a NetworkPoliCY named 'nginx-policy' that allows traffic from pods labeled 'app=nginx' to pods labeled Sapp-apps
- Use 'ingress' rules to define incoming traffic to the nginx service-
- Specify the for the nginx service.
- Allow all ports.

2. Define Network Policy for App Service: - Create a NetworkP01iCY named 'app-policy' that allows traffic from pods labeled
'app=app' to pods labeled 'app=database' - Use 'ingress' rules to define incoming traffic to the app service. - Specify the
'podSeIector' for the app service. - Allow traffic on the port that the database service listens on.



3. Create the NetworkPolicy Objects - Apply the NetworkP01iCies using the 'kubectl apply' command: bash kubectl apply -f
nginx-policy.yaml kubectl apply -f app-policy.yaml 4. Apply Default Network Policy: - Create a NetworkPoliCY named 'default-
policy' that blocks all traffic by default. - This ensures that only traffic allowed by the specific policies is permitted.

5. Apply Default Network Policy: - Apply the NetworkPoliCY using the 'kubectl apply' command: bash kubectl apply -f default-
policy_yaml This configuration ensures that: - Nginx Service: Can access the 'app' service on port 80, and no other traffic is allowed
in or out. - App Service: Can access the 'database' service on port 5432, and no other traffic is allowed in or out - All Other Pods:
All other pods in the cluster are blocked from communicating with each other by the default network policy.,

61. Frage
......

Viele Leute meinen, man braucht viel fachliche IT-Kenntnisse, um die schwierigen Linux Foundation CKAD IT-
Zertifizierungsprüfung zu bestehen. Nur diejenigen, die umfassende IT-Kenntnisse besitzen, sind qualifiziert dazu, sich an der Linux
Foundation CKAD Prüfung zu beteiligen. Jetzt gibt es viele Methoden, die Ihre unausreichenden Fachkenntnisse wettmachen. Sie
können sogar mit weniger Zeit und Energie als die fachlich gutqualifizierten die Linux Foundation CKAD Prüfung auch bestehen. Wie
es heißt, viele Wege führen nach Rom.
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