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61. Frage

Your organization is preparing to launch a new product that involves processing sensitive customer data. While the product
development team is focused on speed to market, you have identified significant data protection risks that need to be addressed in
the cybersecurity strategy. How would you align the security strategy with the business objective of launching the product quickly?
Response:

e A Ignore the security concerns to meet the launch deadline

¢ B. Delay the product launch until all security concerns are addressed

e C. Work with the product team to implement essential security measures that protect sensitive data, prioritize critical controls
for the launch, and plan for additional security enhancements post-launch

¢ D. Eliminate all data protection measures to speed up the product launch

Antwort: C

62. Frage

Your organization has expanded into new geographic regions, and your cybersecurity team has identified new regulatory and
compliance requirenments that must be addressed. However, business leaders are primarily focused on growth and profitability. How
would you align the cybersecurity strategy with the organization's expansion while ensuring compliance with these new requirements?
Response:

¢ A Postpone cybersecurity efforts until after expansion is complete

¢ B. Work with business leaders to demonstrate how compliance with regulatory requirements can support sustainable growth
and develop a cybersecurity strategy that addresses both compliance and business goals

¢ C. Focus only on existing markets and ignore new geographic regions

e D. Ignore the compliance requirements to prioritize business growth

Antwort: B

63. Frage
What is the main goal of a threat mtelligence program?
Response:

A. To perform routine maintenance on security systems

B. To collect and analyze information about emerging threats and threat actors to improve an organization's security posture
C. To create more security policies

D. To delay the implementation of new security controls

Antwort: B

64. Frage
What is the best method to provide constructive feedback to a cybersecurity team member after a project failure?
Response:

A. Discuss their mistakes during a team meeting to provide a learning opportunity for others

B. Highlight only the mistakes made during the project

C. Send an email summarizing their mistakes and ask themto do better next time

D. Schedule a private meeting, focus on areas for improvement, and offer actionable suggestions

Antwort: D

65. Frage
‘When developing an incident response policy, which of the following elements should be prioritized?
Response:

¢ A. Avoiding documentation to keep the policy flexible
¢ B. Assigning blane for incidents



¢ C. Defining roles and responsibilities for incident response
¢ D. Relying on third-party vendors for incident handling

Antwort: C
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