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EC-COUNCIL EC-Council Certified CISO (CCISO) Sample Questions
(Q236-Q241):

NEW QUESTION # 236
Which business stakeholder is accountable for the integrity of a new information system?

A. CISO

B. Project manager

C. Board of directors
D. Compliance Officer

Answer: A
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NEW QUESTION # 237
Providing oversight of a comprehensive information security program for the entire organization is the primary responsibility of which
group under the InfoSec governance framework?

A. Office of the General Counsel
B. All employees and users

C. Senior Executives

D. Office of the Auditor

Answer: C

NEW QUESTION # 238
Which of the following best describes revenue?

A. Non-operating financial liabilities minus expenses

B. The sum value of all assets and cash flow into the business
C. The economic benefit derived by operating a business

D. The true profit-making potential of an organization

Answer: C

Explanation:

Revenue refers to the total income generated by the sale of goods or services related to a company's primary operations. It
represents the "top line" or gross income figure from which costs are subtracted to determine net income. Unlike options A, B, and
C, which incorrectly relate to financial liabilities, profit-making potential, or asset valuation, revenue is specifically about the economic
benefits derived during business operations as per established accounting principles.

Reference: httpsy//www.investopedia.com/terms/r/revenue.asp

NEW QUESTION # 239
At which point should the identity access management team be notified of the termination of an employee?

A. During the monthly review cycle

B. Immediately so the employee account(s) can be disabled
C. At the end of the day once the employee is off site

D. Before an audit

Answer: B

Explanation:

Importance of Immediate Notification:

* Promptly notifying the identity access management team ensures that accounts are disabled to prevent unauthorized access after
termination.

Best Practices for Access Management:

* Delayed action can result in security vulnerabilities, including misuse of active credentials.

Supporting Reference:

* CCISO materials stress the importance of timely account management to mitigate insider threats and maintain security integrity.

NEW QUESTION # 240
The ability to hold intruders accountable in a court of law is important. Which of the following activities are needed to ensure the
highest possibility for successful prosecution?

A. Be able to retaliate under the framework of Active Defense
B. Collaboration with law enforcement

C. Establishing Enterprise-owned Botnets for preemptive attacks
D. Well established and defined digital forensics process



Answer: D

Explanation:

Importance of Digital Forensics:

A well-documented forensics process ensures evidence is collected, preserved, and analyzed in a manner admissible in court.
Key Forensic Activities:

* Maintain chain of custody for evidence.

* Ensure proper documentation and storage of digital artifacts.

* Use industry-standard tools for analysis.

Why Not Other Options:

* B. Establishing Enterprise-owned Botnets: Illegal and unethical.

* C. Retaliation under Active Defense: Often violates laws and escalates conflicts.

* D. Collaboration with law enforcement: Important but secondary to having solid forensic processes.

EC-Council CISO Alignment:

A robust forensics process aligns with legal standards and ensures the organization is prepared for successful prosecution of
attackers.

NEW QUESTION # 241
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