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Cisco Understanding Cisco Cybersecurity Operations Fundamentals Sample
Questions (Q296-Q301):

NEW QUESTION # 296
‘Which HTTP header field is used in forensics to identify the type of browser used?

A. referrer

B. accept-language
C. host

D. user-agent

Answer: D

Explanation:

The user-agent HTTP header field is used in forensics to identify the type of browser used. It contains a characteristic string that
allows network protocol peers to identify the operating system and browser of the web-server. This information is crucial in forensic
analysis as it can provide insights into the client's environment1.

References = The importance of the user-agent string in identifying the browser type is discussed i various technical resources,
including the Wikipedia page on HTTP header fields2 and articles on GeeksforGeeks1.

NEW QUESTION # 297
Drag and drop the technology on the left onto the data type the technology provides on the right.
tcpdump session data
web content filtering ful packet capture
traditional stateful firewallh transaction data
NetFlow connection event

Answer:

Explanation:
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NEW QUESTION # 298

traditional stateful firewall

An intruder attenpted malicious activity and exchanged emails with a user and received corporate information, including email
distribution lists. The intruder asked the user to engage with a link in an email. When the fink launched, it infected machines and the

intruder was able to access the corporate network.
Which testing method did the intruder use?

e A tailgating
¢ B. eavesdropping

¢ C. piggybacking
¢ D. social engineering

Answer: D

Explanation:
Section: Security Monitoring

NEW QUESTION # 299
What is sliding window anomaly detection?

A. Apply lowest privilege/permission level to software
B. Identify uncommon patterns that do not fit usual behavior.
C. Detect changes in operations and management processes.

Answer: B

NEW QUESTION # 300
Refer to the exhibit.

D. Define response times for requests for owned applications.



No. Time Source Destination Protocol Length Info

20 0.022702 10.0.2.15 192.124.249.9 TCP

56 50588-443 [ACK] Seg=1 Ack=

192. 124_249 9 TCP"

22 0.022996 10.0.2.15 56 50586-443 (ACK] Seq=1 Ack=
24 0.023373 10.0.2.15  192.124.249.9 TLSv1.2 261 Client Hello

25 0.023445 192.124.249.9 10.0.2.15 Tcp 62 443-50588 [ACK] Seq=1 Ack=
26 0.023617 192.124.249.9 10.0.2.15 TCP 0586 [ACK] Seq=1 Ack=
27 0.037413 192.124.249.9 10.0.2.15 TLSV1.2 2 Hello

> Frame 23: 261 bytes on wire (2088 bits), 261 bytes
> Linux cooked capture

> Internet Protocol Version 4, Src: 10.0.2.15 (10.0.2. Dst: 192.124.249.9 (192.124.249.9)
» Transmission Control Protocol, Src Port: 5050’5@), Dst Port: 443 (443), Seq: 1, Ack:1,
>

0000 00 04 00 01 00 06 08 00, 27 303 00, 0008 00 adssives SE<sanas

088 bits)

Secure Sockets Layer

0010 45 00 00 £f5 eb 3e 40 O 89 2f 0a 00 02 Of E....>08. @../...
0020 c0 7c £9 09 c5 9c 01 7f£ £7 00 b3 b0 02 .].iveeee Mavuaans

0030 50 18 72 10 c6 Tc 0 03 01 00 c8 01 00 00 P.r..|@: «c:ocess

0040 ¢4 03 03 dl 08 2c 90 04 ee 51 16 f1 82 EL 1 8

0050 16 43 ec d4 8 G a 7Tb 80 a6 dl 72 d5 11 87 ' ' t l .
0060 10 57 cc 00 1 2b c0 2f cc a9 cc a8 c0 2c ......

0070 «¢0 30 ¢0 Oa ¢ 9 ¢c0 13 <0 14 00 33 00 39 00 2f .0... i e

0080 00 35 00 Oa 01 00 00 7d 00 00 00 16 00 14 00 00 . i
0090 11 77 77 77 2e 6¢c €69 6e 75 78 6d €9 6e 74 Ze 63

00a0 6&f 6d 00 17 00 00 ££ 01 00 01 00 00 0Oa 00 08 00 om...... .S5....
00b0 06 00 17 00 18 00 19 00 Ob 00 02 01 00 00 23 00 ........ #
00cO 00 33 74 00 00 00 10 00 17 00 15 02 68 32 08 73 .3t..... ....h2.s
00d0 70 64 79 2f 33 2e 31 08 68 74 74 70 2f 31 2e 31 pdy/3.2. http/l.1
00e0 00 05 00 05 01 00 00 00 00 00 Od 00 18 00 18 04 ....vcve waraanns
00£f0 01 05 01 06 01 02 01 04 03 05 03 06 03 02 03 05 .evuvves sasnanas
0100 02 04 02 0202 sases

Drag and drop the element name from the left onto the correct piece of the PCAP file on the right.

source address J l I l 0 lOIZ'l

e CIS Cég

source port
destination port 192 124.249.9
Network Transmission Control Protocol
Transport Protocol Internet Protocol v4
Application Protocol Transport Layer Security v1.2

Answer:
Explanation:



ﬁ source;didres; source address

destination address source port
_501;;6: ;ort | destination port

destination port i destination address
Network Prclt-ocol 3 Transport Protocol
Transport Prc;ocol Network Protocol

Application Protogol Application Protocol
NEW QUESTION # 301
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Luckily enough, as a professional company in the field 0of 200-201 practice questions ,our products will revolutionize the issue. The
200-201 Study Materials that our professionals are compiling which contain the most accurate questions and answers will effectively
solve the problems you may encounter in preparing for the 200-201 exam
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