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Cisco Implementing Cisco Enterprise Wireless Networks Sample Questions
(Q35-Q40):

NEW QUESTION # 35

A network is set up to support wired and wireless clients. Both types must authenticate using

802.1X before connecting to the network. Different types of client authentication must be separated on a Cisco ISE deployment.
Which two configuration itens achieve this task? (Choose two.)
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A. policy sets

B. separate networks
C. device profiles

D. policy groups

E. policy results

Answer: ALE

Explanation:
The overall policy for wired and wireless will be different, as will the authorization result within each policy.

NEW QUESTION # 36
All APs are receiving multicast traffic, instead of only the APs that need it. What is the cause of this problem?

A. The muilticast group includes all APs

B. The muilticast group is assigned the wrong VLAN
C. The wrong multicast address was used

D. Multicast IGMP snooping is not enabled

Answer: D

NEW QUESTION # 37
A network engineer observes a spike in controller CPU overhead and overall network utilization after multicast is enabled on a
controller with 500 APs. Which feature connects the issue?

A. multicast AP multicast mode
B. unicast AP nuilticast mode
C. broadcast forwarding

D. controller IGMP snooping

Answer: B

NEW QUESTION # 38

A corporation is spread across different countries and uses MPLS to connect the offices. The senior management wants to utilize the
wireless network for all the employees. To ensure strong connectivity and minimize delays, an engineer needs to control the amount
of traffic that is traversing between the APs and the central WLC.

‘Which configuration should be used to accomplish this goal?

A. FlexConnect mode with OfficeExtend enabled

B. FlexConnect mode with local authentication

C. FlexConnect mode with central authentication

D. FlexConned mode with central switching enabled

Ansver: B
Explanation:
https//www.cisco.convc/en/us/td/docs/wireless/controller/72/configuration/guide/cg/cg flex connect. htmi#wp 1241304
-
Local authentication is useful where you cannot maintain a remote oMcassp of a minimum bandwidth of 128 kbps with the round-trip
latency no greater than 100 ms and the maximum transmission unit (MIL) no smaller than 500 bytes, In local authentication, the authentication
capabilities are present in the access point itsell. Local authenticatign geduces the latency requirements of the branch office

N/

NEW QUESTION # 39
Refer to the exhibit.



(Cisco WLC) =show dhcp proxy

DHCP ProxyBehaviour: enabled

interfaceVIAhG3
ip-address 10.10.63.252/22
description Dot1x_BYOD

no shutdown
l

A network administrator deploys the DHCP profiler service in two ISE servers: 10.3.10.101 and 10.3.10.102. All BYOD devices
connecting to WLAN on VLANG63 have been incorrectly profiled and are assigned as unknown profiled endpoints. Which action
efficiently rectifies the issue according to Cisco recommendations?

¢ A Disable DHCP proxy on the Cisco WLC.

¢ B. Nothing needed to be added on the Cisco WLC or VLAN nterface. The ISE configuration must be fixed.

¢ C. Keep DHCP proxy enabled on the Cisco WLC and define helper-address under the VLAN mterface to point to the two
ISE servers.

¢ D. Disable DHCP proxy on the Cisco WLC and run the ip helper-address command under the VLAN interface to point to
DHCP and the two ISE servers.

Answer: D

NEW QUESTION # 40
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