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Questions (Q250-Q255):

NEW QUESTION # 250
‘Which two responses from the RADIUS server to NAS are valid during the authentication process? (Choose two)

A. access-reserved
B. access-accept
C. access-challenge
D. access-response
E. access-request

Answer: B,C

NEW QUESTION # 251

An admmnistrator is adding network devices for a new medical building into Cisco ISE. These devices must be in a network device
group that is identifying them as "Medical Switch" so that the policies can be made separately for the endpoints connecting through
them. Which configuration item must be changed in the network device within Cisco ISE to accomplish this goal?

A. Change the device profile to Medical Switch.
B. Change the model name to Medical Switch.
C. Change the device location to Medical Switch.
D. Change the device type to Medical Switch.

Answer: D

NEW QUESTION # 252

A client connects to a network and the authenticator device learns the MAC address

04:49:23:86:34:AB of this client. After the MAC address is learned, the 802.1 x authentication process begins on this port. Which
ISE deployment mode restricts all traffic initially, applies a rule for access control if 802. 1x authentication is successful, and can be
configured to grant only limited access if 802.1 x authentication is unsuccessful?

A. monitor mode

B. closed mode

C. low-impact mode
D. open mode

Answer: B

NEW QUESTION # 253
Refer to the exhibit.

Switch(config)#aaa new-model |
Switch(config)# aaa authentication dotixdefault group radius
Switch(config)# aaa authorization network default group radius

A network engineers configuring the switch to accept downloadable ACLs froma Cisco ISC server Which two commands should
be run to complete the configuration? (Choose two)

A. dotlx system-auth-control

B. radius server vsa sand authentication

C. radius-server attribute 8 include-in-access-req
D. aaa authorization auth-proxy default group radius
E. ip device tracking

Answer: B,E



NEW QUESTION # 254
An engineer is configuring a guest password policy and needs to ensure that the password complexity requirenments are set to

mitigate brute force attacks. Which two requirement complete this policy? (Choose two)

A. username expiration date
B. minimum password length
C. password expiration period
D. access code control

E. active username limit

Answer: B,C

NEW QUESTION # 255
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