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NEW QUESTION # 493
How is data sent out to the attacker during a DNS tunneling attack?
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A. as part of the DNS response packet
B. as part of the UDP'53 packet payload
C. as part of the domain name

D. as part of the TCP/53 packet header

Answer: C

NEW QUESTION # 494
Drag and drop the VPN functions from the left onto the description on the right.

Answer:

Explanation:

NEW QUESTION # 495
Refer to the exhibit.



The DHCP snooping database resides on router R1, and dynamic ARP inspection is configured only on switch SW2. Which ports
nmust be configured as untrusted so that dynamic ARP inspection operates normally?

A. P5, P6, and P7 only

B. P2, P3, and P6 only

C. P1, P2, P3, and P4 only
D. P2 and P3 only

Answer: B

NEW QUESTION # 496

A Cisco FTD engineer is creating a new IKEv2 policy called s2s00123456789 for their organization to allow for additional
protocols to terminate network devices with. They currently only have one policy established and need the new policy to be a
backup in case some devices cannot support the stronger algorithms listed in the primary policy. What should be done in order to
support this?

A. Change the encryption to AES* to support all AES algorithis in the primary policy

B. Make the priority for the primary policy 10 and the new policy 1

C. Change the integrity algorithms to SHA* to support all SHA algorithis in the primary policy
D. Make the priority for the new policy 5 and the primary policy 1

Answer: D

Explanation:

AN IKE policies on the device are sent to the remote peer regardless of what is in the selected policy section. The first IKE Policy
matched by the remote peer will be selected for the VPN connection. Choose which policy is sent first using the priority field.
Priority 1 will be sent first. Reference: https://www.cisco.comv/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-
protocols/215470- site-to-site-vpn-configuration-on-fid-ma.html The first IKE Policy matched by the remote peer will be selected
for the VPN comnection. Choose which policy is sent first using the priority field. Priority 1 will be sent first.

AN IKE policies on the device are sent to the remote peer regardless of what is in the selected policy section. The first IKE Policy
matched by the remote peer will be selected for the VPN connection. Choose which policy is sent first using the priority field.
Priority 1 will be sent first. Reference: https://www.cisco.comv/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-
protocols/215470- site-to-site-vpn-configuration-on-fid-ma. html

NEW QUESTION # 497



‘Which group within Cisco writes and publishes a weekly newsletter to help cybersecurity professionals remain aware of the ongoing
and most prevalent threats?

A. DEVNET
B. PSIRT

C. Talos

D. CSIRT

Answer: C

Explanation:
Explanation
https/talosintelligence.cony

NEW QUESTION # 498
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