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VMware NSX 4.x Advanced Design Sample Questions (Q145-Q150):

NEW QUESTION # 145
NSX single-tier routing architecture is best suited for which scenario?

A. Networks needing advanced firewalling between segments

B. Large-scale deployments with complex routing requirements

C. Smaller environments or applications with simple routing needs

D. Situations requiring extensive physical to virtual network integration

Answer: C

NEW QUESTION # 146
What is the fimction of the control plane in NSX?
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A. Tt configures the data plane within the NSX environment.
B. It handles access control within the NSX environment.

C. It forwards traffic in the NSX environment.

D. It provides the NSX APIs for automation and integration.

Answer: A

Explanation:

1. NSX Control Plane Responsibilities

* The control plane is responsible for programming and distributing network configurations to the data plane.
* It ensures that forwarding decisions are precomputed and pushed to transport nodes (ESXVK'VM hosts).
* It does not forward trafic itself but instructs the data plane on how to do so.

2. Why "Configures the Data Plane" is the Correct Answer (B)

* NSX Control Plane manages configuration and route distribution.

* Uses Central Control Plane (CCP) to compute forwarding decisions.

* Uses Local Control Plane (LCP) to communicate with Transport Nodes.

3. Why Other Options are Incorrect

* (A - Provides APIs):

* NSX APIs belong to the management plane, not the control plane.

* (C - Handles Access Control):

* Security policies are enforced i the data plane, not the control plane.

* (D - Forwards Traffic):

* The data plane is responsible for forwarding packets, not the control plane.

4. NSX Control Plane Design Considerations

* Ensure NSX Managers (which include the control plane) are deployed in a 3-node cluster for high availability.
* BGP and OSPF routes should be dynamically distributed to transport nodes via the control plane.

* Monitor NSX Manager performance to ensure routing convergence times are optimal.

VMware NSX 4.x Reference:

* NSX-T Control Plane Architecture and Best Practices

* NSX-T Routing and Forwarding Table Optimization

NEW QUESTION # 147
EVPN design considerations in NSX primarily mvolve:

A. Designing custom network protocols

B. Ensuring scalability and flexibility in VXLAN networks
C. Avoiding the use of virtual machines

D. Selecting the right cable colors for network hardware

Answer: B

NEW QUESTION # 148
Why are L2 bridging services used in NSX Edge designs?

A. To ensure that all traffic passes through a single choke point for monitoring
B. To replace the need for physical routers entirely

C. To connect virtual and physical workloads without changing the IP scheme
D. To simplify firewall rules by bypassing them

Answer: C

NEW QUESTION # 149
What does gateway high availability in NSX focus on?

e A Ensuring continuous traffic flow during failures
¢ B. Enhancing the physical security of network devices
e C. Siplifying network management tasks



¢ D. Reducing the cost of network infrastructure

Answer: A

NEW QUESTION # 150
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