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CompTIA CAS-005 Exam Syllabus Topics:

Topic Details

Topic 1

Security Engineering: This section measures the skills of CompTIA security architects that involve
troubleshooting common issues related to identity and access management (IAM) components within an
enterprise environment. Candidates will analyze requirements to enhance endpoint and server security while
implementing hardware security technologies. This domain also emphasizes the importance of advanced
cryptographic concepts in securing systems.
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Topic 2

Security Operations: This domain is designed for CompTIA security architects and covers analyzing data
to support monitoring and response activities, as well as assessing vulnerabilities and recommending
solutions to reduce attack surfaces. Candidates will apply threat-hunting techniques and utilize threat
intelligence concepts to enhance operational security.

Topic 3

Governance, Risk, and Compliance: This section of the exam measures the skills of CompTIA security
architects that cover the implementation of governance components based on organizational security
requirements, including developing policies, procedures, and standards. Candidates will learn about
managing security programs, including awareness training on phishing and social engineering.

Topic 4
Security Architecture: This domain focuses on analyzing requirements to design resilient systems, including
the configuration of firewalls and intrusion detection systems.

CompTIA SecurityX Certification Exam Sample Questions (Q113-Q118):
NEW QUESTION # 113 
A security engineer wants to reduce the attack surface of a public-facing containerized application Which of the following will best
reduce the application's privilege escalation attack surface?

A. Running the container in an isolated network and placing a load balancer in a public-facing network. Adding the following
ACL to the load balancer:PZRKZI HTTES from 0-0.0.0.0/0 pert 443
B. Implementing the following commands in the Dockerfile:RUN echo user:x:1000:1000iuser:/home/user:/dew/null >
/ete/passwd
C. Installing an EDR on the container's host with reporting configured to log to a centralized SIFM and Implementing the
followingalerting rules TF PBOCESS_USEB=rooC ALERT_TYPE=critical
D. Designing a muiticontainer solution, with one set of containers that runs the mam application, and another set oi containers
that perform automatic remediation by replacing compromised containers or disabling compromised accounts

Answer: B

Explanation:
Implementing the given commands in the Dockerfile ensures that the container runs with non-root user privileges. Running
applications as a non-root user reduces the risk of privilege escalation attacks because even if anattacker compromises the
application, they would have limited privileges and would not be able to perform actions that require root access.
A . Implementing the following commands in the Dockerfile: This directly addresses the privilege escalation attack surface by
ensuring the application does not run with elevated privileges.
B . Installing an EDR on the container's host: While useful for detecting threats, this does not reduce the privilege escalation attack
surface within the containerized application.
C .Designing a multi-container solution: While beneficial for modularity and remediation, it does not specifically address privilege
escalation.
D . Running the container in an isolated network: This improves network security but does not directly reduce the privilege escalation
attack surface.
Reference:
CompTIA Security+ Study Guide
Docker documentation on security best practices
NIST SP 800-190, "Application Container Security Guide"

NEW QUESTION # 114 
A security analyst received a report that an internal web page is down after a company-wide update to the web browser Given the
following error message:

Which of the following is the best way to fix this issue?

A. Rewriting any legacy web functions
B. Disabling all deprecated ciphers



C. Discontinuing the use of self-signed certificates
D. Blocking all non-essential pons

Answer: C

Explanation:
The error message "NET::ERR_CERT_WEAK_SIGNATURE_ALGORITHM" indicates that the web browser is rejecting the
certificate because it uses a weak signature algorithm. This commonly happens with self-signed certificates, which often use outdated
or insecure algorithms.
Why Discontinue Self-Signed Certificates?
Security Compliance: Modern browsers enforce strict security standards and may reject certificates that do not comply with these
standards.
Trusted Certificates: Using certificates from a trusted Certificate Authority (CA) ensures compliance with security standards and is
less likely to be flagged as insecure.
Weak Signature Algorithm: Self-signed certificates might use weak algorithms like MD5 or SHA-1, which are considered insecure.
Other options do not address the specific cause of the certificate error:
A: Rewriting legacy web functions: Does not address the certificate issue.
B: Disabling deprecated ciphers: Useful for improving security but not related to the certificate error.
C: Blocking non-essential ports: This is unrelated to the issue of certificate validation.

NEW QUESTION # 115 
An organization would like to increase the effectiveness of its incident response process across its multiplatform environment. A
security engineer needs to implement the improvements using the organization's existing incident response tools. Which of the
following should the security engineer use?

A. Centralized logging
B. Playbooks
C. Event collectors
D. Endpoint detection

Answer: B

Explanation:
The correct answer is Playbooks (A). In incident response, playbooks are structured workflows that define step-by-step actions for
specific incident types (e.g., ransomware, phishing, insider threats). They allow SOC analysts to standardize responses across
multiple platforms and tools, ensuring consistency and faster mitigation. By leveraging playbooks, organizations integrate existing
incident response tools into automated or semi-automated processes, improving efficiency and reducing human error.
Option B (event collectors) consolidate logs but do not directly improve response processes. Option C (centralized logging)
enhances visibility but does not provide a framework for action. Option D (endpoint detection) expands detection capabilities but
does not enhance the process effectiveness of incident response.

NEW QUESTION # 116 
A company must build and deploy security standards for all servers in its on-premises and cloud environments based on hardening
guidelines. Which of the following solutions most likely meets the requirements?

A. Develop a security baseline to integrate with the vulnerability scanning platform to alert about any server not aligned with
the new security standards.
B. Create baseline images for each OS in use, following security standards, and integrate the images into the patching and
deployment solution.
C. Run a script during server deployment to remove all the unnecessary applications as part of provisioning.
D. Build all new images from scratch, installing only needed applications and modules in accordance with the new security
standards.

Answer: B

Explanation:
Creatingsecure baseline imagesensuresconsistent, repeatabledeployment aligned withhardening standards.
These images can be used acrosson-premises and cloud environments, ensuring compliance and reducing misconfigurations.
* Vulnerability alerts (A)are reactive, not preventive.



* Building images from scratch (C)is time-consuming and unnecessary if baselines exist.
* Scripts for cleanup (D)are useful but do not prevent initial insecure configurations.

NEW QUESTION # 117 
During a review of the email security solution, a security analyst collects the following information:

Which of the following is the best way to improve the email security solution on the email gateway?

A. Implementing a HIDS
B. Deploying sandboxing
C. Configuring signature-based detection
D. Enabling allow lists

Answer: B

NEW QUESTION # 118
......
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