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ISACA Certified Information Security Manager Sample Questions (Q432-
Q437):

NEW QUESTION # 432
Which of the following BEST demonstrates return on investment (ROI) for an information security initiative?

A. Risk heat map

B. Business impact analysis (BIA)

C. Business case

D. Information security program roadmap

Answer: B

NEW QUESTION # 433
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An information security manager has been asked to determine whether an information security mitiative has reduced risk to an
acceptable level. Which of the following activities would provide the BEST information for the information security manager to draw
a conclusion?

A. Reviewing the risk register

B. Performing a risk assessment

C. Conducting a business impact analysis (BIA)

D. Initiating a cost-benefit analysis of the implemented controls

Answer: C

NEW QUESTION # 434
‘What should be an information security manager's GREATEST concern when an HR department outsources data processing to a
cloud service provider?

A. Data loss protection insurance
B. The scope of'the data

C. Security posture of the provider
D. Required provider service levels

Answer: C

NEW QUESTION # 435
Which of'the following service offerings in a typical Infrastructure as a Service (laaS) model will BEST enable a cloud service
provider to assist customers when recovering froma security incident?

A. Availability of web application firewall logs.

B. Availability of current infrastructure documentation
C. Capability to take a snapshot of virtual machines
D. Capability of online virtual machine analysis

Answer: C

Explanation:

A snapshot is a point-in-time copy of the state of a virtual machine (VM) that can be used to restore the VM to a previous state in
case of a security incident or a disaster. A snapshot can capture the VM's disk, memory, and device configuration, allowing for a
quick and easy recovery of the VM's data and functionality. Snapshots can also be used to create backups, clones, or replicas of
VM for testing, analysis, or migration purposes. Snapshots are a common service offering in Infrastructure as a Service (IaaS)
models, where customers can provision and manage VMs on demand froma cloud service provider (CSP). A CSP that offers the
capability to take snapshots of VM can assist customers when recovering from a security incident by providing them with the
following benefits 12:

Faster recovery time: Snapshots can reduce the downtime and data loss caused by a security incident by allowing customers to
quickly revert their VM to a known good state. Snapshots can also help customers avoid the need to reinstall or reconfigure their
VM after an incident, saving time and resources.

Easier incident analysis: Snapshots can enable customers to perform online or offline analysis of their VM after an incident, without
affecting the production environment. Customers can use snapshots to examine the VM's disk, memory, and logs for evidence of
compromise, root cause analysis, or forensic nvestigation. Customers can also use snapshots to test and validate their incident
response plans or remediation actions before applying themto the production VM.

Enhanced security posture: Snapshots can improve the security posture of customers by enabling them to implement best practices
such as backup and restore, disaster recovery, and business continuity. Snapshots can help customers protect their VMs from
accidental or malicious deletion, corruption, or modification, as well as from environmental or technical disruptions. Snapshots can
also help customers comply with regulatory or contractual requirements for data retention, availability, or integrity. Reference = What
is Disaster Recovery as a Service? | CSA - Cloud Security Alliance, What Is Cloud Incident Response (IR)? CrowdStrike

NEW QUESTION # 436
The PRIMARY reason for using metrics as part of an information security program is to help management:

e A develop an information security baseline.



¢ B. determine whether objectives are being met.
e C. visualize security trends.
e D. track financial impact of the program.

Answer: B

NEW QUESTION # 437
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