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Set configuration context:

dentignode-14 A0 Kubect]

use-coptettk “k8s

LINUX

As a Kubernetes application developer you will often find yourself needing to update a running application.
Task

Please complete the following:

* Update the app deployment in the kdpd00202 namespace with a maxSurge of 5% and a maxUnavailable of
2%

* Perform a rolling update of the web1 deployment, changing the Ifcencfngnx image version to 1.13

* Roll back the app deployment to the previous version

Answer:

Explanation:

See the solution below.
Explanation

Solution:
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NEW QUESTION # 31
Refer to Exhibit.



Set configuration context:

| studentiinode- 1S | kubectl célﬁpﬁ.\g);wor
use-context nk8s

Set Configuration Context:

[student@node-1] $ | kubectl

Config use-context k8s

Task

You have rolled out a new pod to your infrastructure and now you need to allow it to communicate with the web and storage pods
but nothing else. Given the running pod kdsn00201 -newpod edit it to use a network policy that will allow it to send and receive
traffic only to and from the web and storage pods.

oY

All work on this item sh‘ _ e
P
conducted in the kdsn00201
THE
namespace. « JLINUX
3 OUNDATION

All required NetworkPoficy résources 0
are already created and ready for use as
appropriate. You should not create, modify

or delete any network policies whilst
completing this item.

Answer:

Explanation:

To allow a pod to send and receive traffic only to and from specific pods, you can use network policies in Kubernetes.
First, you will need to create a network policy that defines the allowed traffic. You can create a network policy yaml file with the
following rules:

apiVersion: networking k8s.io/v1

kind: NetworkPolicy

metadata:

name: newpod-network-policy

namespace: default

spec:

podSelector:

matchLabels:

app: kdsn00201-newpod

ingress:

- from:



- podSelector:
matchLabels:
app: web

- podSelector:
matchLabels:

app: storage

This policy will only allow incoming traffic to the pod with the label app=kdsn00201-newpod from pods with the label app=web or
app=storage. If you have different labels on your web and storage pods please update the matchLabels accordingly.

Once you have created the network policy, you can apply it to the cluster by running the following command:

kubectl apply -f<network-policy-file>. yaml

This will apply the network policy to the cluster, and the newpod will only be able to send and receive traffic to and from the web
and storage pods.

Please note that, NetworkPolicy resource is not available by default, you need to enable the NetworkPolicy feature on your
Kubernetes cluster. This feature is enabled by default on some clusters and must be explicitly enabled on others. You can check if
NetworkPolicy is available by running the command kubectl api-versions | grep networking Also, you need to ensure that the pods
that you want to allow traffic to and from are running on the same namespace.

NEW QUESTION # 32

You are running a web application in a Kubernetes cluster. You have a deployment named 'web- app' with two replicas. You need
to implement a Network Policy that allows only traffic from pods with the label app: database' to access the 'web-app' deployment
on port 8080. You also need to block all other traffic to the 'web-app' deployment.

Answer:

Explanation:
See the solution below with Step by Step Explanation.
Explanation:
Solution (Step by Step) :
1. Create the Network Policy:
- Create a YAML file named 'web-app-network-policy.yamr with the following content:
apiVersion: networking.k8s.io/v1l
kind: NetworkPolicy
metadata:
name: web-app-network-policy
namespace: default # Replace with your namespace
spec:
podSelector:
matchLabels:
app: web-app
ingress:
- from:
- podSelector:
matchlLabels:
app: database
ports:
- protocel i TFCP
port; 8680

=
JLINUX
- “ipBlock: '
cidr: 0.0.0.0/0
ports:
- protocol: TCP
port: 8080




2. Apply the Network Policy: - Apply the Network Policy to your cluster: bash kubectl apply -f web-app-network-policy.yaml 3.
Verify the Network Policy: - Verify that the Network Policy has been applied correctly by listing the Network Policies in your
namespace: bash kubectl get networkpolicies -n default # Replace with your namespace You should see the 'web-app-network-
policy' listed. 4. Test the Network Policy: - Froma pod with the label 'app: database' , try to access the 'web-app' deployment on
port 8080. This should be successful. - From any other pod, try to access the 'web-app' deployment on port 8080. This should be
blocked. - The 'podSelector’ in the Network Policy specifies that it applies to pods with the label 'app: web-app'. - The "ingress'
section defines the allowed incoming traffic. In this case, it allows traffic from pods with the label 'app: database' on port 8080. - The
'egress' section defines the allowed outgoing traffic. In this case, it allows all outgoing traffic except on port 8080. This ensures that
only pods with the 'app: database' label can access the 'web-ap$ deployment on port 8080. Note: - You may need to update the
'namespace’ in the Network Policy YAML file to match the namespace where your 'web-app' deployment is running. - Make sure
that pods with the label 'app: database' are allowed to access the 'web-app' deployment by other means, such as Service or Ingress,
ifneeded.,

NEW QUESTION # 33
You are working on a Kubernetes application that requires ephemeral storage. The application data needs to be stored within the
pod's container and should be deleted when the pod is deleted. How can you achieve this using ephemeral storage in Kubernetes?

Answer:

Explanation:

See the solution below with Step by Step Explanation.
Explanation:

Solution (Step by Step) :

1. Create a Deployment with an EmptyDir Volume:

- Define an 'EmptyDirs volume in tne Deployment YAML.
- Specify the volume mount path Within the container.

- Exanple:

apiVersion: apps/vi

kind: Deployment 1 LINU

metadata:
name: my-app
spec:
replicas: 1
selector:
matchLabels:
app: my-app
template:
metadata:
labels:

app: .my-app
spec:
containers:

= name: my-app-container
image: my-app-image:latest
volumeMounts:
- name: my-data
mountPath: /data
volumes:
- name: my-data
emptyDir: {}

2. Create the Deployment: - Apply the Deployment YAML using 'kubectl apply -f my-app-deployment-yanr 3. Verify the
Deployment - Check the status of the Deployment using ' kubectl get deployments my-app' - Verify that the Pod is running and using
the EmptyDir volume. 4. Test Ephemeral Storage Behavior: - Write data to the Aldata' directory within the container - Delete the
pod. - Create a new pod from the same Deployment. - The data written to tne "data’ directory will no longer be present in the new
pod, as the volume is ephemeral and is deleted when the pod is deleted.



NEW QUESTION # 34

You are developing a new application that requires access to multiple services running in different namespaces. To simplify the
configuration and ensure that the application can easily discover these services, you want to use a ServiceAccount with a cluster-
scoped Role that grants access to services across namespaces.

Answer:

Explanation:

See the solution below with Step by Step Explanation.
Explanation:

Solution (Step by Step) :

1. Create a ClusterRole:

- Create a ClusterRole that grants access to the required services in all namespaces
apiVersion: rbac.authorization.k8s.io/vl

ifg ' ClusterRole
e b UX
name: access-serviceszecluster-role
rules:
- apiGroups: [""]
resources: [sgrvices”]
verbs: ["gebt™, "list", "watch"]
2. Create a ClusterR01e3inding: - Create a ClusterRole8inding to bind the ClusterRole to the Service Account:

Zation.kBz.iofvl

apiversioh: «08T . SULHY
kind: ClusterRoleBinding
metadata:

name: access-services-cluster-role-binding
roleRef:

apiGroup: rbac.authorization. ks, 1o

kind: ClusterRole

pbme © acfess-services-cluster-role
Subfects:
= kind: Servicefccount

nNBME: my-app-58

namespace: my-app-namespace

3. Create a ServiceAccount - Create a ServiceAccount in the namespace where the application is deployed:

apiVersion: vl
kind: ServiceAccalint
metadata: .j LINU
name: my-agp-sa
namespace? my-app-namespace

4. Apply the Configuration: - Apply the ClusterRole, ClusterRoleBinding, and ServiceAccount using 'kLL1bectl apply -f bash kubectl
apply -faccess-services-cluster-role yaml kubectl apply -faccess-services-cluster-role-binding, yaml kubectl apply -f my-app-
sa.yaml 5. Configure the Application: - Ensure that the applications pod is using the created ServiceAccount

apiVersion: apps/vl
kind: Deployment
metadata:
name: my-app
namespace: my-app-namespace
spec:
replicas: 1
selector: 1 LI ,r\q-, 1
matchLabels:

app: my-app

templata:
metddata:
labels:

app: my-app
Spec:
serviceAccountMame: my-app-5a
containers:
- name: my-app
image: my-app-image:latest

6. Test the Application: - Run the application and verify that it can successfully access the services in different namespaces. ,

NEW QUESTION # 35
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