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Sample Questions (Q193-Q198):

NEW QUESTION # 193
What is a key conmponent of governance in the context of cybersecurity?

A. Defining roles and responsibilities

B. Standardizing technical specifications for security control
C. Defining tools and technologies

D. Enforcement of the Penetration Testing procedure

Answer: A

Explanation:
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A key component of governance in cybersecurity is defining roles and responsibilities. Governance ensures that the right people
within an organization are assigned specific duties related to security and that they are held accountable for those responsibilities.

This helps establish clear lines of authority and accountability, ensuring that everyone knows what they are responsible for in terns of
security practices, policies, and procedures.

While standardizing technical specifications, defining tools and technologies, and enforcing penetration testing are important elements
of a cybersecurity strategy, defining roles and responsibilities is essential for overall governance to ensure that security practices are
consistently followed.

NEW QUESTION # 194
‘Which document defines the minimum levels of service availability, security, controls, processes, communications & support?

A. Standard Operating Procedure(SOP)
B. Statement of Applicability (SOA)

C. Service Level agreement(SLA)

D. Operation level agreement(OLA)

Answer: C

Explanation:

SLA is correct answer here. Operational Level Agreements(OLA) refers to agreements that are done between business units within
the organisation. Standard Operating procedure(SOP)as the name suggest refers to procedural document to conduct an
activity/process. Statement of Applicability(SOA) is alS027001 compliance document which list all the relevant security controls
applied to the organisation.

NEW QUESTION # 195
APIs and web services require extensive hardening and must assume attacks from authenticated and unauthenticated adversaries.

o A True
e B. False

Answer: A

NEW QUESTION # 196
Code execution environments that run within an operating system. sharing and leveraging resources of that operating system. are
known as:

A. VMs

B. Nodes

C. Containers
D. Host

Answer: C

Explanation:

Containers are code execution environments that run within an operating system(for now), sharing and leveraging resources of that
operating system. While a VM is a full abstraction of an operating systemm, a container is a constrained place to run segregated
processes while still utilizing the kernel and other capabilities of the base 0S.

Ref: CSA Security Guidelines V4.0

NEW QUESTION # 197
Which of the following is a primary benefit of using Infrastructure as Code (IaC) in a security context?

A. Ad hoc security policies

B. Automated compliance checks
C. Manual patch management

D. Static resource allocation



Answer: B

Explanation:

The correct answer isD. Autormated compliance checks.

Infrastructure as Code (IaC)is a key DevSecOps practice where infrastructure configurations are defined and managed through
code. In a security context, the primary benefit of using [aC is the ability toautomate compliance checksand enforce security best
practices consistently across environments.

Key Benefits of TaC in Security:

Automated Compliance:IaC allows for the embedding ofSecurity policies directly into configuration scripts. This means that when
infrastructure is deployed, it automatically adheres to compliance requirements (like NIST, CIS benchmarks).

Consistency and Repeatability:Since IaC scripts are version-controlled, any configuration changes are tracked, minimizing the risk
ofconfiguration drift.

Security by Design:By coding security configurations (like [AM roles, network ACLs, encryption settings), organizations ensure that
every deployment meets security standards.

Reduced Human Error:Automating infrastructure provisioning reduces manual errors that can lead to vulnerabilities.

Why Other Options Are Incorrect:

A . Manual patch management:laC promotes automated and repeatable configurations, reducing the need for manual patching.

B. Ad hoc security policies:1aC encouragesstandardized and consistentpolicies rather than ad hoc management.

C . Static resource allocation:IaC is dynamic and scalable, allowing for automatic scaling and configuration management rather than
static resource setups.

Real-World Exanple:

Using tools likeTerraformorAWS CloudFormation, organizations can definel AM policies, security group rules, and data encryption
settingsas part of the infrastructure code. These configurations are then automatically checked for compliance against established
policies during deployment.

Security and Compliance in IaC:

Organizations can integrate tools likeTerraform ComplianceorAWS Config Rulesto automatically verify that infrastructure settings
align withregulatory requirementsandinternal security policies.

Reference:

CSA Security Guidance v4.0, Domain 10: Application Security

Cloud Computing Security Risk Assessment (ENISA) - Infrastructure as Code Best Practices Cloud Controls Matrix (CCM)
v3.0.1 - Configuration and Change Management Domain

NEW QUESTION # 198
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