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article, I will go over what this new CS0-002 exam is all about, who can take it, and how to prepare for i.

CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q316-Q321):

NEW QUESTION # 316
A security analyst is reviewing vulnerability scan results and notices new workstations are being flagged as having outdated antivirus
signatures. The analyst observes the following plugin output:
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The analyst uses the vendor's website to confirm the oldest supported version is correct. Which of the following BEST describes the
situation?

A. This is a true negative and the new computers have the correct version of the software

B. This is a false negative and the new computers need to be updated by the desktop team

C. This is a false positive and the scanning plugin needs to be updated by the vendor

D. This is a true positive and the new computers were imaged with an old version of the software

Answer: D

NEW QUESTION # 317

A company wants to update its acceptable use policy (AUP) to ensure it relates to the newly implemented password standard,
which requires sponsored authentication of guest wireless devices. Which of the following is MOST likely to be incorporated in the
AUP?

A. The corporate network should have a wireless infrastructure that uses open authentication standards.

B. Guests using the wireless network should provide valid identification when registering their wireless devices.
C. The network should authenticate all guest users using 802.1x backed by a RADIUS or LDAP server.

D. Sponsored guest passwords must be at least ten characters in length and contain a symbol.

Answer: B

NEW QUESTION # 318
An organization has a strict policy that if elevated permissions are needed, users should always run commands under their own
account, with temporary administrator privileges if necessary. A security analyst is reviewing syslog entries and sees the following:
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Which of'the following entries should cause the analyst the MOST concern?

e A <100>2 2020-01-10T19:33:41.002z webserver su 201 32001 = BOM ' su vi httpd.conf' failed for joe
e B. <100>2020-01-10T19:34..002z financeserver su 201 32001 = BOM ' su vi success
e (C.<100>2020-01-10T19:33:48.002z webserver sudo 201 32001 = BOM ' su vi syslog.conf failed for jos
e D. <100>2020-01-10T19:33:48.002z webserver sudo 201 32001 = BOM ' su vi httpd.conf’ success
e E. <100>2 2020-01-10T20:36:36.0010z financeserver su 201 32001 = BOM ' sudo vi users.txt success
Answer: A
NEW QUESTION # 319

The new Chief Technology Officer (CTO) is seeking recommendations for network monitoring services for the local intranet. The
CTO would like the capability to monitor all traffic to and from the gateway, as well as the capability to block certain content. Which
of the following recommendations would meet the needs of the organization?



A. Recommend installation of an IDS on the internal interface and a firewall on the external interface of the gateway router.
B. Recommend installation of a firewall on the internal interface and a NIDS on the external interface of the gateway router.
C. Recommend installation of an IPS on both the internal and external interfaces of the gateway router.

D. Recommend setup of TP filtering on both the internal and external interfaces of the gateway router.

Answer: B

NEW QUESTION # 320

A security analyst is trying to determine if a host is active on a network. The analyst first attempts the following:
$ ping 192.168.1.4 . _

PING 192.168.1.4 (192.168.1.4)+. %56 data bytes

-—— 192.168.1.4 ping statistics ---

4 packets transmitted, 0 packets received, 100.0% packet loss

The analyst runs the following command next:

$ (3udo ghpigigBy sond |-n -4 192.168.1.4

HPING»192.168{1.4" (enl/192,.168.1.4): NO FLAGS are_set, 40 headers + 0 data bytes
len=46 ip=192.168.1.4 ttl=64 id=32101 sport=0 f£rags=RA seqg=0 win=0 rtt=0.4ms
len=46 ip=192.168.1.4 ttl=64 id=32102 sp6rt=0 flags=RA seqg=1 win=0 rtt=0.3ms
len=46 ip=192.168.1.4 ttl=64 id=22103-spert=0 flags=RA seqg=2 win=0 rtt=0.4ms
len=46 ip=192.168.1.4 ttl=64 1d=32104 sport=0 flags=RA seq=3 win=0 rtt=0.4ms

——— 10.0.1.33 hpaing statistic™——

4 packets transmitted, 4 packets received, 0% packet loss

Which of the following would explain the difference in results?

A. The original pingcommand needed root permission to execute.
B. hping3is returning a false positive.

C. The routing tables for pingand hping3were different.

D. ICMP is being blocked by a firewall.

Answer: D

Explanation:
Explanation

NEW QUESTION # 321
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