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NEW QUESTION # 10 
When performing protocol analysis, you notice a high number of RTS/CTS frames being transmitted on an HT network. You
suspect this may be due to HT protection mechanisms. Where in the Beacon frame would you look to determine which one of the
four HT protection modes the AP is operating in?

A. Non-HT Present Element
B. HT Information Element
C. HT Operation Element
D. HT Protection Element

Answer: B

Explanation:
When performing protocol analysis, you would look at the HT Information Element in the Beacon frame to determine which one of
the four HT protection modes the AP is operating in. The HT Information Element contains various subfields that provide information
about the HT network configuration and operation. One of these subfields is the HT Protection field, which indicates whether any
protection mechanisms are required for mixed-mode operation with non-HT STAs. The four possible values for this field are:
* No Protection: No protection mechanisms are required.
* Non-member Protection: RTS/CTS or CTS-to-self protection is required for all HT transmissions.
* 20 MHz Protection: RTS/CTS or CTS-to-self protection is required for all HT transmissions using a 40 MHz channel.
* Non-HT Mixed Mode: All HT transmissions must use a non-HT preamble and header . References:
CWAP-405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 11: 802.11n
/ac/ax PHYsical Layer Frame Exchanges, page 378; CWAP-405Certified Wireless Analysis Professional Study and Reference
Guide, Chapter 11: 802.11n/ac/ax PHYsical Layer Frame Exchanges, page 379.

NEW QUESTION # 11 
Where would you look in a packet trace file to identify the configured Minimum Basic Rate (MBR) of a BSS?

A. In the MBR Action frame
B. Supported Rates & Extended Supported Rates elements in a Beacon frame
C. In the Minimum Basic Rate Element in a Beacon frame
D. In the MBR Information Element in an Association Response frame

Answer: B

Explanation:
The configured Minimum Basic Rate (MBR) of a BSS can be identified by looking at the Supported Rates and Extended Supported
Rates elements in a Beacon frame. A Beacon frame is a type of management frame that is transmitted by an AP to advertise its
presence and capabilities to potential clients. A Beacon frame contains various information elements (IEs) that provide details about
the BSS configuration and operation.
The Supported Rates and Extended Supported Rates IEs list the data rates that are supported by the AP for data transmission. The
MBR is the lowest data rate among these supported rates that is required for all clients to join and communicate with the BSS. The
MBR is usually marked with a flag bit in these IEs to indicate its mandatory status. The other options are not correct, as they do not
exist or do not indicate the MBR of a BSS. References: [Wireless Analysis Professional Study Guide CWAP-405], Chapter 5:
802.11 MAC Sublayer, page 123-124

NEW QUESTION # 12 
You have been asked to recommend a solution for protocol capture of 802.11 frames consisting of 3x3:3
802.11ac communications. The requirement specifies that you gain a general view of a coverage area and does not require that you
capture from specific user locations. The solution must be the least expensive practical solution possible that does not disrupt user
access to the WLAN and it must be based on enterprise WLAN hardware.
What solution would you recommend so that any coverage area could be monitored on demand?

A. Install Wireshark on the Aps natively to allow dynamic capture while serving clients
B. Install sufficient Aps so that an AP can be taken offline to perform protocol analysis as needed
C. Install the minimum number of Aps required for coverage and use these Aps for protocol analysis as needed
D. Install laptop-based protocol analyzer near each AP

Answer: A



NEW QUESTION # 13 
You are repairing a misconfiguration in WMM settings on an AP. The aCWmin and aCWmax values were all changed.
What is the default aCWmax for AC_BK?

A. 0
B. 1
C. 2
D. 3

Answer: C

NEW QUESTION # 14 
While troubleshooting DHCP issues, you perform a protocol capture in order to determine if the DNCP pool is depleted. The
capture does not show DHCPnak messages.
Where else could you look to determine if the pool is depleted?

A. DHCP server logs
B. Switch logs
C. Spectrum analyzer
D. AP logs

Answer: A

Explanation:
A very common problem for WLANs is DHCP pool depletion. This occurs because many wireless clients come-and-go from the
network quickly. If a client connects for only two or three minutes and the lease duration is set to multiple days (3-8 days is not
uncommon), the IP address will be lost for that entire time. To resolve such issues, create more pools and reduce the lease duration
to hours instead of days. Look for DHCP negative acknowledgement or server log errors to determine if the IP pool is depleted.

NEW QUESTION # 15
......
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