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CWNP Certified Wireless Analysis Professional Sample Questions (Q75-
Q80):
NEW QUESTION # 75 
Which one of the following statements is not true concerning DTIMs?

A. Buffered Broadcast and Multicast traffic will be transmitted following a DTIM
B. Every Beacon frame must contain a DTIM
C. DTIM stands for Delivery Traffic Indication Map
D. The DTIM interval can dictate when an STA will wake up to listen to beacon frames

Answer: B

Explanation:
Every Beacon frame must contain a DTIM is not a true statement concerning DTIMs. DTIM stands for Delivery Traffic Indication
Message, and it is a subfield within the TIM (Traffic Indication Map) element in a Beacon frame. The DTIM indicates how many
Beacon frames (including the current one) will appear before the next DTIM. For example, if the DTIM interval is set to 3, it means
that every third Beacon frame will contain a DTIM. Buffered broadcast and multicast traffic will be transmitted following a DTIM, so
that STAs in power save mode can wake up and receive them. The DTIM interval can also dictate when an STA will wake up to
listen to Beacon frames, as some STAs may choose to only listen to Beacon frames that contain a DTIM . References: CWAP-
405Certified Wireless Analysis Professional Study and Reference Guide, Chapter
6: MAC Sublayer Frame Exchanges, page 200; CWAP-405Certified Wireless Analysis Professional Study and Reference Guide,
Chapter 6: MAC Sublayer Frame Exchanges, page 201.

NEW QUESTION # 76 
You are attempting to determine timing information within a packet capture of a WLAN protocol analyzer.
What time is used to display the time the packet was captured based on the system clock in the computer?

A. Relative
B. Arrival
C. Interframe
D. Delta

Answer: B

Explanation:
Arrival Time-This is the time that is assigned to a packet after it is processed by the host system. This timestamp is dependent upon
the system clock of the computer, and designates when the packet was captured.

NEW QUESTION # 77 
You work as an SE for a value-added reseller. A client has an existing deployment of 802.11n Aps and wants to upgrade several
BSSs to 802.11ac.
What hardware feature of some enterprise Aps may allow for this without a forklift upgrade?

A. Adding an 802.11ac module to the existing APs
B. Replace the antennas with 802.11ac antennas
C. Simply check the Enable 802.11ac checkbox in the web-based configuration interface
D. Converting the 802.11n radio to an 802.11ac radio through software

Answer: C

NEW QUESTION # 78 
When a data frame is encrypted with WPA2, to which portion of the frame is the encryption applied?

A. The whole MPDU
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B. Frame body excluding the LLCPD U
C. Frame body including the LLCPDU
D. Frame body and MAC Header

Answer: C

Explanation:
When a data frame is encrypted with WPA2, the encryption is applied to the frame body including the LLCPDU. The LLCPDU
(Logical Link Control Protocol Data Unit) is a part of the frame body that contains information such as protocol type, source and
destination service access points (SAPs), and control fields. The LLCPDU is added by the LLC (Logical Link Control) sublayer to
provide multiplexing and flow control functions for different upper layer protocols. When a data frame is encrypted with WPA2,
which uses AES- CCMP as its encryption algorithm, both the payload and the LLCPDU are encrypted as a single unit. The MAC
header and FCS are not encrypted, as they are needed for addressing and error detection purposes. References: [Wireless Analysis
Professional Study Guide CWAP-405], Chapter 5: 802.11 MAC Sublayer, page 115-116

NEW QUESTION # 79 
Which one of the following should be the first step when troubleshooting a WLAN issue?

A. Define the problem
B. Identify probable causes
C. Perform an initial WLAN scan and see if any obvious issues stand out
D. Identify capture locations

Answer: A

Explanation:
The first step in any troubleshooting process is to define the problem. This involves gathering information from various sources, such
as users, network administrators, network documentation, and network monitoring tools. Defining the problem helps to narrow
down the scope of the issue and identify the symptoms, causes, and effects of the problem12 References:
* CWAP-403 Study Guide, Chapter 1: Troubleshooting Methodology, page 7
* CWAP-403 Objectives, Section 1.1: Define the problem
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