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WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam Sample
Questions (Q16-Q21):

NEW QUESTION # 16

A forensic examiner is reviewing a laptop running OS X which has been compromised. The examiner wants to know if any shell
commands were executed by any of the accounts.

Which log file or folder should be reviewed?

A. ar/log

B. /Users/<user>/.bash_history

C. /var/vm

D. /Users/<user>/Library/Preferences

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

The.bash_historyfile located in each user's home directory (e.g.,/Users/<user>/.bash_history) records the history of shell commands
entered by the user in bash shell sessions. Reviewing this file allows investigators to see the commands executed by a specific user.
* /var/vimcontains virtual memory swap files, not command history.

* /var/logcontains system logs but not individual user shell command history.

* /Users/<user>/Library/Preferencesstores application preferences.

NIST guidelines and macOS forensics literature confirmbash _historyas the standard location for shell command histories on OS X
systems.

NEW QUESTION # 17
‘Which operating system (OS) uses the NTFS (New Technology File System) file operating system?

A. Mac OS Xv10.5
B. Linux

C. Windows 8

D. Mac OS X v10.4

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

NTEFS is the primary file system used by Microsoft Windows operating systens starting from Windows NT and continuing through
modern versions including Windows 8. NTFS supports advanced features like file permissions, encryption, and journaling, which are
critical for modern OS file management.

* Linux typically uses ext3, ext4, or other native file systens, not NTFS as a primary system

* Mac OS X v10.4 and v10.5 use HFS+ as the native file system, not NTFS.

* Windows 8 uses NTFS as its default file system

This is documented i official Microsoft and NIST digital forensics resources.
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NEW QUESTION # 18
‘Which operating system creates a swap file to temporarily store nformation from memory on the hard drive when needed?

A. Windows
B. Linux
C. Mac
D. Unix

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Windows uses a swap file (commonly calledpagefile.sys) to extend physical memory (RAM) by temporarily storing data from
memory to disk when RAM is insufficient. This allows the system to handle more data than the available RAM.

* Linux and Unix typically use dedicated swap partitions or swap files but refer to them differently and manage them in other ways.
* Mac OS X uses a paging file system but does not typically use a "swap file" in the Windows sense; it uses dynamic paging files
mstead.

* The terminology "swap file" is most commonly associated with Windows.

Reference:Microsoft Windows forensics guidelines and NIST documentation describe the page file's role in virtual memory
management in Windows operating systems.

NEW QUESTION # 19

A forensic nvestigator wants to collect evidence froma file created by a Macintosh computer rumning OS X
10.8.

Which file type can be created by this OS?

A.NTFS

B. HFS+

C. ReiserFS
D. MFS

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Mac OS X 10.8 (Mountain Lion) uses the HFS+ (Hierarchical File System Plus) file system by default for its native storage
volumes. HFS+ is Apple's proprietary file system introduced in the late 1990s, designed for macOS.

* ReiserFS is a Linux file system

* MFS (Macintosh File System) is an outdated file system replaced by HFS.

* NTFS is a Windows file system

This is well documented in Apple technical specifications and forensic analysis standards for macOS systens.
Reference:Digital forensics references including NIST guidelines and vendor documentation confirm HFS+ as the standard file
system for Mac OS X versions prior to APFS adoption.

NEW QUESTION # 20
Which Windows component is responsible for reading the boot.ini file and displaying the boot loader menu on Windows XP during
the boot process?

A. NTLDR

B. BCD

C. Winload.exe
D. BOOTMGR

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

NTLDR (NT Loader) is the boot loader for Windows NT-based systens including Windows XP. It reads the boot.ini configuration
file and displays the boot menu, nitiating the boot process.



* Later Windows versions (Vista and above) replaced NTLDR with BOOTMGR.
* Understanding boot components assists forensic investigators in boot process analysis.
Reference:Microsoft technical documentation and forensic training materials outline NTLDR's role in legacy Windows systemns.
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