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NEW QUESTION # 85
What is an advantage of utilizing machine learning for web application security compared to rule- based approaches?

A. Adaptability to evolving attack patterns

B. Faster response time to threats

C. Lower computational resource utilization
D. Sinplicity in configuration and management

Answer: A
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NEW QUESTION # 86
‘When configuring a wireless network for dynamic VLAN allocation, which three IETF attributes must be supplied by the radius
server? (Choose three.)

A. 83 Tunnel-Preference

B. 64 Tunnel-Type

C. 65 Tunnel-Medium-Type

D. 58 Egress-VLAN-Name

E. 81 Tunnel-Private-Group-1D

Answer: B,C.E

NEW QUESTION # 87
Refer to the exhibit.

FortiWeb

==RTINET

‘Which statement is true?

A. FortiWeb is decrypting and re-encrypting the traffic.

B. The server is not performing any cryptography on the traffic.

C. FortiWeb cannot perform content inspection on the traffic because it is encrypted.
D. The server is encrypting traffic being sent to the client.

Answer: A

Explanation:

In the diagram, FortiWeb is positioned between the client and the server, handling encrypted HTTPS traffic from the client and
sending unencrypted HTTP traffic to the server. This indicates that FortiWeb is performing SSL offloading, which means it is
decrypting the HTTPS traffic from the client, inspecting it, and then re-encrypting the traffic before forwarding it to the server.

NEW QUESTION # 88
Which statement about local user accounts is true?

e A. They can be used for SSO.
¢ B. They are best suited for large environments with many users.



e (. They cannot be used for site publishing.
¢ D. They must be assigned, regardless of any other authentication.

Answer: C

NEW QUESTION # 89
Refer to the exhibit.
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FortiADC is applying SNAT to all inbound traffic going to the servers.

‘When an attack occurs, FortiWeb blocks traffic based on the 192.0.2.1 source IP address, which belongs to FortiADC. This setup
is breaking all connectivity and genuine clients are not able to access the servers.

‘What can the administrator do to avoid this problem? (Choose two.)

A. Place FortiWeb in front of FortiADC.

B. Enable and configure the Use X-Forwarded-For setting on FortiWeb.

C. Enable and configure the Preserve Client IP setting on the client.

D. No special configuration is required; connectivity will be re-established for all clients after the set timeout.

Answer: A,B

Explanation:

Place FortiWeb in front of FortiADC: This configuration change places FortiWeb between the client and FortiADC, so that
FortiWeb can directly inspect and protect the incoming traffic before FortiADC applies SNAT (Source Network Address
Translation). By placing FortiWeb in front, it will have access to the real client IP addresses, and it will be able to properly identify
and handle attack traffic without blocking legitimate client traffic.

Enable and configure the Use X-Forwarded-For setting on FortiWeb: This setting allows FortiWeb to extract the original client [P
address from the X-Forwarded-For header in the HTTP request, which is inserted by FortiADC when performing SNAT. With this
setting enabled, FortiWeb will be able to block traffic based on the original client IP address rather than the SNATed IP address
(192.0.2.1), preserving the accuracy of the security measures.
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