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NEW QUESTION # 26
Refer to the exhibits.
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SDN debug output

azr: sdn connector settings LABSDMN updated

azr: update sdn connector LABSDN status to enabled
azr: sdn connector settings LABSDN updated

azd sdn connector LABSDN prepare to update

azd sdn connector LABSDN getting token

token size: 1386

token expire in: 3608 seconds 0
azd sdn connector LABSDN start upda Ige ,C

azd sdn connector LABSDN s pr

$8.2

azd sdn connector m frﬂmﬁrlnE
azd sdn 1 get page 1 of vm list

azd vm size: 2

azd sdn connector LABSDN found 2 VMs from Azure

azd sdn connector LABSDN start updating IP addresses

azd checking firewall address object UbuntuServer, vd 8
address UbuntuServer num change 8/1, new ip list:
172.16.2.4

azd checking firewall address object webServer, vd @

azd sdn connector LABSDN finish updating IP addresses

azd reap child pid: 2832
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Two new dynamic firewall addresses have been configured on the FortiGate VM using the external connector to Integrate within the
same Azure environment.

The debug output shows that one IP address can be resolved successfillly, but the second is empty.

‘Which steps could you performto correct the misconfiguration? (Choose all that apply.)

A. Check for a mistyped Microsof Entra ID subscription

B. Verify the Microsoft Entra ID role assignment access rights
C. Verify the NSG for the target VM

D. Verify the tags on the target VM

E. Verify the filter used for the dynamic firewall address

Answer: D,E

Explanation:

The debug output shows that the UbuntuServer address object successfully resolved an IP, while the webServer did not. The most
likely cause is a mismatch in the dynamic address filter or missing tags on the target VM.

Verify the filter used for the dynamic firewall address - The filter category=windows may not match any VM metadata, resulting in
no matched addresses.

Verify the tags on the target VM - Ensure that the VM has the correct tags (e.g., category=windows) that match the dynamic
address filter to enable resolution.

NEW QUESTION # 27
‘Which output was taken on a VM running in Azure?

C:\Users\azadmin>arp -a

Interface: 172.16.0.5 --- @x2
Internet Address Physical Address Type
172.16.0.1 '‘AB-C@-12-34-56-78 dynamic
172.16.0.25% ff-ff-ff-ff-ff-ff static

. A 2#@gﬁTlnE-‘- 01-00-05-00-00-02 static



C:\Userdtazadmin>brp5d”

Interface: 10.0.1.5 --- @x2

Internet Address Physical Address Type

10.0.1.1 01-23-45-67-89-AB  dynamic
10.0.1.255 ff-ff-ff-ff-ff-ff static
.p 224.0.0.2 21-00-05-00-00-02 static

C:\Users\azad

Interface: 10.0.1.5 --- @x2
Internet Address Physical Address

10.0.1.1 d8-34-99-c5-0A-BC
10.0.1.255 ff-ff-ff-rf-ff-ff
224.0.0.2 el1-e0-e5-0e-e8-82

Type
dynamic
static
static

C:\Users\azadmin>arp -a

[Entenfage) [192:468.0.5 --- %2

Internet ress Physical Address Type

192.168.0.1 12-34-56-78-9A-BC  dynamic
192.168.0.255 ff-ff-ff-fF-FF-ff static
224.0.0.2 01-00-85-00-080-82 static
e D
Answer: C
Explanation:

Aazure assigns MAC addresses in a specific Organizationally Unique Identifier (OUI) range. The MAC addressd8-34-99-c5-0A-
BCbegins withd8-34-99, which is a Microsoft-assigned OUI used in Azure virtual networks. This strongly indicates the output was

taken froma VM running in Azure.

NEW QUESTION # 28
Refer to the exhibit.



FortiGate Active-Passive HA with ELB/ILB

An Azure Route Server and an active-passive FortiGate with Elastic Load Balancing (ELB) and Internal Load Balancing (ILB) have
been deployed successfully and they are sharing and populating BGP routes in the Protected VNet.

A Linux server has been deployed in a new VNet spoke. It is expected that Azure Route Server should inject the FortiGate BGP
routes into the Linux server but that failed.

How can you diagnose the problem?

A. Linux server doesn't support BGP negotiation with Azure Route Server

B. Review FortiGate BGP neighbors

C. Verify the BGP setup on Azure Route Server

D. Monitor effective routes on the Azure network interface (NIC) of the Linux server

Answer: D

Explanation:

TheLinux server in the spoke VNet cannot directly peer BGP with the Azure Route Server, as it is not a BGP-enabled device.
Instead, Azure propagates routes to VMs through the effective route tables associated with theimetwork mnterfaces (NICs).
Therefore, to diagnose why BGP routes are notreaching the Linux VM, you shouldmonitor the effective routes on the NICto verify if
the routes from the FortiGate (via the Route Server) are being injected properly.

NEW QUESTION # 29

A Linux server was deployed in a protected subnet with a dynamic IP address. A FortiGate VM in the internal subnet provides
traffic filtering to it. and you must implement a firewall policy using the IP address of the Linux server.

Which feature could help integrate FortiGate using Linux server tags?

A. Software-defined network (SDN) connector
B. Targets Management

C. Service Fabric Cluster

D. Microsoft Entra ID

Answer: A

Explanation:

TheSoftware-defined network (SDN) comnectorallows FortiGate to dynamically pull metadata such astags, IP addresses, and
resource groupsfrom Azure resources. This enablesautomatic policy updatesbased on dynamic IP changes, such as those of a Linux
server in a protected subnet.

NEW QUESTION # 30
‘Why would you use a user-defined route in Azure?

e A. To allow inbound management access to FortiGate VMs



¢ B. To have the traffic from the other VMs inspected by FortiGate
¢ (. To manage user authentication and access control
¢ D. To allow commumnication between FortiGate VMs on two subnets in the same VNET

Answer: B

Explanation:

Auser-defined route (UDR)in Azure is used toredirect trafficfrom other VMsthrough a FortiGate VM for inspection. By modifying
the routing table, you ensure that outbound or inter-subnet traffic issent to the FortiGate as the next hop, enablingtraffic filtering,
logging, and security enforcement.

NEW QUESTION # 31
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