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Fortinet FCSS_SOC_AN-7.4 Exam Syllabus Topics:

Topic Details

Topic 1

SOC automation: This section of the exam measures the skills of target professionals in the implementation
of automated processes within a SOC. It emphasizes configuring playbook triggers and tasks, which are
crucial for streamlining incident response. Candidates should be able to configure and manage connectors,
facilitating integration between different security tools and systems.

Topic 2

SOC concepts and adversary behavior: This section of the exam measures the skills of Security Operations
Analysts and covers fundamental concepts of Security Operations Centers and adversary behavior. It
focuses on analyzing security incidents and identifying adversary behaviors. Candidates are expected to
demonstrate proficiency in mapping adversary behaviors to MITRE ATT&CK tactics and techniques,
which aid in understanding and categorizing cyber threats.
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Topic 3

SOC operation: This section of the exam measures the skills of SOC professionals and covers the day-to-
day activities within a Security Operations Center. It focuses on configuring and managing event handlers, a
key skill for processing and responding to security alerts. Candidates are expected to demonstrate
proficiency in analyzing and managing events and incidents, as well as analyzing threat-hunting information
feeds.

Topic 4
Architecture and detection capabilities: This section of the exam measures the skills of SOC analysts in the
designing and managing of FortiAnalyzer deployments. It emphasizes configuring and managing collectors
and analyzers, which are essential for gathering and processing security data.
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Fortinet FCSS - Security Operations 7.4 Analyst Sample Questions (Q31-
Q36):
NEW QUESTION # 31 
Exhibit:

Which observation about this FortiAnalyzer Fabric deployment architecture is true?

A. The AMER HQ SOC team cannot run automation playbooks from the Fabric supervisor.
B. The APAC SOC team has access to FortiView and other reporting functions.
C. The EMEA SOC team has access to historical logs only.
D. The AMER HQ SOC team must configure high availability (HA) for the supervisor node.

Answer: A

Explanation:
* Understanding FortiAnalyzer Fabric Deployment:
* FortiAnalyzer Fabric deployment involves a hierarchical structure where the Fabric root (supervisor) coordinates with multiple
Fabric members (collectors and analyzers).
* This setup ensures centralized log collection, analysis, and incident response across geographically distributed locations.
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* Analyzing the Exhibit:
* FAZ1-Supervisoris located at AMER HQ and acts as the Fabric root.
* FAZ2-Analyzeris a Fabric member located in EMEA.
* FAZ3-CollectorandFAZ4-Collectorare Fabric members located in EMEA and APAC, respectively.
* Evaluating the Options:
* Option A:The statement indicates that the AMER HQ SOC team cannot run automation playbooks from the Fabric supervisor.
This is true because automation playbooks and certain orchestration tasks typically require local execution capabilities which may not
be fully supported on the supervisor node.
* Option B:High availability (HA) configuration for the supervisor node is a best practice for redundancy but is not directly inferred
from the given architecture.
* Option C:The EMEA SOC team having access to historical logs only is not correct since FAZ2-Analyzer provides full analysis
capabilities.
* Option D:The APAC SOC team has access to FortiView and other reporting functions through FAZ4-Collector, but this is not
explicitly detailed in the provided architecture.
* Conclusion:
* The most accurate observation about this FortiAnalyzer Fabric deployment architecture is that the AMER HQ SOC team cannot
run automation playbooks from the Fabric supervisor.
References:
* Fortinet Documentation on FortiAnalyzer Fabric Deployment.
* Best Practices for FortiAnalyzer and Automation Playbooks.

NEW QUESTION # 32 
Which MITRE ATT&CK technique category involves collecting information about the environment and systems?

A. Lateral Movement
B. Exfiltration
C. Discovery
D. Credential Access

Answer: C

NEW QUESTION # 33 
Refer to the exhibits.



The DOS attack playbook is configured to create an incident when an event handler generates a denial-of-ser/ice (DoS) attack
event.
Why did the DOS attack playbook fail to execute?

A. The Attach_Data_To_lncident task failed.
B. The Attach_Data_To_lncident task is expecting an integer value but is receiving the incorrect datatype.
C. The Create SMTP Enumeration incident task is expecting an integer value but is receiving the incorrect data type
D. The Get Events task is configured to execute in the incorrect order.

Answer: C

Explanation:
Understanding the Playbook and its Components:
The exhibit shows the status of a playbook named "DOS attack" and its associated tasks. The playbook is designed to execute a
series of tasks upon detecting a DoS attack event. Analysis of Playbook Tasks:
Attach_Data_To_Incident: Task ID placeholder_8fab0102, status is "upstream_failed," meaning it did not execute properly due to a
previous task's failure.
Get Events: Task ID placeholder_fa2a573c, status is "success."
Create SMTP Enumeration incident: Task ID placeholder_3db75c0a, status is "failed." Reviewing Raw Logs:
The error log shows a ValueError: invalid literal for int() with base 10: '10.200.200.100'.
This error indicates that the task attempted to convert a string (the IP address '10.200.200.100') to an integer, which is not possible.
Identifying the Source of the Error:
The error occurs in the file "incident_operator.py," specifically in the execute method.
This suggests that the task "Create SMTP Enumeration incident" is the one causing the issue because it failed to process the data
type correctly.
Conclusion:
The failure of the playbook is due to the "Create SMTP Enumeration incident" task receiving a string value (an IP address) when it
expects an integer value. This mismatch in data types leads to the error.
Reference: Fortinet Documentation on Playbook and Task Configuration.
Python error handling documentation for understanding ValueError.

NEW QUESTION # 34 



Refer to the Exhibit:

An analyst wants to create an incident and generate a report whenever FortiAnalyzer generates a malicious attachment event based
on FortiSandbox analysis. The endpoint hosts are protected by FortiClient EMS integrated with FortiSandbox. All devices are
logging to FortiAnalyzer.
Which connector must the analyst use in this playbook?

A. Local connector
B. FortiClient EMS connector
C. FortiMail connector
D. FortiSandbox connector

Answer: D

Explanation:
* Understanding the Requirements:
* The objective is to create an incident and generate a report based on malicious attachment events detected by FortiAnalyzer from
FortiSandbox analysis.
* The endpoint hosts are protected by FortiClient EMS, which is integrated with FortiSandbox. All logs are sent to FortiAnalyzer.
* Key Components:
* FortiAnalyzer: Centralized logging and analysis for Fortinet devices.
* FortiSandbox: Advanced threat protection system that analyzes suspicious files and URLs.
* FortiClient EMS: Endpoint management system that integrates with FortiSandbox for endpoint protection.
* Playbook Analysis:
* The playbook in the exhibit consists of three main actions:GET_EVENTS,RUN_REPORT, andCREATE_INCIDENT.
* EVENT_TRIGGER: Starts the playbook when an event occurs.
* GET_EVENTS: Fetches relevant events.
* RUN_REPORT: Generates a report based on the events.
* CREATE_INCIDENT: Creates an incident in the incident management system.
* Selecting the Correct Connector:
* The correct connector should allow fetching events related to malicious attachments analyzed by FortiSandbox and facilitate
integration with FortiAnalyzer.
* Connector Options:
* FortiSandbox Connector:
* Directly integrates with FortiSandbox to fetch analysis results and events related to malicious attachments.
* Best suited for getting detailed sandbox analysis results.
* Selected as it is directly related to the requirement of handling FortiSandbox analysis events.
* FortiClient EMS Connector:
* Used for managing endpoint security and integrating with endpoint logs.
* Not directly related to fetching sandbox analysis events.
* Not selected as it is not directly related to the sandbox analysis events.
* FortiMail Connector:
* Used for email security and handling email-related logs and events.
* Not applicable for sandbox analysis events.
* Not selected as it does not relate to the sandbox analysis.
* Local Connector:
* Handles local events within FortiAnalyzer itself.
* Might not be specific enough for fetching detailed sandbox analysis results.



* Not selected as it may not provide the required integration with FortiSandbox.
* Implementation Steps:
* Step 1: Ensure FortiSandbox is configured to send analysis results to FortiAnalyzer.
* Step 2: Use the FortiSandbox connector in the playbook to fetch events related to malicious attachments.
* Step 3: Configure theGET_EVENTSaction to use the FortiSandbox connector.
* Step 4: Set up theRUN_REPORTandCREATE_INCIDENTactions based on the fetched events.
References:
* Fortinet Documentation on FortiSandbox Integration FortiSandbox Integration Guide
* Fortinet Documentation on FortiAnalyzer Event Handling FortiAnalyzer Administration Guide By using the FortiSandbox
connector, the analyst can ensure that the playbook accurately fetches events based on FortiSandbox analysis and generates the
required incident and report.

NEW QUESTION # 35 
A key benefit of mapping adversary behaviors to MITRE ATT&CK tactics in SOC operations is:

A. Improving public relations
B. Decreasing the dependency on external consultants
C. Enhancing preventive security measures
D. Streamlining software development processes

Answer: C

NEW QUESTION # 36
......
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