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GIAC Defensible Security Architect Sample Questions (Q160-Q165):

NEW QUESTION # 160
Which aspect is least relevant to Mobile Device Management (MDM)?
Response:

A. Device enroliment

B. Application management

C. Security policy enforcement
D. Printer configuration

Answer: D

NEW QUESTION # 161

‘What are some proactive defenses used in Zero Trust Networking to change attacker behaviors?
(Choose two)

Response:

A. Providing attackers with unrestricted access to low-value systems
B. Using red herring defenses to mislead attackers

C. Implementing honeypots to attract and monitor malicious activity
D. Reducing monitoring activities to save bandwidth

Answer: B,C

NEW QUESTION # 162
Which of'the following is true regarding the deployment of Network Access Control (NAC)?
Response:

A. Tt can prevent endpoints that do not comply with policy from accessing the network.
B. It is used to provide high bandwidth to critical applications.

C. It allows all devices onto the network without any form of authentication.

D. It decreases network visibility and control.

Answer: A

NEW QUESTION # 163

Perimeter-focused deficiencies highlight which of the following issues?
(Choose two)

Response:

A. Overreliance on physical security measures

B. Excessive trust in perimeter security to block all attacks

C. Ignoring the potential for insider threats

D. Underestimating the importance of user awareness training

Answer: B,C

NEW QUESTION # 164
Which of the following is a core concept of Domain Isolation in Zero Trust Networking?
Response:

A. Segmenting networks based on geographical locations

B. Increasing network speed by limiting encryption

C. Limiting internet access to specific domains

D. Preventing unauthorized devices from communicating with sensitive resources



Answer: D

NEW QUESTION # 165
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