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HP Aruba Certified Network Security Associate Exam Sample Questions
(Q138-Q143):
NEW QUESTION # 138 
What is a correct guideline for the management protocols that you should use on ArubaOS-Switches?

A. Disable SSH and use https instead.
B. Disable Telnet and use TFTP instead.
C. Disable Telnet and use SSH instead
D. Disable HTTPS and use SSH instead

Answer: A
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NEW QUESTION # 139 
Refer to the exhibit.

You have set up a RADIUS server on an ArubaOS Mobility Controller (MC) when you created a WLAN named "MyEmployees
.You now want to enable the MC to accept change of authorization (CoA) messages from this server for wireless sessions on this
WLAN.
What Is a part of the setup on the MC?

A. Create a dynamic authorization, or RFC 3576, server with the 10.5.5.5 address and correct shared secret.
B. Enable the dynamic authorization setting in the "clearpass" authentication server settings.
C. Install the root CA associated with the 10 5.5.5 server's certificate as a Trusted CA certificate.
D. Configure a ClearPass username and password in the MyEmployees AAA profile.

Answer: C

NEW QUESTION # 140 
Refer to the exhibit.

What is another setting that you must configure on the switch to meet these requirements?

A. Configure a CPPM username and password that match a CPPM admin account.
B. Create port-access roles with the same names of the roles that CPPM will send in Aruba-Admin-Role VSAs.
C. Set the aaa authentication login method for SSH to the "radius" server-group (with local as backup).
D. Disable SSH on the default VRF and enable it on the mgmt VRF instead.

Answer: C



Explanation:
To meet the requirements for configuring an ArubaOS-CX switch for integration with ClearPass Policy Manager (CPPM), it is
necessary to set the AAA authentication login method for SSH to use the "radius" server-group, with "local" as a backup. This
ensures that when an admin attempts to SSH into the switch, the authentication request is first sent to CPPM via RADIUS. If CPPM
is unavailable, the switch will fall back to using local authentication12.
Here's why the other options are not correct:
Option B is incorrect because configuring a CPPM username and password on the switch that matches a CPPM admin account is
not required for SSH login; rather, the switch needs to be configured to communicate with CPPM for authentication.
Option C is incorrect because while CPPM will send Aruba-Admin-Role Vendor-Specific Attributes (VSAs), the switch does not
need to have port-access roles created with the same names; it needs to interpret the VSA to assign the correct role.
Option D is incorrect because disabling SSH on the default VRF and enabling it on the mgmt VRF is not related to the authentication
process with CPPM.
Therefore, the correct answer is A, as setting the AAA authentication login method for SSH to the "radius" server-group with "local"
as backup is a key step in ensuring that the switch can authenticate admins through CPPM while providing a fallback method12.

NEW QUESTION # 141 
What is a Key feature of me ArubaOS firewall?

A. The firewall is designed to fitter traffic primarily based on wireless 802.11 headers, making it ideal for mobility
environments
B. The firewall examines all traffic at Layer 2 through Layer 4 and uses source IP addresses as the primary way to determine
how to control traffic.
C. The firewall Includes application layer gateways (ALGs). which it uses to filter Web traffic based on the reputation of the
destination web site.
D. The firewall is stateful which means that n can track client sessions and automatically allow return traffic for permitted
sessions

Answer: D

Explanation:
The ArubaOS firewall is a stateful firewall, meaning that it can track the state of active sessions and can make decisions based on the
context of the traffic. This stateful inspection capability allows it to automatically allow return traffic for sessions that it has permitted,
thereby enabling seamless two-way communication for authorized users while maintaining the security posture of the
network.References:
ArubaOS firewall documentation.

NEW QUESTION # 142 
What are some functions of an AruDaOS user role?

A. The role determines which firewall policies and bandwidth contract apply to the clients traffic
B. The role determines which control plane ACL rules apply to the client's traffic
C. The role determines which wireless networks (SSiDs) a user is permitted to access
D. The role determines which authentication methods the user must pass to gain network access

Answer: A

Explanation:
An ArubaOS user role determines the firewall policies and bandwidth contracts that apply to the client's traffic. When a user is
authenticated, they are assigned a role, and this role has associated policies that govern network access rights, Quality of Service
(QoS), Layer 2 forwarding, Layer 3 routing behaviors, and bandwidth contracts for users or devices.
References:
Aruba Networks official documentation on user roles in ArubaOS.
Technical guides that detail user role definitions and their impact on network policies.

NEW QUESTION # 143
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