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Nutanix NCP-US-6.5 Exam Syllabus Topics:

Topic Details

¢ Troubleshoot issues related to Nutanix Objects

Topic 1 * Troubleshoot issues related to Nutanix Volumes
¢ Given a scenario, configure shares, buckets, and
¢ or Volume Groups

Topic 2 e Troubleshoot a failed upgrade for Files
¢ Objects
¢ Troubleshoot issues related to Nutanix Files

Topic 3 ¢ Explain Data Management processes for Files and Objects
e Utilize File Analytics for data security

Topic 4 ¢ Troubleshoot Nutanix Unified Storage
¢ Configure Nutanix Volumes
o Identify the steps to deploy Nutanix Files

Topic 5 ¢ Given a scenario, determine product and sizing parameters
¢ Configure Nutanix Files with advanced features

Topic 6 ¢ Determine the appropriate method to ensure data availability
¢ recoverability
¢ Configure Nutanix Objects

Topic 7 e Describe how to monitor performance and usage

Nutanix Certified Professional - Unified Storage (NCP-US) v6.5 Sample
Questions (Q64-Q69):

NEW QUESTION # 64
Which tool allows a report on file sizes to be automatically generated on a weekly basis?

A. Files Console via Prism Element
B. Data Lens

C. Files view in Prism Central

D. File Analytics

Answer: B

Explanation:

Data Lens is a feature that provides msights into the data stored in Files, such as file types, sizes, owners, permissions, and access
patterns. Data Lens allows administrators to create reports on various aspects of their data and schedule them to run automatically
on a weekly basis. References: Nutanix Data Lens Administration Guide

NEW QUESTION # 65

An organization is implementing their first Nutanix cluster. In addition to hosting VM, the cluster will be providing block storage
services to existing physical servers, as well as CIFS shares and NFS exports to the end users. Security policies dictate that
separate networks are used for different finctions, which are already configured as:

* Management - VLAN 500 - 10.10.50.0/24

*iSCSI access - VLAN 510 - 10.10.51.0/24

* Files access - VLAN 520 - 10.10.52.0/24How should the administrator configure the cluster to ensure the CIFS and NFS traffic
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is on the correct network and accessible by the end users?

A. Create a new virtual switch in Network Configuration, assign it VLAN 520, and configure the Files client network on it.
B. Create a new subnet in Network Configuration, assign it VLAN 520, and configure the Files client network on it.

C. Configure the Data Services IP in Prism Element with an IP on VLAN 520.

D. Configure the Data Services IP in Prism Central with an IP on VLAN 520.

Answer: B

Explanation:

The organization is deploying a Nutanix cluster to provide block storage (via iSCSI), CIFS shares, and NFS exports (via Nutanix
Files). Nutanix Files, part of Nutanix Unified Storage (NUS), uses File Server Virtual Machines (FSVMs) to serve CIFS (SMB)
and NFS shares to end users. The security policy requires separate networks:

* Management traffic on VLAN 500 (10.10.50.0/24).

* iSCSI traffic on VLAN 510 (10.10.51.0/24).

* Files trafic on VLAN 520 (10.10.52.0/24).

To ensure CIFS and NFS traffic uses VLAN 520 and is accessible by end users, the cluster must be configured to route Files traffic
over the correct network.

Analysis of Options:

* Option A (Create a new subnet in Network Configuration, assign it VLAN 520, and configure the Files client network on it):
Correct. Nutanix Files requires two networks: a Client network (for CIFS

/NFS traffic to end users) and a Storage network (for internal commumnication with the cluster's storage pool). To isolate Files traffic
on VLAN 520, the administrator should create a new subnet in the cluster' s Network Configuration (via Prism Element), assign it to
VLAN 520, and then configure the Files instance to use this subnet as its Client network. This ensures that CIFS and NFS traffic is
routed over VLAN 520, making the shares accessible to end users on that network.

* Option B (Configure the Data Services IP in Prism Element with an IP on VLAN 520): Incorrect.

The Data Services IP is used for iSCSI traffic (as seen in Question 25, where it was configured for VLAN 510). It is not used for
CIFS or NFS traffic, which is handled by Nutanix Files. Configuring the Data Services IP on VLAN 520 would incorrectly route
iISCSI traffic, not Files traffic.

* Option C (Create a new virtual switch in Network Configuration, assign it VLAN 520, and configure the Files client network on
it): Incorrect. A virtual switch is used for VM networking (e.g,, for AHV VM), but Nutanix Files traffic is handled by FSVMs,
which use the cluster's network configuration for external commumication. While FSVMs are VM, their network configuration is
managed at the Files instance level by specifying the Client network, not by creating a new virtual switch. The correct approach is to
configure the subnet for the Files Client network, as in option A.

* Option D (Configure the Data Services IP in Prism Central with an IP on VLAN 520): Incorrect.

As with option B, the Data Services IP is for iSCSI traffic, not CIFS/NFS traffic. Additionally, the Data Services IP is configured in
Prism Element, not Prism Central, making this option doubly incorrect.

‘Why Option A?

Nutanix Files requires a Client network for CIFS and NFS traffic. By creating a new subnet in the cluster's Network Configuration,
assigning it to VLAN 520, and configuring the Files instance to use this subnet as its Client network, the administrator ensures that all
CIFS and NFS traffic is routed over VLAN 520, meeting the security policy and ensuring accessibility for end users.

Exact Extract from Nutanix Documentation:

From the Nutanix Files Administration Guide (available on the Nutanix Portal):

"Nutanix Files requires a Client network for CIFS and NFS traffic to end users. To isolate Files traffic on a specific network, create
a subnet in the cluster's Network Configuration in Prism Element, assign it the appropriate VLAN (e.g., VLAN 520), and configure
the Files mstance to use this subnet as its Client network.

This ensures that all client traffic (SMB/NFS) is routed over the specified network."

Nutanix Files Admmnistration Guide, Version 4.0, Section: "Configuring Network for Nutanix Files" (Nutanix Portal).
Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Section: "Nutanix Files Network Configuration”.

NEW QUESTION # 66
What is a mandatory criterion for configuring Smart Tier?

A. Access and secret keys
B. Certificate

C. VPC name

D. Target URL over HTTP

Answer: A



Explanation:

Smart Tier requires access and secret keys to authenticate with the target storage tier, which can be Nutanix Objects or any S3-
compatible storage service. The access and secret keys are generated by the target storage service and must be provided when
configuring Smart Tier3. Reference: Nutanix Files Administration Guide3

NEW QUESTION # 67

An administrator has received an alert A130357 - VolumeGroupProtectionFailedOnPC with the following details:

* Block Serial Nurmber: 16Suxooooox

* Alert Time: Thu Jan 19 2023 20:31:10 GMT-0800 (PST)

* Alert Type: VolumeGroupProtectionFailedOnPC

* Alert Message: A130357:VolumeGroupProtectionFailedOnPC

* Cluster ID: xo0mx

* Alert Body: Volume Group protection failed on PCWhich two conditions need to be addressed to allow successful protection of
the Volume Group? (Choose two.)

A. The Protection Policy applied on Volume Group has a NearSync snapshot schedule applied.
B. The Protection Policy applied on Volume Group has an Async snapshot schedule applied.
C. Volume Group is protected in a legacy protection domain.

D. Volume Group is not protected in a legacy protection domain.

Answer: A,C

Explanation:

The alert A130357 - VolumeGroupProtectionFailedOnPC in a Nutanix environment indicates a failure to protect a Volume Group
(VG) in a Protection Domain (PD) managed through Prism Central (PC). Nutanix Volumes, part of Nutanix Unified Storage (NUS),
provides block storage via iISCSI, and Volume Groups can be protected using Protection Domains for snapshots and replication.
The alert suggests that the protection process failed, likely due to incompatible configurations.

Understanding the Issue:

* Volume Group Protection: A Volume Group in Nutanix Volumes can be added to a Protection Domain in Prism Central for data
protection (e.g., snapshots, replication).

* Protection Failed on PC: The failure occurred during the protection process, managed through Prism Central, indicating an issue
with the Protection Domain or policy settings.

* Conditions to Address: The failure is likely due to configuration mismatches or unsupported settings in the Protection Domain or
policy.

Analysis of Conditions:

* Option A (Volume Group is protected in a legacy protection domain): Correct. A "legacy protection domain refers to an older
protection mechanism in Nutanix (e.g., from earlier AOS versions) that may not be fully compatible with newer Prism Central
features or Volume Group protection workflows. Ifthe Volume Group is part of a legacy PD, the protection process may fail due to
deprecated features or APIs. Addressing this mvolves migrating the Volume Group to a modern Protection Domain in Prism Central,
ensuring compatibility.

* Option B (The Protection Policy applied on Volume Group has an Async snapshot schedule applied): Incorrect. An Async
(asynchronous) snapshot schedule is a standard and supported configuration for Volume Group protection in a Protection Domain.
Async schedules take snapshots at intervals (e.g., hourly, daily) and replicate them to a remote site, and this does not cause
protection failures-it's a valid setup.

* Option C (The Protection Policy applied on Volume Group has a NearSync snapshot schedule applied): Correct. NearSync is a
near-synchronous replication schedule (e.g., 1-minute RPO, as in Question 24) that is supported for VMs and some Nutanix Files
configurations, but it is not supported for Volume Groups in a Protection Domain. If'a NearSync schedule is applied to a Volume
Group's Protection Policy, the protection will fail because Volume Groups only support Async schedules.

Addressing this involves changing the schedule to an Async policy, which is compatible with Volume Groups.

* Option D (Volume Group is not protected in a legacy protection domain): Incorrect. This option suggests that the Volume Group
is already in a modern (non-legacy) Protection Domain, which would not cause the failure. The issue lies in specific conditions (e.g.,
legacy PD or incompatible schedule), so this option does not identify a condition that needs addressing,

Selected Conditions:

* A: A legacy Protection Domain can cause compatibility issues, leading to protection failures. Migrating to a modern PD in Prism
Central resolves this.

* C: A NearSync schedule is not supported for Volume Groups, causing the protection to fail. Switching to an Async schedule
ensures compatibility.

Why These Conditions?

* Legacy Protection Domain (A): Legacy PDs may use outdated mechanisms that are incompatible with Prism Central's modern
protection workflows for Volume Groups, causing failures.



* NearSync Schedule (C): Volume Groups in a Protection Domain only support Async snapshot schedules. A NearSync schedule,
designed for low-RPO replication, is not supported and will cause the protection process to fail.

Exact Extract from Nutanix Documentation:

From the Nutanix Prism Alerts Reference Guide (available on the Nutanix Portal):

"Alert A130357 - VolumeGroupProtectionFailedOnPC: This alert is triggered when Volume Group protection fails in a Protection
Domain managed through Prism Central. Common causes include:

* The Volume Group is protected in a legacy protection domain, which is not fully compatible with modern Prism Central
workflows. Migrate the Volume Group to a modern Protection Domain.

* The Protection Policy applied to the Volume Group has a NearSync snapshot schedule, which is not supported for Volume
Groups. Change the schedule to an Async policy to allow successful protection.”

Nutanix Prism Alerts Reference Guide, Version 6.0, Section: "Alert A130357 - VolumeGroupProtectionFailedOnPC" (Nutanix
Portal).

Nutanix Volumes Administration Guide, Version 6.0, Section: "Protecting Volume Groups with Protection Domains” (Nutanix
Portal).

Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Section: "Nutanix Volumes Data Protection'.

NEW QUESTION # 68
Deploying Files mnstances require which two mmimum resources? (Choose two)

A. 12 GiB of memory per host
B. 8 GiB of memory per host
C. 8 vCPUs per host

D. 4 vCPUs per host

Answer: B,D

Explanation:

The two mmimum resources that are required for deploying Files instances are 8 GiB of memory per host and 4 vCPUs per host.
Memory and vCPUs are resources that are allocated to VMs (Virtual Machines) to run applications and processes. Files instances
are file server instances (FSIs) that run on FSVMs (File Server VMs) on a Nutanix cluster. FSVMs require at least 8 GiB of
memory and 4 vCPUs per host to finction properly and provide SMB and NFS access to file shares and exports. The administrator
should ensure that there are enough memory and vCPUs available on each host before deploying Files instances. Reference: Nutanix
Files Admnistration Guide, page 27; Nutanix Files Solution Guide, page 6

NEW QUESTION # 69
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