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NEW QUESTION # 41
Which two statements about conserve mode are true? (Choose two.)

¢ A FortiGate exits conserve mode when the system memory goes below the configured green threshold.

¢ B. FortiGate starts taking the configured action for new sessions requiring content inspection when the system memory
reaches the configured red threshold.

¢ C. FortiGate starts dropping all new sessions when the system memory reaches the configured red threshold.

¢ D. FortiGate enters conserve mode when the system memory reaches the configured extreme threshold.

Answer: A.B
NEW QUESTION # 42
Refer to the exhibits, which contain the partial configurations of two VPNs on FortiGate.

config vpn ipsec phasel-interface
edit "user-1"
set type dynamic
set interface "portl"
set mode main
set xauthtype auto
set authusrgrp "Users-1"
set peertype any
set dhgrp 14 15 19
set proposal aesl28-sha256 a€s256-sha3js4
set psksecret <encrypted password>
next

Exhibit 2

config/vpn ipsec phasel-interface
edits "user-2"
set type dynamic
set interface "portl”
set mode main
set xauthtype auto
set authusrgrp "Users-2"
set peertype any
set dhgrp 14 15 19
set propocsal aesl28-sha256 aes?56-sha3B4
set psksecret <encrypted password>
next

An admmistrator has configured two VPNs for two different user groups. Users who are in the Users-2 group are not able to
connect to the VPN. After running a diagnostics command, the administrator discovers that FortiGate is not matching the user-2
VPN for members of the Users-2 group.

Which two changes must the administrator make to fix the issue? (Choose two.)

A. Change to aggressive mode on both VPNSs.
B. Enable XAuth on both VPNs.

C. Use different pre-shared keys on both VPNS.
D. Set up specific peer IDs on both VPNS.

Answer: A,D

NEW QUESTION # 43
Refer to the exhibit, which shows the output of diagnose sys session list.



Diagnose output F = H I II IE I
- .

‘ 4 diagnose sys session list
session info: proto=6 proto_state=01 duration=73 expire=3597 timeout=3600
| flags=00000000 sockflag=0000C000 sockport=0 av_idx=0 use=3
origin-shaper=
reply-shaper=
per_ip shaper=
class_id=0 ha_id=0 policy dir=0 tunnel=/ wlan cos=0/255
| state=may dirty synced none app_ntf
statistic (bytes/packets/allow_err): org=822/11/1 reply=9037/15/1 tuples=2
orgin->sink: org pre->post, reply pre->post dev=4->2/2->4
gwy=100.64.1.254/10.0.1.10
| hook=post dir=org act=snat-10.0.1.10:65464->54.192.15.182:80 (100.64.1.1:65464)
‘ hcok=pre dir=reply act=dnat 54.192.15.182:80->100.64.1.1:65464(10.0.1.10:65464)

pos/ (before, after) 0/ (0,0), 0O/ (0,0)

misc=0 policy_id=1 auth_info=0 chk_client_info=0 wd=0
| serial=00000098 tos=ff/if ips view=0 app list=0 app=0
| dd_type=0 dd_mode=0

Ifthe HA ID for the primary device is 0, what happens if the primary fails and the secondary becomes the primary?

e A. The secondary device has this session synchronized; however, because application control is applied, the session is
marked dirty and has to be re-evaluated after failover.

B. Traffic for this session continues to be permitted on the new primary device after failover, without requiring the client to
restart the session with the server.

e C. The session state is preserved but the kernel will need to re-evaluate the session because NAT was applied.

D. The session will be removed from the session table of the secondary device because of the presence of allowed error
packets, which will force the client to restart the session with the server.

Answer: B

NEW QUESTION # 44
Refer to the exhibit, which shows the partial output of FortiOS kernel slabs.
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‘Which statement is true?

¢ A The total slab size of the sctp_session slab is 0 kB and is associated with the user space.
¢ B. The total slab size of the ip6_session slab is 1300 kB and is associated with the kernel.

o (. The total slab size of the tcp_session slab is 7500 kB and is associated with the kernel.

e D. The total slab size of the ip_session slab is 3600 kB and is associated with the user space.

Answer: C

NEW QUESTION # 45
Refer to the exhibit, which contains partial output from an IKE real-time debug,



Debug output

ike 0:624000:98: responder: main mode get 1st message...

ike 0:624000:98: VID DPD AFCAD71368A1F1C96BBG9GFCTT570100

ike 0:624000:98: VID FRAGMENTATION 4048BT7DSGEBCEEB8525ETDETFO0DSC2D3

ike 0:624000:98: VID FRAGMENTATION 4048B7DS6EBCEEB525E7DETFO0DEC2D3CO00C000
ike 0:624000:98: VID FORTIGATE B299031757A36082C6A621DEQOOCO000

ike 0:624000:968: incoming proposal:

ike 0:624000:98: proposal id = 0:

ike 0:624000:98: protoceol id = ISAKMP:

ike D:624000:98: trans_id = KEY_IKE.

ike 0:624000;:98: encapsulation = IKE/none

ike 0:624000:98; type=CAKLEY ENCRYPT ALG, val=AES CBC, key-len=256
ike 0:624000:98: type CAXKLEY HASH ALG, wval=SHAZ 256.

ike 0:624000:98: type=AUTH_METHOD, val=PRESHARED KEY.

ike 0:624000:98: type=0AKLEY GROUP, wval-MODP2048.

r:i‘:mlmrk lifetime=86400

ey U: a i i id = D:

ike 0:624000;:98: protocol id = ISAKMP:

ike 0:624000:98: trans_id = KEY_IKE.

ike 0:624000:98: encapsulation = IKE/none

ike 0:624000:98: type CAKLEY ENCRYPT ALG, Wal®AES CBC; key-len=256

ike 0:624000:98: type=CAKLEY HASH_ALG,yvELl=SHA2_ 256.

ike 0:624000:98;: type-AUTH METHCD," val=PRESHARED KEY.

ike 0:624000:98: type=CAKLEY GRCUP, val=MODP1536.

ike 0:624000:98;: ISAKMP, SK _lifet ime=86400

ike 0:624000;98: my propcsal, gw Remotesite:

ike 0:624000:98: preposal id = 1:

ike 0:624000%98: protocol id - ISAKME:

ike 0:624000:98: trans_id = KEY_IKE.

ike 0:624000:98: encapsulation = IKE/none

ike 0:620000:98; type=CAKLEY ENCRYPT ALG, val=AES CBC, key-len=128

ike 0:624000:98: type=CAKLEY HASH ALG, wval=SHA.

ike 0:624000:98: type=AUTH METHOD, val=PRESHARED KEY.

ike 0:624000:98: type=CAKLEY_ GRCUP, val-MODP2048.

ike 0:624000:98: ISAKMP SA lifetime=86400

ike 0:624000:98: proposal id = 1:

ike 0:624000:98: protocol id = ISAKMP:
0:624000:98: trans id = KEY IKE.
D:624000:98¢ encapsulation = IKE/none
0:624000:98: type=0AKLEY_ ENCRYPT_ALG, val=AES CBC, key-len=128
0:624000:98: type=CAKLEY HASH ALG, wval=SHA.
0:624000:98: type=AUTH METHCD, val=PRESHARED KEY.
0:624000:98: type=CAKLEY GROUP, val=MODF1536.
0:624000:98: ISAEMP SA lifetime=86400
0:624000:98: negotiation failure
Negot:: 6§24eaTblbbal76fb/0000000000000000:98: no SA proposal chosen

The administrator does not have access to the remote gateway.
Based on the debug output, which configuration change the administrator make to the local gateway to resolve the phase 1
negotiation error?

e A. Inthe phase 1 network configuration, set the IKE version to 2.

e B. Inthe phase 1 proposal configuration, add AESCBC-SHA?2 to the list of encryption algorithis.
e C. Inthe phase 1 proposal configuration, add AES128-SHA128 to the list of encryption algorithims.
¢ D. Inthe phase 1 proposal configuration, add AES256-SHA256 to the list of encryption algorithirs.

Answer: D

NEW QUESTION # 46
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