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NEW QUESTION # 188 
Your company has an application that is running on multiple instances of Compute Engine. It generates 1 TB per day of logs. For
compliance reasons, the logs need to be kept for at least two years. The logs need to be available for active query for 30 days. After
that, they just need to be retained for audit purposes. You want to implement a storage solution that is compliant, minimizes costs,
and follows Google-recommended practices.
What should you do?

A. 1. Install the Cloud Ops agent on all instances.
2. Create a sink to export logs into a regional Cloud Storage bucket.
3. Create an Object Lifecycle rule to move files into a Coldline Cloud Storage bucket after one month.
4. Configure a retention policy at the bucket level to create a lock.
B. 1. Write a daily cron job, running on all instances, that uploads logs into a Cloud Storage bucket.
2. Create a sink to export logs into a regional Cloud Storage bucket.
3. Create an Object Lifecycle rule to move files into a Coldline Cloud Storage bucket after one month.
C. 1. Install the Cloud Ops agent on all instances.
2. Create a sink to export logs into a partitioned BigQuery table.
3. Set a time_partitioning_expiration of 30 days.
D. 1. Create a daily cron job, running on all instances, that uploads logs into a partitioned BigQuery table. 2. Set a
time_partitioning_expiration of 30 days.

Answer: A

Explanation:
Explanation
The practice for managing logs generated on Compute Engine on Google Cloud is to install the Cloud Logging agent and send them
to Cloud Logging.
The sent logs will be aggregated into a Cloud Logging sink and exported to Cloud Storage.
The reason for using Cloud Storage as the destination for the logs is that the requirement in question requires setting up a lifecycle
based on the storage period.
In this case, the log will be used for active queries for 30 days after it is saved, but after that, it needs to be stored for a longer period
of time for auditing purposes.
If the data is to be used for active queries, we can use BigQuery's Cloud Storage data query feature and move the data past 30 days
to Coldline to build a cost-optimal solution.
Therefore, the correct answer is as follows
1. Install the Cloud Logging agent on all instances.
Create a sync that exports the logs to the region's Cloud Storage bucket.
3. Create an Object Lifecycle rule to move the files to the Coldline Cloud Storage bucket after one month. 4.
4. set up a bucket-level retention policy using bucket locking."

NEW QUESTION # 189 
Your architecture calls for the centralized collection of all admin activity and VM system logs within your project.
How should you collect these logs from both VMs and services?

A. Launch a custom syslogd compute instance and configure your GCP project and VMs to forward all logs to it.
B. Stackdriver automatically collects admin activity logs for most services. The Stackdriver Logging agent must be installed on
each instance to collect system logs.
C. Install the Stackdriver Logging agent on a single compute instance and let it collect all audit and access logs for your
environment.
D. All admin and VM system logs are automatically collected by Stackdriver.

Answer: B

Explanation:
https://cloud.google.com/logging/docs/agent/default-logs

NEW QUESTION # 190 
For this question, refer to the EHR Healthcare case study. In the past, configuration errors put public IP addresses on backend
servers that should not have been accessible from the Internet. You need to ensure that no one can put external IP addresses on
backend Compute Engine instances and that external IP addresses can only be configured on frontend Compute Engine instances.



What should you do?

A. Create an Identity and Access Management (IAM) policy that maps the IT staff to the compute.networkAdmin role for
the organization.
B. Revoke the compute.networkAdmin role from all users in the project with front end instances.
C. Create a custom Identity and Access Management (IAM) role named GCE_FRONTEND with the
compute.addresses.create permission.
D. Create an Organizational Policy with a constraint to allow external IP addresses only on the frontend Compute Engine
instances.

Answer: D

Explanation:
Explanation
https://cloud.google.com/compute/docs/ip-addresses/reserve-static-external-ip-address#disableexternalip

NEW QUESTION # 191 
For this question, refer to the Dress4Win case study. You are responsible for the security of data stored in Cloud Storage for your
company, Dress4Win. You have already created a set of Google Groups and assigned the appropriate users to those groups. You
should use Google best practices and implement the simplest design to meet the requirements.
Considering Dress4Win's business and technical requirements, what should you do?

A. Assign custom IAM roles to the Google Groups you created in order to enforce security requirements.
Encrypt data with a customer-supplied encryption key when storing files in Cloud Storage.
B. Assign predefined IAM roles to the Google Groups you created in order to enforce security requirements. Ensure that the
default Cloud KMS key is set before storing files in Cloud Storage.
C. Assign predefined IAM roles to the Google Groups you created in order to enforce security requirements.
Utilize Google's default encryption at rest when storing files in Cloud Storage.
D. Assign custom IAM roles to the Google Groups you created in order to enforce security requirements.
Enable default storage encryption before storing files in Cloud Storage.

Answer: B

Explanation:
Reference:
https://cloud.google.com/iam/docs/understanding-service-accounts

NEW QUESTION # 192 
Your development team has installed a new Linux kernel module on the batch servers in Google Compute Engine (GCE) virtual
machines (VMs) to speed up the nightly batch process. Two days after the installation,
50% of web application deployed in the same
nightly batch run. You want to collect details on the failure to pass back to the development team. Which three actions should you
take? Choose 3 answers

A. Use Stackdriver Logging to search for the module log entries.
B. Use gcloud or Cloud Console to connect to the serial console and observe the logs.
C. Read the debug GCE Activity log using the API or Cloud Console.
D. Export a debug VM into an image, and run the image on a local server where kernel log messages will be displayed on the
native screen.
E. Identify whether a live migration event of the failed server occurred, using in the activity log.
F. Adjust the Google Stackdriver timeline to match the failure time, and observe the batch server metrics.

Answer: A,B,F
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......
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