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Sample Questions (Q259-Q264):

NEW QUESTION # 259
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Refer to the exhibit. A user must be granted management access to the Cisco Nexus 9000 Series Switch using AAA servers The
RADIUS servers are configured to accept login requests from the same Layer 2 subnet of the switch The user must be permitted to
log in with these requirements:

* RADIUS server 1 must be used to log in via a console.

* RADIUS server 2 nust be used to log in via SSH.

‘WOhich two actions meet these requirements?

A. Enable command authorization to RAD1 and RAD2 for all successful logins.

B. Change the dead timer for RADI and RAD2 to 1 minute.

C. Set the RADIUS source interface to be mgmt0 for group RAD1 and VLAN 22 for group RAD2

D. Configure the authentication login to use group RADI for console and group RAD?2 for remote access.

Answer: A,D

NEW QUESTION # 260
Port security is enabled on a Cisco MDS 9000 series Switch. Which statement is true?

A. Port security can be enabled only globally and affects all VSANS.

B. Any devices currently logged in must be added manually to the device databased.
C. Auto-learning is always enabled automatically when port security is enabled.

D. Cisco Fabric Services must be disabled before enabling port security.

Answer: C

NEW QUESTION # 261
When using Overlay Transport Virtualization (OTV), how do L2 multicast frames traverse the overlay?

e A The L2 muilticast frames are encapsulated in an OTV packet using the configured data-group multicast address for
transport

¢ B. The L2 muilticast frames are forwarded natively across the overlay based on their multicast IDs

e C. The L2 muilticast frames are dropped because multicast cannot be carried across the overlay

e D. The L2 muilticast frames are encapsulated in an OTV packet using the configured control-group multicast address for
transport



Answer: A

NEW QUESTION # 262

An engineer nwsst automate the provisioning of Cisco ACI objects using the Terraform tool. The engneer must ensure that APIC
counts the authentication login requests against the threshold to avoid a DOS attack. Which configuration must be used in Terraform
to accomplish these goals?

A. resources with user ID and password

B. provider with signature-based authentication
C. resources with signature-based authentication
D. provider with user ID and password

Answer: B

Explanation:

To automate the provisioning of Cisco ACI objects using Terraform while ensuring that APIC counts the authentication login
requests against the threshold to avoid a DOS attack, signature-based authentication should be used. This method mvolves obtaining
an authentication token from Cisco APIC, which will use the token to authenticate. However, APIC counts these authentication
requests and applies a threshold to prevent DOS attacks. After too many attempts, the user ID and password authentication method
may fail as the threshold is exceeded. To circumvent this issue, signature-based authentication is recommended, where a signature is
calculated using a private key and passed with the request. This signature is then used to authenticate the user without being counted
against the threshold, thus avoiding the risk of exceeding it and failing authentication.

References: The information is based on the Terraform documentation provided by CiscoDevNet

NEW QUESTION # 263
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Refer to the exhibits An engineer must implement a SPAN session that sends a copy of all VLAN 11 traffic on NSK 1 to the Traffic
Capturing Device The configuration that is presented is already applied to the Cisco UCS Manager. Which additional action meets
the objective'?

A. Select the Clear Destination feature.

B. Create a LAN traffic monitoring session.

C. Assign the VLAN to the monitored port.

D. Choose VLAN 11 under the VSANS section.

Answer: B

Explanation:

To meet the objective of sending a copy of all VLAN 11 traffic on N5K 1 to the Traffic Capturing Device, creating a LAN traffic
monitoring session is the necessary action. This session will capture the specified VLLAN traffic and forward it to the designated
capturing device for analysis or monitoring purposes. The existing configuration in Cisco UCS Manager needs to be complemented
with this session to achieve the desired traffic capture.

NEW QUESTION # 264
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