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CompTIA Cloud+ (2024) Sample Questions (Q87-Q92):

NEW QUESTION # 87
Which of the following are best practices when working with a source control system? (Select two).

A. Initiating a pull request

B. Pushing code directly to production
C. Performing code deployment

D. Merging code often

E. Committing code often

F. Maintaining one branch for all features

Answer: D.E

Explanation:

Best practices when working with a source control system include merging code often to ensure that changes from different team
members are integrated regularly, reducing integration issues. Committing code often is also recommended to save small changes
frequently, which helps in tracking changes and resolving issues more effectively.
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Reference: Source control system best practices are part of the software development and deployment guidelines discussed in the
CompTIA Cloud+ examination objectives.

NEW QUESTION # 88
A cloud architect attempts to modify a protected branch but is unable to do so. The architect receives an error indicating the action
cannot be completed. Which of the following should the architect try instead”

A. Adding a new remote
B. Rebasing the branch
C. Merging the branch
D. Creating a pull request

Answer: D

Explanation:

‘When unable to modify a protected branch directly, the recommended approach is to create a pull request. This allows changes to
be reviewed and approved by authorized personnel before being merged into the protected branch, maintaining code integrity and
compliance with the project's workflow and policies.

NEW QUESTION # 89

A customer is migrating applications to the cloud and wants to grant authorization based on the classification levels of each system
Which of the following should the customer implement to ensure authorisation to systems is granted when the user and system
classification properties match? (Select two).

A. Multifactor authentication
B. Token-based authentication
C. Role-based access control
D. Bastion host

E. Resource tagging

F. Discretionary access control

Answer: C,F

Explanation:

Discretionary Access Control (DAC) and Role-Based Access Control (RBAC) are effective methods for granting authorization
based on system classification levels. DAC allows resource owners to grant access rights, making it flexible for environments with
varying classification levels. RBAC assigns permissions based on roles within an organization, aligning access rights with the user's
job functions and ensuring that users access only what is necessary for their role, which can be mapped to system classifications.
CompTIA Cloud+ content covers various access control models, emphasizing the importance of implementing appropriate security
measures that align with organizational policies and classification levels to ensure secure and authorized access to cloud systens.

NEW QUESTION # 90

SIMULATION 5

A conpany has decided to scale its e-commerce application from its corporate datacenter to a commercial cloud provider to meet
an anticipated increase in demand during an upcoming holiday.

The majority of the application load takes place on the application server under normal conditions. For this reason, the company
decides to deploy additional application servers mnto a commercial cloud provider using the on-premises orchestration engine that
mstalls and configures common software and network configurations.

The remote computing environment is connected to the on-premises datacenter via a site-to-site IPSec tunnel. The external DNS
provider has been configured to use weighted round-robin routing to load balance connections from the Internet.

During testing, the company discovers that only 20% of connections completed successfully.

INSTRUCTIONS

Review the network architecture and supporting documents and fulfill these requirements:

Part 1:

Analyze the configuration of the following components: DNS, Firewall 1, Firewall 2, Router 1,

o
Router 2, VPN and Orchestrator Server.
Identify the problematic device(s).



m
Part 2:
Identify the correct options to provide adequate configuration for hybrid cloud architecture.

m
Ifat any time you would like to bring back the mnitial state of the simulation, please click the Reset All button.
Part 1:
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Part 2:
Only select a maximum of TWO options from the multiple choice question. (Choose two.)

[] Deploy a Replica of the Database Server in the Cloud Provider.
[] Update the PSK (Pre-shared key) in Router 2.
[0 Update the A record on the DNS from 2.2.2.2 to 1.1911.

ClePromote-genylAllto allow Allin Firewall 4-and Firewall 2.

[ Change the Address Space an Router 2.

[0 Change interpal IP Address of Router 1.
[0 Reverse the Weight property in the two CNAME records on the DNS.

[] Add the Application Server at on-premises to the Load Balancer.

Answer:

Explanation:

Part 1: Router 2

The problematic device is Router 2, which has an incorrect configuration for the IPSec tunnel.

The IPSec tunnel is a secure connection between the on-premises datacenter and the cloud provider, which allows the traffic to flow
between the two networks. The IPSec tunnel requires both endpoints to have matching parameters, such as the IP addresses, the
pre-shared key (PSK), the encryption and authentication algorithms, and the security associations (SAs) .

According to the network diagram and the configuration files, Router 2 has a different PSK and a different address space than
Router 1. Router 2 has a PSK of "1234567890", while Router 1 has a PSK of"0987654321". Router 2 has an address space of
10.0.0.0/8, while Router 1 has an address space of 192.168.0.0/16. These mismatches prevent the IPSec tunnel from establishing
and encrypting the traffic between the two networks.

The other devices do not have any obvious errors in their configuration. The DN'S provider has two CNAME records that point to
the application servers in the cloud provider, with different weights to balance the load. The firewall rules allow the traffic fromand to
the application servers on port 80 and port 443, as well as the traffic fromand to the VPN server on port 500 and port

4500. The orchestration server has a script that installs and configures the application servers in the cloud provider, using the DHCP
server to assign [P addresses.

Part 2:

The correct options to provide adequate configuration for hybrid cloud architecture are:

- Update the PSK (Pre-shared key) in Router 2.

- Change the Address Space on Router 2.

These options will fix the [PSec tunnel configuration and allow the traffic to flow between the on- premises datacenter and the cloud
provider. The PSK should match the one on Router 1, which is "0987654321". The address space should also match the one on
Router 1, which is



192.168.0.0/16.

NEW QUESTION # 91
A company serves customers globally from its website hosted in North America. A cloud engineer recently deployed new instances
of the website in the Europe region. Which of the following is the most likely reason?

A. To simplify workflow
B. To enhance security
C. To reduce latency

D. To decrease cost

Answer: C

Explanation:

The most likely reason for deploying new instances of a website in the Europe region, in addition to the ones hosted in North
Anmrerica, is to reduce latency for users located in Europe. By having the website's resources closer to the end-users, the data has a
shorter distance to travel, resulting in faster load times and better performance. References: CompTIA Cloud+ Study Guide (Exam
CV0-004) by Todd Montgomery and Stephen Olson

NEW QUESTION # 92

Three versions of CV0-004 test materials are available. You can choose the one you prefer to have a practice. CV0-004 PDF
version is printable, and if you prefer to practice on paper, this version will be your best choice. You can print them into hard one,
and take them with you. CV0-004 Soft test engine can stimulate the real exam environment, and this version will help you to relieve
your nerves. CV0-004 Online test engine supports all web browsers, with this version you can have a brief review of what you have
finished last time.
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