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CompTIA Server+ Certification Exam Sample Questions (Q416-Q421):
NEW QUESTION # 416 
A technician noted the RAID hard drives were functional while troubleshooting a motherboard failure. The technician installed a
spare motherboard with similar specifications and used the original components. Which of the following should the technician do to
restore operations with minimal downtime?

A. Configure old drives to RAID.
B. Reconfigure the RAID.
C. Reinstall the OS and programs.
D. Install from backup.

Answer: B

Explanation:
RAID (Redundant Array of Independent Disks) is a technology that combines multiple hard drives into a logical unit that provides
improved performance, reliability, or capacity. RAID can be implemented by hardware, software, or a combination of both.
Hardware RAID uses a dedicated controller to manage the RAID array, while software RAID uses the operating system or a driver
to do the same1.
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In this scenario, the technician noted that the RAID hard drives were functional while troubleshooting a motherboard failure. This
means that the data on the drives was not corrupted or lost. However, the technician installed a spare motherboard with similar
specifications and used the original components. This means that the new motherboard may not have the same RAID configuration
as the old one, or it may not recognize the existing RAID array at all. Therefore, the technician needs to reconfigure the RAID in
order to restore operations with minimal downtime.

NEW QUESTION # 417 
A recent power Outage caused email services to go down. A sever administrator also received alerts from the datacenter's UPS.
After some investigation, the server administrator learned that each POU was rated at a maximum Of 12A.
INSTRUCTIONS
Ensure power redundancy is implemented throughout each rack and UPS alarms are resolved. Ensure the maximum potential PDU
consumption does not exceed 80% or 9.6A).
a. PDU selections must be changed using the pencil icon.
b. VM Hosts 1 and 2 and Mail Relay can be moved between racks.
c. Certain devices contain additional details

Answer:

Explanation:

Explanation
Graphical user interface, application Description automatically generated



NEW QUESTION # 418 
A server administrator has received calls regarding latency and performance issues with a file server. After reviewing all logs and
server features the administrator discovers the server came with four Ethernet ports, out only one port is currently in use. Which of
the following features will enable the use of all available ports using a single IP address?

A. Network address translation
B. in-band management
C. NIC teaming
D. Round robin

Answer: C

Explanation:
Explanation
NIC teaming is a feature that allows the use of multiple network interface cards (NICs) as a single logical interface with a single IP
address. It can improve the network performance, bandwidth, and redundancy of a server. Verified References: [NIC teaming],
[Network interface card]

NEW QUESTION # 419 
A server administrator receives the following output when trying to ping a local host:

Which of the following is MOST likely the issue?

A. DHCP
B. Firewall
C. VLAN



D. DNS

Answer: B

Explanation:
A firewall is a network device or software that filters and controls the incoming and outgoing traffic based on predefined rules. A
firewall can block or allow certain types of packets, ports, protocols, or IP addresses. The output of the ping command shows that
the local host is unreachable, which means that there is no network connectivity between the source and the destination. This could
be caused by a firewall that is blocking the ICMP (Internet Control Message Protocol) packets that ping uses to test the
connectivity. References: https://www.comptia.org/training/resources/exam-objectives/comptia-server-sk0-005-exam-objectives
(Objective 2.2)

NEW QUESTION # 420 
A system administrator has been alerted to a zero-day vulnerability that is impacting a service enabled on a server OS. Which of the
following would work BEST to limit an attacker from exploiting this vulnerability?

A. Enabling antivirus protection
B. Enabling a NIDS
C. Closing open ports
D. Installing the latest patches

Answer: D

Explanation:
The best way to limit an attacker from exploiting a zero-day vulnerability that is impacting a service enabled on a server OS is to
install the latest patches. Patches are updates that fix bugs, improve security, or add features to software. Installing patches can help
prevent attackers from exploiting known vulnerabilities that have been fixed by the software vendor. A zero-day vulnerability is a
vulnerability that is unknown to the vendor or the public until it is exploited by an attacker. Therefore, installing patches as soon as
they are available can reduce the window of opportunity for attackers to exploit zero-day vulnerabilities. Reference:
https://www.ibm.com/cloud/learn/patch-management
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......
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