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ISC Certified Cloud Security Professional Sample Questions (Q140-Q145):
NEW QUESTION # 140 
You work for a government research facility. Your organization often shares data with other government research organizations.
You would like to create a single sign-on experience across the organizations, where users at each organization can sign in with the
user ID/authentication issued by that organization, then access research data in all the other organizations.
Instead of replicating the data stores of each organization at every other organization (which is one way of accomplishing this goal),
you instead want every user to have access to each organization's specific storage resources.
If you don't use cross-certification, what other model can you implement for this purpose?

A. Cloud reseller
B. Third-party identity broker
C. Intractable nuanced variance
D. Mandatory access control (MAC)

Answer: B

NEW QUESTION # 141 
If a company needed to guarantee through contract and SLAs that a cloud provider would always have available sufficient resources
to start their services and provide a certain level of provisioning, what would the contract need to refer to?

A. Limit
B. Reservation
C. Assurance
D. Guarantee

Answer: B

Explanation:
A reservation guarantees to a cloud customer that they will have access to a minimal level of resources to run their systems, which
will help mitigate against DoS attacks or systems that consume high levels of resources.
A limit refers to the enforcement of a maximum level of resources that can be consumed by or allocated to a cloud customer,
service, or system. Both guarantee and assurance are terms that sound similar to reservation, but they are not correct choices.

NEW QUESTION # 142 
Which of the following is NOT a factor that is part of a firewall configuration?

A. Port
B. Source IP
C. Encryption
D. Protocol

Answer: C

Explanation:
Explanation/Reference:
Explanation:
Firewalls take into account source IP, destination IP, the port the traffic is using, as well as the network protocol (UDP/TCP).
Whether or not the traffic is encrypted is not something a firewall is concerned with.

NEW QUESTION # 143 
Within an Infrastructure as a Service model, which of the following would NOT be a measured service?

A. Number of users
B. Storage
C. CPU
D. Memory



Answer: A

Explanation:
Within IaaS, the number of users on a system is not relevant to the particular hosting model in regard to cloud resources. IaaS is
focused on infrastructure needs of a system or application.
Therefore, a factor such as the number of users that could affect licensing requirements, for example, would apply to the SaaS
model, or in some instances to PaaS.

NEW QUESTION # 144 
ISO/IEC has established international standards for many aspects of computing and any processes or procedures related to
information technology.
Which ISO/IEC standard has been established to provide a framework for handling eDiscovery processes?

A. ISO/IEC 27040
B. ISO/IEC 27050
C. ISO/IEC 27001
D. ISO/IEC 27002

Answer: B

Explanation:
ISO/IEC 27050 strives to establish an internationally accepted standard for eDiscovery processes and best practices. It
encompasses all steps of the eDiscovery process, including the identification, preservation, collection, processing, review, analysis,
and the final production of the requested data archive. ISO/IEC 27001 is a general security specification for an information security
management system. ISO/IEC 27002 gives best practice recommendations for information security management. ISO/IEC 27040 is
focused on the security of storage systems.

NEW QUESTION # 145
......

At the moment you come into contact with our CCSP learning guide you can enjoy our excellent service. You can ask our staff
about what you want to know. After full understanding, you can choose to buy our CCSP exam questions. If you use the CCSP
study materials, you have problems that you cannot solve. Just contact with us via email or online, we will deal with you right away.
And we offer 24/7 online service. So if you have any problem, you can always contact with us no matter any time it is.
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