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WGU Managing Cloud Security (JY02) Sample Questions (Q24-Q29):
NEW QUESTION # 24 
In most redundant array of independent disks (RAID) configurations, data is stored across different disks.
Which method of storing data is described?

A. Archiving
B. Mapping
C. Crypto-shredding
D. Striping

Answer: D

Explanation:
The method described isstriping, which is a technique used in RAID configurations to improve performance and distribute risk.
Striping involves splitting data into smaller segments and writing those segments across multiple disks simultaneously. For example, if
a file is divided into four parts, each part is written to a separate disk in the RAID array.
This parallelism enhances input/output (I/O) performance because multiple drives can be accessed at once. It also provides resilience
depending on the RAID level. While striping by itself (RAID 0) increases performance but not redundancy, when combined with
mirroring or parity (e.g., RAID 5 or RAID 10), it offers both speed and fault tolerance.
The purpose of striping in the data management context is to optimize how data is stored, accessed, and protected. It is
fundamentally different from archiving, mapping, or crypto-shredding, as those serve different objectives (long-term storage, logical
placement, or secure deletion). Striping is central to high-performance storage systems and supports availability in mission-critical
environments.

NEW QUESTION # 25 
Which section of a contract includes the customer's right to audit the vendor to verify whether the vendor is fulfilling its contractual
obligations?

A. Assurance
B. Termination
C. Litigation
D. Indemnification

Answer: A

Explanation:
TheAssurancesection of a contract specifies the customer's rights to verify that the vendor is meeting contractual and compliance
obligations. This often includes the right to audit, request independent certifications, or require compliance reports such as SOC 2 or
ISO 27001.
Indemnification deals with liability coverage, termination outlines exit conditions, and litigation describes dispute resolution
mechanisms. None of these provide the customer with ongoing oversight rights.
Audit rights are critical in cloud contracts to maintain transparency, enforce accountability, and verify that shared responsibility is
being upheld. Assurance provisions give customers confidence in the provider's security and operational practices, ensuring
compliance with industry regulations.

NEW QUESTION # 26 
Which group should be notified for approval when a planned modification to an environment is scheduled?

A. Change management board
B. Problem management team
C. Executive management board
D. Event management team
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Answer: A

Explanation:
TheChange Management Board (CMB), also called the Change Advisory Board (CAB), is the formal authority responsible for
reviewing, assessing, and approving planned modifications to IT environments. This group ensures that proposed changes align with
business objectives, do not introduce unnecessary risks, and comply with security and regulatory requirements.
Event management teams focus on monitoring events, problem management teams handle root-cause analysis, and executive boards
provide strategic direction but are not operational approval authorities. Only the CMB has the explicit role of validating technical and
security implications before implementation.
By involving the CMB, organizations enforce structured governance, minimize disruptions, and establish accountability. This practice
is central in ITIL and ISO/IEC 20000 standards, ensuring that operational integrity and security are preserved during change cycles.

NEW QUESTION # 27 
After selecting a new vendor, what should an organization do next as part of the vendor onboarding process?

A. It should terminate the relationship with the vendor and dissolve technical agreements, data transfers, and other
connections with the vendor.
B. It should evaluate and determine whether the vendor meets the organization's requirements by evaluating its security
policies.
C. It should confirm contractual details and arrange other details such as technical agreements, data transfers, and encryption
standards with the vendor.
D. It should monitor the practices of the vendor by performing audits and confirming that the vendor is meeting its contractual
agreements.

Answer: C

Explanation:
Once a vendor has been chosen, the onboarding phase requires confirmingcontractual details and arranging technical agreements.
This includes specifying encryption standards, data transfer methods, SLAs, and compliance responsibilities. These discussions
establish a clear foundation for the partnership.
Auditing and monitoring occur later, during ongoing vendor management. Evaluating requirements and policies occurs earlier, during
vendor selection. Terminating a relationship is an offboarding activity, not onboarding.
Clarifying technical and contractual details at onboarding ensures a secure, compliant, and efficient partnership. It reduces risks of
miscommunication and enforces accountability from the beginning.

NEW QUESTION # 28 
An organization is evaluating which cloud computing service model it should implement. It is considering either platform as a service
(PaaS) or software as a service (SaaS). Which risk associated with SaaS can the organization avoid by choosing PaaS?

A. Personnel threat
B. Natural disaster
C. Vendor lock-out
D. Vendor lock-in

Answer: D

Explanation:
WithSaaS, applications are delivered entirely by the provider, and customers have little to no control over the underlying platform or
data portability. This creates a higher risk ofvendor lock-in, as migrating away from one SaaS provider to another may require
reworking applications or losing features.
In contrast,PaaSgives customers more flexibility by allowing them to build, deploy, and manage their own applications while relying
on standardized frameworks and platforms. Because applications are customer- managed, switching providers or migrating
workloads can be easier compared to SaaS.
Vendor lock-out, personnel threats, and natural disasters are risks in any service model. The key differentiator here is portability and
flexibility. Choosing PaaS reduces dependence on a single provider's application features, thereby lowering vendor lock-in risk while
still offloading infrastructure management.
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