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What should the Architect consider before recommending a solution?

A. ShieldPlatform Encryption Limitations
B. A Default gateway restrictions
C. External gateway products in use
D. Considerations for using Deterministic Encryption

Answer: C

Explanation:
Explanation
Option A is correct because external gateway products in use can affect the performance and security of outbound integrations from
Salesforce to on-premise servers. External gateway products are software or hardware devices that act as intermediaries between
Salesforce and the on-premise servers, such as firewalls, proxies, load balancers, or VPNs. They can have different configurations,
features, and limitations that can impact the speed, reliability, and security of the data transmission. For example, some external
gateway products may require authentication, encryption, or compression of the data, which can add overhead and latency to the
integration. Some external gateway products may also have bandwidth or throughput limits, which can affect the scalability and
availability of the integration.
Therefore, the architect should consider the external gateway products in use before recommending a solution.
Option B is incorrect because a default gateway restriction is not a factor that can affect the performance and security of outbound
integrations from Salesforce to on-premise servers. A default gateway restriction is a feature that allows administrators to restrict
outbound requests from Salesforce to a specific IP address or domain name. This can help prevent unauthorized or malicious
requests from Salesforce to external systems. However, this feature does not affect the performance or security of the outbound
requests themselves, as it only acts as a filter for the destination of the requests.
Option C is incorrect because considerations for using deterministic encryption are not relevant for outbound integrations from
Salesforce to on-premise servers. Deterministic encryption is a type of encryption that produces the same ciphertext for the same
plaintext input. This can help preserve some functionality and performance of encrypted data in Salesforce, such as filtering, sorting,
and indexing.
However, deterministic encryption is not applicable for outbound integrations from Salesforce to on-premise servers, as it is only
supported for custom fields and not for standard fields or attachments.
Moreover, deterministic encryption does not affect the security of the data transmission itself, as it only encrypts the data at rest in
Salesforce.
Option D is incorrect because Shield Platform Encryption limitations are not relevant for outbound integrations from Salesforce to
on-premise servers. Shield Platform Encryption is a feature that allows administrators to encrypt sensitive data at rest in Salesforce
using AES 256-bit encryption. This can help protect data from unauthorized access or theft. However, Shield Platform Encryption
limitations are not relevant for outbound integrations from Salesforce to on-premise servers, as they only affect the functionality and
performance of encrypted data in Salesforce, such as searching, reporting, or validation rules. Shield Platform Encryption does not
affect the security of the data transmission itself, as it only encrypts the data at rest in Salesforce.
References: Salesforce Integration Patterns and Practices : Salesforce Integration Guide : Restrict Outbound Requests with a Default
Gateway : Deterministic Encryption : Shield Platform Encryption Considerations :
Shield Platform Encryption : Shield Platform Encryption Architecture

NEW QUESTION # 112 
An organization needs to integrate Salesforce with an external system and is considering authentication options. The organization
already has implemented SAML, using a third-party Identity Provider for integrations between other systems.
Which use case can leverage the existing SAML integration to connect Salesforce with other internal systems?

A. Make formula fields with HYPERLINK() to external web servers more secure.
B. Make Apex SOAP outbound integrations to external web services more secure.
C. A Make Apex REST outbound integrations to external web services more secure.
D. Make an API inbound integration from an external Java client more secure.

Answer: A

NEW QUESTION # 113 
Only authorized users are allowed access to the EBS and the Enterprise DMS.
Customers call Customer Support when they need clarification on their bills. Customer Support needs seamless access to customer
billing information from the E and view generated bills from the DMS.
Which three authorization and authentication needs should an integration consultant consider while integrating the DMS and ESB



with Salesforce?
should an integration consultant consider while integrating the DMS and ESB with Salesforce?
Choose 3 answers

A. Identify options to maintain DMS and EBS authentication and authorization details in Salesforce.
B. Consider options to migrate DMS and EBS into Salesforce.
C. Consider Enterprise security needs for access to DMS and EBS.
D. Users should be authorized to view information specific to the customer they are servicing without a need to search for
customer.
E. Users should be authenticated into DMS and EBS without having to enter username and password.

Answer: C,D,E

Explanation:
Explanation
The integration consultant should consider the following authorization and authentication needs while integrating the DMS and ESB
with Salesforce:
Users should be authorized to view information specific to the customer they are servicing without a need to search for customer.
This means that the integration should provide a seamless and contextual access to the customer billing information and generated
bills from the DMS and ESB, based on the customer record or case that the user is working on in Salesforce.
Consider Enterprise security needs for access to DMS and ESB. This means that the integration should comply with the security
policies and standards of the Enterprise, such as encryption, auditing, logging, monitoring, etc.
Users should be authenticated into DMS and ESB without having to enter username and password. This means that the integration
should use a single sign-on (SSO) mechanism that allows users to access multiple systems with one login credential, such as OAuth
or SAML34 References: Authorization Through Connected Apps and OAuth 2.0, Single Sign-On for Desktop and Mobile
Applications using SAML and OAuth

NEW QUESTION # 114 
Northern Trail Outfitters (NTO)has an affiliate company that would like immediate notifications of changes to opportunities in the
NTO Salesforce instance. The affiliate company has a CometD client available.
Which solution is recommended in order to meet the requirement?

A. A Implement a polling mechanism in the client that calls the SOAP API get updated method to get the ID values of each
updated record.
B. Create a connected app in the affiliate org and select the "Accept CometD API Requests".
C. Create a PushTopic update event on the Opportunity Object to allow the subscriber to react to the streaming API.
D. Configure External Services to call the subscriber in Apex in the Onchange Trigger event as part of the flow.

Answer: C

Explanation:
Streaming API is the best option for sending real-time notifications of changes to Salesforce data. Streaming API uses a publish-
subscribe model to push relevant data to subscribers without polling. Streaming API supports PushTopic events, which are based on
SOQL queries that define the data changes to listen for. The affiliate company can subscribe to a PushTopic event on the NTO
Salesforce org and receive notifications whenever the data that matches the query changes. This way, the affiliate company can be
informed of any updates to the opportunities in the NTOSalesforce instance.

NEW QUESTION # 115 
Universal Containers (UC) currently owns a middleware tool and they have developed an API-led integration architecture with three
API tiers. The first-tier interfaces directly with the systems of engagement, the second tier implements business logic and aggregates
data, while the third-tier interfaces directly with systems of record. Some of the systems of engagement will be a mobile application,
a web application, and Salesforce.
UC has a business requirement to return data to the systems of engagement in different formats while also enforcing different security
protocols.
What should an Integration Architect recommend to meet these requirements?

A. Implement an API gateway that all systems of engagement must interface with first.
B. Leverage an Identity Provider solution that communicates with the API tiers via SAML
C. Enforce separate security protocols and return formats at the second tier of the API-led architecture.



D. Enforce separate security protocols and return formats at the first tier of the API-led architecture.

Answer: A

Explanation:
Explanation
The integration architect should recommend enforcing separate security protocols and return formats at the first tier of the API-led
architecture. The first tier is also known as the experience layer, which is responsible for providing a tailored interface for each
system of engagement. By enforcing security and format at this layer, the integration architect can ensure that each system of
engagement can access the data in a secure and consistent way, without affecting the other layers.
References: [API-led Connectivity]

NEW QUESTION # 116
......
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