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Microsoft MD-102 Exam Syllabus Topics:

Topic Details

o Manage applications: This section covers skills to manage application implementation, manage updates, and manage performance to support the performance of users to meet the needs of
Topic 1 business organizations.

® Manage and maintain devices: This section deals with managing, troubleshooting, and safeguarding various devices. It also covers methods to ensure that they meet organizational policies
Topic 2 and security standards.

Topic 3 o Prepare infrastructure for devices: This topic focuses on adding devices to Microsoft Entra ID and enrolling devices to Microsoft Intune.

Protect devices: In this topic, aspiring administrators get knowledge about configuration of endpoint security and management of device updates by using Intune.

Topic 4
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Microsoft Endpoint Administrator Sample Questions (Q292-Q297):

NEW QUESTION # 292

You have a Microsoft 365 ES subscription.

You need to review and implement Microsoft 365 Defender device onboarding. The solution must meet the following requirements:

* View onboarded devices that have the Chromium-based version of Microsoft Edge installed,

* Download an onboarding package for a Windows 11 device.

* Minimize administrative effort.

‘Which two settings should you use in the Microsoft 365 Defender portal? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.
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NEW QUESTION # 293

You have a Microsoft 365 E5 subscription that contains 10 Android Enterprise devices. Each device has a corporate-owned work profile and is enrolled in Microsoft Intune.
You need to configure the devices to run a single app in kiosk mode.

‘Which Configuration settings should you modify in the device restrictions profile?

e A. Device experience
e B. Users and Accounts
e C. General

o D. Systemsecurity

Answer: A

Explanation:
To configure the devices to run a single app in kiosk mode, you need to modify the Device experience settings in the device restrictions profile. You can specify the app package name and activity name for the app
that you want to run in kiosk mode. Reference: httpsz/docs.microsoft.conven-us/menyintune/configuration/device-restrictions-android- for-work#device-experience

NEW QUESTION # 294

You have an Azure AD tenant named contoso.com

You plan to purchase 25 computers that run Windows 11. You plan to deliver the computers directly to users.

You need to ensure that during the out-of-box experience (OBE), users are prompted to sign in, and then the computers are configured to use Microsoft Intune.
Which two components should you configure? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

e A automtic enrollment

® B. aprovisioning package

e C. anunattend.xml answer file

o D. a Windows Autopilot deployment profile for self-deploying mode
e E. a Windows Autopilot deployment profile for user-driven mode

Answer: AJE

Explanation:
Self-deploying mode doesn't presently associate a user with the device (since no user ID or password is specified as part of the process).
Ref: https/learn.microsoft.conven-us/autopilot/self-

deploying#~text=Self%2Ddeployinge20mode%20doesn%2 7t%20presently%s20associate%s20a%20user %2 0with%20the%20device%620(since%:20n0%20user%:201D%:200r%:20password%20is %2 0specified %62
Windows Autopilot user-driven mode

Ref: https7/learn.microsoft.conven-us/autopilot/user-driver#~ text=Specify”62 0your%20e%s2 Dmail%20address%20and%2 0password%e2 0for%e20your %2 0organization%s20account.

NEW QUESTION # 295
You implement the planned changes for Connectionl and Connection2

How many VPN connections will there be for User] when the user signs in to Device 1 and Devke2? To answer select the appropriate options in the answer area.
NOTE; Each correct selection is worth one point.
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NEW QUESTION # 296

You have a Windows 11 capable device named Devicel that runs the 64-bit version of Windows 10 Enterprise and has Microsoft Office 2019 installed. You have the Windows 11 Enterprise images shown in the
following table.

Name | Platform | 1 ;- - Description
Image1 x64 Custom Windows 91 image that has
Office\2021 installed
Image2 x64 Default Windows 11 image created by
. Microsoft
‘Which images can be used to performan in-place upgrade of Devicel?
e A imagel only
o B. Image2only
e C.Imagel and Image2
Answer: B

NEW QUESTION # 297
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