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Microsoft Azure Security Technologies Sample Questions (Q65-Q70):

NEW QUESTION # 65
On Monday, you configure an email notification in Azure Security Center to notify user user1 @contoso.com
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On Tuesday, Security Center generates the security alerts shown in the following table.

Time Description Severity
01:00 | Failed RDP brute force attack Medium
01:01 | Successful RDP brute force attack High
06:10 | Suspicious process executed High
09:00 | Malicious SQL activity High
11:15 | Network communication with a'malicious machine detected | Low
13:30 | Suspicious process execated High
14:00 | Failed RDP brute farcg.attack Medium
16:01 | Successful RDP.bruté force attack High
23:20 | Possible outgoing spam activity detected Low
23:25 | Modified svstefh ibinary discobdred in dump file High
233N Maliriare SO0 artivitu Hirh

How many email notifications will user]@contoso.com receive on Tuesday? To answer, select the appropriate options in the answer
area.
NOTE: Each correct selection is worth one point.

lotal number of Security Center email notifications about an RDP

brute force attack on Tuesday: v
| - 1
= Microsoft -
3
4
Total number of Security Center email notifications on Tuesday: v
3
4
6
9
11
Answer:
Explanation:
Total number of Security Center email notifications about an RDP
brute force attack on Tuesday: v
-
2 [ ]
elicrosoft
4
Total number of Security Certenail fotifications on Tuesday: v
3
4
6
9
11

Reference:
https:/docs.microsoft.com/en-us/azure/security-center/security-center-provide-security-contact-details



NEW QUESTION # 66
You have an Azure subscription that contains a virtual network. The virtual network contains the subnets shown in the following
table.

Has a network security group (NSG)

ol associated to the virtual subnet

Subnetl | Yes

Subnet2 |No 'V!ICrOSOTL

The subscription contains the virtual machines shown in the following table.

Has an NSG associated to the network | Connected
adaptor of the virtual machine to

No Subneti

No Subnet2

No Subneti

1Cl 1 Subnet2

You enable just in time (JIT) VM access for all the virtual machines.
You need to identify which virtual machines are protected by JIT.
Which virtual machines should you identify?

A. VM1, VM2, VM3, and VM4
B. VM1 and VM3 only

C. VM4 only

D. VM1, VM3 and VM4 only

Answer: D

Explanation:

Explanation

An NSG needs to be enabled, either at the VM level or the subnet level.
Reference:
httpsz/docs.microsoft.comven-us/azure/security-center/security-center-just-in-time

NEW QUESTION # 67

Your company uses Azure DevOps.

Youneed to recommend a method to validate whether the code meets the company's quality standards and code review standards.
What should you recommend implementing in Azure DevOps?

A. branch permissions
B. branch locking

C. branch policies

D. branch folders

Answer: C

Explanation:

Branch policies help teans protect their important branches of development. Policies enforce your team's code quality and change
management standards.

Reference:

https://docs.microsoft.comven-us/azure/devops/repos/git/branch-policies ?view=azure- devops&viewFallbackFronrvsts

NEW QUESTION # 68
You have an Azure subscription that contains the resources shown in the following table.



Name Type  /'[‘ORésource group Location
RG1 Resource group Not applicable West US

Managed1 | Managed identity » | RG1 West US
The subscription is linked to an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Usage location
United States
rman

You create the groups shown in the following table.

Name Type Membership type

Group1| Security Dynamic User

Group?2 | Micrasoft 365 | Dynamic User

The membership rules for Group1 andGrou;zZ are configured as shown in the following exhibit.
Dynamic membership rules - X

] save X Discard  Got feedback?

Configure Rules  Validate Rules (Preview)

You can use the rule builder or rule syntax text box to create or edit a dynamic
membership rule.© Learn more

And/Or Property Operator W MValge , .
==Microsoft
accountEnabled Equals true
or ¥ Usagelocation v Equals v US v

-+ Add expression —+ Get custom extension pr'n::r[.)»e-rti»&'-s‘:;I

Rule syntax 7 Edit

(user.accountEnabled -eq true) or (user.usagelLocation - eq “US")

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



StatemenﬁJ MicrosOft ves No
User1 is a member of Group1 and Group?2. Q Q
User2 is a member of Group2 only. O O
Managed1 is a imember of Group1 and Group?Z2. QO Q
Answer:
Explanation:
Statements Yes No
User1 is a member of Group1 and Group?2. '_(j_)_: O
User2 is a member of Group2 only. Q ':(5 :
Manabed\/lsi&ﬁ@ﬁ@f'bf Group1 and Group?2. ®) :- y |
Explanation: .
Text Description automatically generated
Statements Yes No
User1 is a member of Group1 and Group?. 8 o
User2 is a member of Group2 only. o e |
Manage:ﬂ i= 3\AembersnGioupt and Group2. o &

Reference:
httpsz/docs.microsoft.conven-us/azure/active-directory/enterprise-users/groups-dynamic-membership

NEW QUESTION # 69
You have an Azure subscription that contains the virtual machines shown in the following table.

VNETI, VNET2, and VNET3 are peered with each other. You perform the following actions:
* Create two application security groups named ASGI and ASG2 in the West US region.
* Add the network mterface of VM1 to ASGI.

""""""% Microsoft

ASGIm A2 UIMB, and VM4S only

ASG2: | VM1, VMZ, and VM4 only

Answer:
Explanation:




and VM4 only |

1. VM2, and VM4 only I

NEW QUESTION # 70
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