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Microsoft Azure Security Technologies Sample Questions (Q97-Q102):

NEW QUESTION # 97

You have an Azure subscription that contains 100 virtual machines. Azure Diagnostics is enabled on all the virtual machines.
You are planning the monitoring of Azure services in the subscription.

You need to retrieve the following details:

Identify the user who deleted a virtual machine three weeks ago.

Query the security events of a virtual machine that runs Windows Server 2016.
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‘What should you use in Azure Monitor? To answer, drag the appropriate configuration settings to the correct details. Each
configuration setting may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to
view content.

NOTE: Each correct selection is worth one point.

Answe'rk!rea M i CrosoQ t

Identify the user who deleted awirtual machine three weeks ago: |:|

,M‘?-‘_“FS__ | Query the security @vents of a virtual machine that runs |:|
Windows Server 2016:
Service Health

Answer:
Explanation:

Settings Answer Area

| Activitylog| |

I Logs | I Identify the user who deleted a virtual machine three weeks ago: | Activity log | |

ﬂ""‘-‘mcs I ‘ Query the security events of a virtual machine that runs

Windows Server 2016: [ .
B \Microsoft

Logs |

| Service Health

Reference:
https:/docs.microsoft.com/en-us/azure/security/azure-log-audit

NEW QUESTION # 98
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name | Memberof | Multi-factor authantication (MFA)
status

Userl None Disabled

sior 2 Groupl Disabled

e d\/] loreesmpft '] Enforced
Azure AD Privileged Identity Management (PIM) is enabled for the tenant.
In PIM, the Password Administrator role has the following settings:

* Maximum activation duration (hours): 2

* Send email notifying admins of activation: Disable

* Require ncident/request ticket number during activation: Disable

* Require Azure Multi-Factor Authentication for activation: Enable

* Require approval to activate this role: Enable

* Selected approver: Groupl
You assign users the Password Administrator role as shown in the following table.

[

Name Assignment type
Userl Active,
User2 Ehgible
user 3 Eligible

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



,Shte!vrts t Yes
Nhen User1 signs in, the user is assigned the Passwordg:lmirgs)trator role automatically. O

Jser2 can request to activate the Password Administrator role. O

f User3 wants to activate the Password Administrator role, the user can approve their own O
‘ernact

Answer:

Explanation:
Statements :|

S Microsoft

When User1 signs in, the user is assigned the Password Administeater | ole automatically.

User2 can request to activate the Password Administrator role. o

If User3 wants to activate the Password Administrator role, the user can approve their own O

reauest.
Reference:

https:/docs.microsoft.com/bs-latn-ba/azre/active-directory/privileged- identity-management/pimresource-roles-assign-roles

NEW QUESTION # 99
You have an on-premises network and an Azure subscription.
You have the Microsoft SQL Server instances shown in the following table.

Type (

Azure SQL managed instance Ay

SQL Server 2019 on an Azure virtual maghyW that runs Windows Server 2019

SQL Server 2019 on an Azure '.'-nuil{rlha'me that runs Red Hat Enterprise Linux (RHEL)
8.3

On-premises physical server ieag¥uUns \\nndbmﬁw E!I and has SQL SEE- 2016
nstallea =

You plan to implement Microsoft Defender for SQL.
‘Which SQL Server instances will be protected by Microsoft Defender for SQL?

A. sqll and sq2 only

B. sqll sq2 and so0.14 only
C. sqll, sql2, sqI3, and sqi
D. sqll, sq2, andsqI3 only

Answer: C

NEW QUESTION # 100
You have an Azure subscription that contains the resources shown in the following table.

Hame
SO
[T

D82

| etorses

RAiased, s o

L orkipace | ] (g Rnahtes workipsie

SQLI has the following configurations:

* Auditing: Enabled

* Audit log destination: storage1, Workspacel
DB has the following configurations:

Ol O

[O] O |0]3




* Auditing: Enabled

* Audit log destination: storage2

DB2 has auditing disabled.

Where are the audit logs for DB1 and DB2 stored? To answer, select the appropriate options in the answer area NOTE: Each
correct selection is worth one point.

Vlicrosoftt

Bl [ storagel storagel and Workspacel
storagel ondy
a2 |Horagel agd Wk ipage Tonky
tngetland Warkspace ] only
i teragel, storage?, and Workspacoe1

pe2: [ Workspace1 only |
Mo audit kogs created

s!mae! only

storagel and Workspacel

Answer:
Explanation:

i CO
I:l M I C r L2072 -
storaga@enly
. Slaragéiand Workspacel only

n® Workspacel

D82 [ workspace1 only )
NO audit logs created

storage 1 only
Workspace) on

Answer Area E.[-‘Micmsaft

DR 1 okage 1 storage, and Workipace)

DB2: | Workspace! only =
NEW QUESTION # 101
You need to meet the identity and access requirements for Group1.
‘What should you do?

¢ A. Add a membership rule to Group1.

¢ B. Delete Groupl. Create a new group named Group1 that has a membership type of Office 365. Add users and devices to
the group.

¢ (. Change the membership type of Group1 to Assigned. Create two groups that have dynamic memberships. Add the new
groups to Groupl1.

¢ D. Modify the membership rule of Group!.

Answer: C

Explanation:

https:/docs.microsoft.com/en-us/azure/active-directory/users- groups-roles/groups-dynamic-membership Scenario:

Litware identifies the following identity and access requirements: All San Francisco users and their devices must be members of
Groupl.

The tenant currently contain this group:

Type . -Description

A group that has the Dynamic User membership type,

contains:all the San Francisco users, and provides

access to many Azure AD applications and Azure
esgurces.

Security group
] .




References:
httpsz/docs.microsoft.conven-us/azure/active-directory/users- groups-roles/groups-dynamic-membership
httpsz/docs.microsoft.conven-us/azure/active-directory/findamentals/active-directory-groups-create-azure- portal

NEW QUESTION # 102
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