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Deploy and manage Active Directory Domain Services (AD DS) in
onpremises and cloud environments (30-35%)

Deploy and manage AD DS domain controllers

- deploy and manage domain controllers on-premises

- deploy and manage domain controllers in Azure

- deploy Read-Only Domain Controllers (RODCs)

- troubleshoot flexible single master operations (FSMO) roles

Configure and manage muilti-site, multi-domain, and multi-
forest environments

- configure and manage forest and domain trusts
- configure and manage AD DS sites
- configure and manage AD DS replication

Create and manage AD DS security principals

- create and manage AD DS users and groups

- manage users and groups in multi-domain and multi-forest scenarios
- implement group managed service accounts (gMSAs)

- join Windows Servers to AD DS, Azure AD DS, and Azwre AD

Implement and manage hybrid identities

- implement Azure AD Connect

- manage Azare AD Connect Synchronization

- implement Azure AD Connect cloud sync

- integrate Azure AD, AD DS, and Azure AD DS

- manage Azure AD DS

- manage Azure AD Connect Health

- manage authentication in on-premises and hybrid environments
- configure and manage AD DS passwords

Manage Windows Server by using domain-based Group
Policies

- implement Group Policy in AD DS
- implement Group Policy Preferences in AD DS

- implement Group Policy in Azure AD DS

Manage Windows Servers and workloads in a hybrid environment (10-15%)

Manage Windows Servers in a hybrid environment

- deploy a Windows Admin Center gateway server

- configure a target machine for Windows Admin Center

- configure PowerShell Remoting

- configure CredSSP or Kerberos delegation for second hop
remoting

- configure JEA for PowerShell Remoting

Manage Windows Servers and workloads by using Azure
services

- manage Windows Servers by using Azure Arc

- assign Azure Policy Guest Configuration

- deploy Azure services using Azure Virtual Machine extensions on
non- Azure machines

- manage updates for Windows machines

- integrate Windows Servers with Log Analytics

- integrate Windows Servers with Azure Security Center

- manage [aaS virtual machines (VMs) in Azure that run Windows
Server

- implement Azure Autormation for hybrid workloads

- create runbooks to automate tasks on target VMs

- implement DSC to prevent configuration drift in [aaS machines

Manage virtual machines and containers (15-20%)




Manage Hyper-V and guest virtual machines

- enable VM enhanced session mode

- manage VM using PowerShell Remoting, PowerShell Direct, and
HVC.exe

- configure nested virtualization

- configure VM memory

- configure Integration Services

- configure Discrete Device Assignment

- configure VM Resource Groups

- configure VM CPU Groups

- configure hypervisor scheduling types

- manage VM Checkpoints

- implement high availability for virtual machines
- manage VHD and VHDX files

- configure Hyper-V network adapter

- configure NIC teaming
- configure Hyper-V switch

Create and manage containers

- create Windows Server container images
- manage Windows Server container images
- configure Container networking

- manage container instances

Manage Azre Virtual Machines that run Windows Server

- manage data disks

- resize Azure Virtual Machines

- configure continuous delivery for Azure Virtual Machines
- configure connections to VMs

- manage Azure Virtual Machines network configuration

Implement and manage an on-premises and hybrid networking

infrastructure (15-20%)

Implement on-premises and hybrid name resolution

- integrate DNS with AD DS

- create and manage zones and records

- configure DNS forwarding/conditional forwarding

- ntegrate Windows Server DNS with Azure DN'S private zones
- implement DNSSEC

Manage [P addressing in on-premises and hybrid scenarios

- implement and manage [PAM

- implement and configure the DHCP server role (on-premises only)
- resolve [P address issues in hybrid environments

- create and manage scopes

- create and manage IP reservations

- implement DHCP high availability

Implement on-premises and hybrid network connectivity

- implement and manage the Remote Access role

- implement and manage Azure Network Adapter

- implement and manage Azure Extended Network

- implement and manage Network Policy Server role
- implement Web Application Proxy

- implement Azure Relay

- implement site-to-site virtual private network (VPN)
- implement Azure Virtual WAN

- implement Azure AD Application Proxy

Manage storage and file services (15-20%)




- create Azure File Sync service

- create sync groups

- create cloud endpoints

- register servers

- create server endpoints

- configure cloud tiering

- monitor File Sync

- migrate DFS to Azure File Sync

- configure Windows Server file share access

- configure file screens

Configure and manage Windows Server file shares - configure File Server Resource Manager (FSRM) quotas
- configure BranchCache

- implement and configure Distributed File System (DFS)

Configure and manage Azure File Sync
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and maintain a hybrid environment that combines on-premises and cloud-based solutions. AZ-800 Exam is targeted towards IT
professionals who have experience with Microsoft Azure and Windows Server technologies and are looking to enhance their skills in
managing hybrid infrastructure.

Microsoft Administering Windows Server Hybrid Core Infrastructure
Sample Questions (Q49-Q54):

NEW QUESTION # 49
You have an onpremises DNS server named Server] that runs Windows Server. Server 1 hosts a DNS zone named fabrikam com
You have an Azure subscription that contains the resources shown in the following table.
W

Name | Type Description

Vet sirtual network ornectiAs the on-premeses network

Arawer Area
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Answer:

Explanation:
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Answer Area

Om et 1 - - |

Configure i1 10 forwand requetts for the consoltgom. sone S PUBI DMS rons

I to ute a custom DING servefinatls +#F to the Arure-prowmded DNS a2 16860.129.16

Configure VM1 10 forward requests fofths confosc.com tone to the Azure-prowded DG a1 16862.129.16

On the ore-premnes network | o] |
Corfguee forwardmyg fortreitonto: to WM
rhgune Sorwingng kol t the pukil NS fone
Corfvrafbrird¥ig 16 trs contoss.com igne 1o ihe Alure pirded ONS 3t TELETIZIE.
Explanation
B Microsoft
On vnetl: Configure VM1 1o forward requests for the SBn1c¥p.com tone to the pubic DNS zone i
On the on-premunes network  Configure forwarding for the contgdll coMilfone 10 the AZure-proviced DNS at 1686312816 o

You have two on-premises servers named Serverl and Servet2 that run Windows Server.

You have an Azure Storage account named storage] that contains a file share named share'. Serverl syncs with sharel by using
Aazure File Sync You need to configure Server?2 to sync with sharel.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Actions Answer Area

| Register Server2 with the Storage Sync Service M IC rO SOft
Add a Storage Sync Service to the Azure subscription. @

| On Server2, install the Azure File Sync agent. |
Add a cloud endpaint to the sync group.

Add a server endpoint to the sync group.

Answer:
Explanation:
Answer Area

On Server2, install the Azure File Sync agent.

Register Server2 with the Storage Sync Service.

Add a server endgoini to the sync group.
m IVIICIOSOTT

1 - On Server2, install the Azure File Sync agent.
2 - Register Server2 with the Storage Sync Service.
3 - Add a server endpoint to the sync group.

NEW QUESTION # 51
You have a server named Serverl that runs Windows Server and contains three volumes named C, D, and E. Files are stored on
Serverl as shown in the following table.

FilkBicro FEHEEN ma
For volume D, Data Deduplication is enabled and set to General purpose file server.
You perform the following actions:
* Move Filel to volume D.
* Copy File2 to volume D and nane the copy File4.
* Move File3 to volume E
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is



worth one point.

Explanation:

NEW QUESTION # 52

You have an Azure subscription named sub1 and 500 on-premises virtual machines that run Windows Server.

You plan to onboard the on-premises virtual machines to Azure Arc by running the Azure Arc deployment script You need to create
an identity that mil be used by the script to authenticate access to sub1. The solution must use the principle of least privilege.

How should you conplete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

1agHame ‘Arc-for-servers’ -Role

“Displaytiame "Arc-for-servers’ -Role

Reference:
https7/docs.microsoft.conven-us/azure/azure-arc/servers/onboard-service-principal

NEW QUESTION # 53

Youneed to meet the technical requirements for Server4.

‘Which ecmdlets should you run on Serverl and Serverd? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Serverl:

Enable-PSRemoting \
Enabie-ServerManagerStandardUserReﬁ*loting
Set-ltem (y
Start-Service

Microsoft

Serverd: [@iaeesscrsos o g Lor cont B Sroentny
Enable-PSReémoting
Enable-ServerManagerStandardUserRemoting
Set-ltem
Start-Service

Answer:
Explanation:

Semerl: N N ot L x T s
Enable-PSRemoting
Enable-ServerManagerStandardUserRemoting
Set-ltem | -
Start-Service

Server4:

Enable-PSRemoting
Enable-ServerManagerStandardUserRemoting
Set-ltem
mE Y tosoft
Reference:

https:/4sysops.com'wiki/enable-powershell-remoting/

NEW QUESTION # 54
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