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Microsoft 365 Administrator Sample Questions (Q93-Q98):

NEW QUESTION # 93

HOTSPOT

Your company has a Microsoft 365 E5 subscription.

Youneed to perform the following tasks:

View the Adoption Score of the company.

Create a new service request to Microsoft.

Which two options should you use in the Microsoft 365 admin center? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Explanation:



Box 1: Reports

View the Adoption Score of the company.

How to enable Adoption Score

To enable Adoption Score:

* Sign in to the Microsoft 365 admin center as a Global Administrator and go to Reports > Adoption Score

* Select enable Adoption Score. It can take up to 24 hours for insights to become available.

Box 2: Support

Create a new service request to Microsoft.

Sign in to Microsoft 365 with your Microsoft 365 admin account, and select Support > New service request. If you're in the admin
center, select Support > New service request.

Reference:

https/learn.microsoft.com/en-us/microsoft- 365/admin/adoption/adoption-score
https/support.microsoft.com/en-us/topic/contact-microsoft-office-support-fd6bb40e-75b7-6f43-d609-c13d 10850

NEW QUESTION # 94
HOTSPOT
Your network contains an on-premises Active Directory domain.



You have a Microsoft 365 ES subscription.
You plan to implement directory synchronization.

You need to identify potential synchronization issues for the domain. The solution must use the principle of least privilege.
‘What should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Tool:

E Microsoft

Required group membership:

§AccessC hk : E

[ Azure AD Conrtfeﬁ

Active Directory Explorer

lldi?ix

Domain Admins

Domain Users

Server Operators

Enterprise Admins

Answer:

Explanation:
Answer Area

Tool:

Required group membership:

Explanation:

}AccessChk

Azure AD Conneci C Oft
Active Directory Explorer

ldFix

Domain Admins

Domain Users

Server Operators

Enterprise Admins T,




Answer Area

Tool: | ¥
rACCESSChk
Azure AD-Connect
Active Directory Explorer
IdFix |

Required group membership: | -
| Domain Admins |
Domain Users
Server Operators
| Enterprise Admins |

Box 1: IdFix

Query and fix nvalid object attributes with the IdFix tool

Microsoft is working to reduce the time required to remediate identity issues when onboarding to Microsoft

365. A portion of this effort is intended to address the time nvolved in remediating the Windows Server Active Directory (Windows
Server AD) errors reported by the directory synchronization tools such as Azure AD Comnnect and Azure AD Connect cloud sync.
The focus of IdFix is to enable you to accomplish this task in a simple, expedient fashion.

The IdFix tool provides you the ability to query, identify, and remediate the majority of object synchronization errors in your
Window's Server AD forests in preparation for deployment to Microsoft 365.

The utility does not fix all errors, but it does find and fix the majority. This remediation will then allow you to successfully synchronize
users, contacts, and groups from on-premises Active Directory into Microsoft 365.

Note: IdFix might identify errors beyond those that emerge during synchronization. The most common example is compliance with
rfc 2822 for smtp addresses. Although invalid attribute values can be synchronized to the cloud, the product group recommends that
these errors be corrected.

Incorrect:

* AccessChk

Box 2: Enterprise Admins

IdFix permissions requirements

The user account that you use to run IdFix must have read and write access to the AD DS domain.

Ifyou aren't sure if your user account meets these requirements, and you're not sure how to check, you can still download and run
IdFix. If your user account doesn't have the right permissions, IdFix will simply display an error when you try to run it.

* Enterprise Admins

The Enterprise Admins group exists only in the root domain of an Active Directory forest of domains. The group is a Universal group
if the domain is in native mode. The group is a Global group if the domain is in mixed mode. Members of this group are authorized to
make forest-wide changes in Active Directory, like adding child domains.

Incorrect:

* Domain Admins

Members of the Domain Admins security group are authorized to administer the domain. By default, the Domain Admins group is a
member of the Administrators group on all computers that have joined a domain, including the domain controllers. The Domain
Admins group is the default owner of any object that's created in Active Directory for the domain by any member of the group. If
members of the group create other objects, such as files, the default owner is the Administrators group.

* Server Operator

Server Operators can log on to a server interactively; create and delete network shares; start and stop services; back up and restore
files; format the hard disk of the computer; and shut down the computer. Any service that accesses the system has the Service
identity.

* Domain Users - too few permissions

The Domain Users group includes all user accounts in a domain. When you create a user account in a domain, it's automatically
added to this group.

Reference:

https://microsoft. github. io/idfix/

https7//learn.microsoft.comven-us/windows-server/identity/ad-ds/manage/understand-security-groups

NEW QUESTION # 95
You are testing a data loss prevention (DLP) policy to protect the sharing of credit card information with external users.



During testing, you discover that a user can share credit card information with external users by using email.
However, the user is prevented from sharing files that contain credit card information by using Microsoft SharePoint.
You need to prevent the user from sharing the credit card information by using email and SharePoint.

‘What should you configure?

e A. the user overrides of the DLP policy rule
¢ B. the locations of the DLP policy

e (. the status of the DLP policy

¢ D. the conditions of the DLP policy rule

Answer: D

NEW QUESTION # 96
You have a Microsoft 365 ES subscription.

You need to configure a group naming policy.

‘Which portal should you use, and to which types of groups will the policy apply? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Answer Area

o LIV icrosoft

Tl rosoft 365 admin center ¥

The Microsoft 365 admin center
Group types: | The Microsoft 365 Defender.portal
The Microsoft Entra admin center
The Micrasoft Purview compliance portal

grodptymes: [Securityonty ~~000|v
Microsoft 365 only

| Security and mail-enabled security only
Microsoft 365 and distribution only

| Microsoft 365, mail-enabled security, and distribution only
Security, Microsoft 365, mail-enabled secunty, and distribution

Answer:

Explanation:

Portal:
The Microsoft 365 admin ¢enter

| The Microsoft 365 admin center
Group types: | The Microséft 365 Defender portal
The Microsoft Entra admin center
| Theé Microsoft Purview compliance portal

M l Cros Oft Group typess, ['Securityonly

| Microsoft 365 only
i

Security and mail-enabled security only

| Microsoft 365 and distribution only

| Microsoft 365, mail-enabled security, and distribution only
Security, Microsoft 365, mail-enabled security, and distribution

Explanation:

. = Microsoft

Portal: ' The Migo_sgﬁ__SgS_ admin center ¥

Group types!\ ‘Security only %

NEW QUESTION # 97



You have a Microsoft 365 ES subscription that contains a user named Userl.

User! exceeds the default daily limit of allowed email messages and is on the Restricted entities list.
Youneed to remove User] fiom the Restricted entities [ist.

‘What should you use?

A. the Microsoft Purview compliance portal
B. the Microsoft 365 admin center

C. the Microsoft Entra admin center

D. the Exchange admin center

E. the Microsoft 365 Defender portal

Answer: E

Explanation:

Admins can remove user accounts from the Restricted entities page in the Microsoft 365 Defender portal or in Exchange Online
PowerShell

Remove a user from the Restricted entities page in the Microsoft 365 Defender portal In the Microsoft 365 Defender portal at
https/security. microsoft.com, go to Email & collaboration > Review

> Restricted entities. Or, to go directly to the Restricted entities page, use https:/security.microsoft.com

/restrictedentities.

Reference:

https:/learn.microsoft.com/en-us/microsoft- 365/security/office-365-security/removing-user-from-restricted- users-portal-after-spam

NEW QUESTION # 98
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