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Microsoft Cybersecurity Architect Sample Questions (Q58-Q63):

NEW QUESTION # 58

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
review screen.

Your on-premises network contains an e-commerce web app that was developed in Angular and Node,js. The web app uses a
MongoDB database. You plan to migrate the web app to Azure.

The solution architecture team proposes the following architecture as an Azure landing zone.
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You need to provide recommendations to secure the connection between the web app and the database. The solution must follow
the Zero Trust model.

Solution: You recommend implementing Azure Front Door with Azire Web Application Firewall (WAF).

Does this meet the goal?

e A Yes
e B.No

Answer: B

Explanation:
When using Azure-provided PaaS services (e.g., Azure Storage, Azure Cosmos DB, or Azire Web App, use the PrivateLink
connectivity option to ensure all data exchanges are over the private IP space and the traffic never leaves the Microsoft network.

NEW QUESTION # 59

Your company has Microsoft 365 ES licenses and Azure subscriptions.

The company plans to automatically label sensitive data stored in the following locations:

* Microsoft SharePoint Online

* Microsoft Exchange Online

* Microsoft Teams

You need to recommend a strategy to identify and protect sensitive data.

Which scope should you recommend for the sensitivity label policies? To answer, drag the appropriate scopes to the correct
locations. Each scope may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll
to view content.

NOTE: Each correct selection is worth one point.
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Answer:

Explanation:



https://www.prep4away.com/Microsoft-certification/braindumps.SC-100.ete.file.html

NEW QUESTION # 60
Youneed to recommend a solution to meet the AWS requirements.

What should you include in the recommendation? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

e

For the AWS EC2 instances:

Microsait Endpoint Manager
Microsoft Sentinel

For the AWS service 10gs:

Azure Blueprints
Defender for Cloud

Microsoft Defender for Cloud Apps
Microsoft Defender for servers
Microsoft Endpoint Manager
Microsoft Sentinel

NEW QUESTION # 61

A customrer follows the Zero Trust model and explicitly verifies each attempt to access its corporate applications.

The customer discovers that several endpoints are infected with malware.

The customer suspends access attempts from the infected endpoints.

The malware is removed from the end point.

Which two conditions must be met before endpoint users can access the corporate applications again? Each correct answer presents
part of the solution.

NOTE: Each correct selection is worth one point.



A. The client access tokens are refreshed.

B. Microsoft Intune reports the endpoints as compliant.

C. A new Azure Active Directory (Azure AD) Conditional Access policy is enforced.
D. Microsoft Defender for Endpoint reports the endpoints as compliant.

Answer: A,D

Explanation:

https//www.microsoft.convsecurity/blog/2022/02/17/4-best-practices-to-implement-a-comprehensive-zero- trust-security-
approach/

https:/docs.microsoft.com/en-us/azure/active-directory/develop/refresh-tokens

NEW QUESTION # 62

Hotspot Question

You have the Azure subscriptions shown in the following table.

Linked Microsoft E OoTL Description

Contain an Azure Backup vault named

contoso.com Vault1

contososecurity.com Used to manage security resources

The tenants contain the groups shown in the following table.

Name Tenant Members
Group1 | contoso.com Adminisrtator who manage Backup for Sub1
Group 2 | contososecurity.com | Adriifisrtatorawho manage secirity for Sub1 and Sub2
You perform the flowing actions:
- Configure multi-user authorization (MUA) for Vault] by using a
resource guard deployed to Sub2.

- Enable all available MUA controls for Vault1.

- In contoso.com, create a Privileged Identity Management (PIM)

assignment named Assignment1.

- Configure Assignment] to enable Groupl to activate the Contributor

role for Vaultl.

For each of the following statements, select Yes if the statements is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area \ \ 2

Statements po M ICrOSOft., No
To enable MUA for Vault1, a resource guard must be depl@o Sub1. O O
A user in Group2 must approve changes made by a\k\n Group1 to the backup policies of Vault1. O O
A user in Group1 that activates Assignment Qisable soft delete for the backups of O 0
Vault1, without the approval of a user i‘g‘(@JpZ.

Answer:

Explanation:

Answer Area

Statements

To enable MUA for Vault1, a resource guard must be deployed to Subl.

A user in Group2 must approve changes made by a user in Group1 to the backup policies of Vault1.
A user in Group1 that activates Assignment1 cariabh léte for the back f
Vault1, without the approval of a user in Group2um Ccr gﬁ t

Explanation:




Box 1: No

No - To enable MUA for Vaultl, a resource guard must be deployed to Subl.

The Backup vault is in Subl.

You create a Resource Guard in a different tenant than the Backup Fault, to get maximum protection.

Note: The Security admin creates the Resource Guard. We recommend that you create it in a different subscription or a different
tenant as the vault.

However, it should be in the same region as the vaul.

Box 2: Yes

Yes - A user in Group2 must approve changes-made by a user in Group1 to the backup policies of Vault1.

Group1 has admnistrators who manage Backup for Subl.

Group2 has administrators who manage security for Subl and Sub2.

Box 3: No

No - A user in Groupl that activates Assignment] can disable soft for the backups of Vault1, without the approval of a user in
Group2.

You can't disable the protected operations - Disable soft delete and Remove MUA protection.

Reference:

httpsy/learm.microsoft.com/en-us/azure/backup/multi-user-authorization

NEW QUESTION # 63

Passing the Microsoft Cybersecurity Architect SC-100 exam s your best career opportunity. The rich experience with relevant
certificates is important for enterprises to open up a series of professional vacancies for your choices. Microsoft SC-100 learning
quiz bank and learning materials look up the latest questions and answers based on the topics you choose. This choice will serve as a
breakthrough of your entire career, so prepared to be amazed by high quality and accuracy rate of our SC-100 Study Guide.
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