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Microsoft Cybersecurity Architect Sample Questions (Q111-Q116):

NEW QUESTION # 111

You have an Azure subscription that has Microsoft Defender for Cloud enabled. You are evaluating the Azure Security Benchmark
V3 report.

In the Secure management ports controls, you discover that you have 0 out of a potential 8 points. You need to recommend
configurations to increase the score of the Secure management ports controls. Solution: You recommend enabling adaptive network
hardening.

Does this meet the goal?

e A No
e B. Yes

Answer: B

Explanation:
JT:
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httpsr//docs.microsoft.conven-us/security/benchmark/azure/security-controls-v3-privileged-access#pa-2-avoid-st Adaptive
Network Hardening;
httpsz//docs.microsoft.com/en-us/security/benchmark/azure/security-controls-v3-network-security#ns- 7-simplify

NEW QUESTION # 112

You need to recommend a strategy for securing the litware.com forest. The solution must meet the identity requirements. What
should you include in the recommendation? To answer, select the appropriate options in the answer area. NOTE; Each correct
selection is worth one point.

For Azure AD-fargeted thifeats:

Azure AD Identity Protection
Azure AD Password Protection
Microsoft Defender for Cloud

For AD DS-targeted threats:
An account lockout policy in AD DS
Microsoft Defender for Endpoint
Microsoft Defender for Identity

Answer:
Explanation:

For Azure AD-targeted threats: —
Azure AD Identity Protection

Azure AD Password Pratection
Microsoft Defender for Cloud

For AD DS-targeted threats:
An‘account lockout policy in AD DS

Micro$oft Defender.for Endpoint - |
Microsoft Deféndeénfor Idéntity ) | 1

NEW QUESTION # 113

Your company has an office in Seattle.

The company has two Azure virtual machine scale sets hosted on different virtual networks.
The company plans to contract developers in India.

You need to recommend a solution provide the developers with the ability to connect to the virtual machines over SSL from the
Aazure portal. The solution must meet the following requirements:

* Prevent exposing the public IP addresses of the virtual machines.

* Provide the ability to connect without using a VPN.

* Minimize costs.

Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Create NAT rules and network rules in Azure Firewall.

B. Create a hub and spoke network by using virtual network peering,
C. Deploy Azure Bastion to each virtual network.

D. Enable just-in-time VM access on the virtual machines.

E. Deploy Azure Bastion to one virtual network.

Answer: B.E

Explanation:
Explanation
https:/docs.microsoft.com/en-us/learn/modules/connect-vim-with-azure- bastion/2-what-is-azure-bastion

NEW QUESTION # 114
For a Microsoft cloud environment, you are designing a security architecture based on the Microsoft Cybersecurity Reference



Architectures (MCRA). You need to protect against the following external threats of an attack chain:

* An attacker attempts to exfiltrate data to external websites.

* An attacker attempts lateral movement across domain-joined computers.

‘What should you include in the recommendation for each threat? To answer, select the appropriate options in the answer area.

Answer Area

An attacker attempts to exfiltrate data to external websites: | Microsoft Defender for Identity

Microsoft Defender for Cloud Apps
Microsoft Defender for Identity
MicrosoftiDefender f p ka3 1 . ol

AN

An attacker attempts lateral movement across dofain-joined computers: | Microsoffiligle r for Identity
Microsoft Defender for Cloud Apps
Microsoft Defender for Identity
Microsoft Defender for Office 365

Answer:

Explanation:

ANSWEr Arca

An attacker attempts to exfiltrate data to external wébsites: | Microsoft Defender for Identity

crd

Microsoft Defender for Cloud Apps
Microsoft Defender for Identity
Microsoft Defender for Office 365

An attacker attempts lateral movement across dorfiain-joined computers: I Microsoft Defender for Identity ¥
Microsoft Defender for Cloud Apps ™

| Microsoft Defender for Identity
MicrotoftDeféntler for Office 365

NEW QUESTION # 115
Youneed to recommend a solution to resolve the virtual machine issue. What should you include in the recommendation? (Choose
Two)

A. Create a device compliance policy in Microsoft Endpoint Manager.
B. Onboard the virtual machines to Microsoft Defender for Endpoint.
C. Onboard the virtual machines to Azure Arc.

D. Enable the Qualys scanner in Defender for Cloud.

Answer: B,D

NEW QUESTION # 116
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