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Microsoft Security Operations Analyst Sample Questions (Q337-Q342):

NEW QUESTION # 337
You have an Azure subscription that contains the users shown in the following table.
Name Role Scope
Usert Contributor Subscaption
User2 Contributor. Subscrpuon
User3 Security Reader Resource group

The subscription contains instances of Azure Firewall as shown in the following table.
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Name Log configuration Destination

AFW1 Unstructured logs Log Analytics

AFW2 Structured intrusion detectionand prevention | Azure Event
system (IDPS) logs Hubs

system (IDPS) logs ICFOSO

Structured intrusion d ion and prevention .
AFWS3 %ﬂorlvri f-t Log Analytics

You have a Microsoft 365 E5 subscription that uses Microsoft Copilot for Security. You have the Copilot for Security role
assignments shown in the following table.

Role
Copiiot Owner

Copilot Contributor
Copilot Owner

Each user runs a Copilot for Security session.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statoments o™ Micrasoft wo
User1 can use prompts to retrieve infformation from AFW1. O O
User2 can use prompis to retrieve information from AFW2. O O
User3 can use prompts to retneve information from AFW3. O 0O
Answer:
Explanation:

Statements Yes

User1 can use prompis to retrieve information from aEWlio :

User2 can use prompis tp felreveinformation from AFW2 O

User3 can use ieg%gmn from AFW3 E_D |

Explanation:
Yes No Yes

NEW QUESTION # 338

You have the following KQL query.

let IPList = _GetWatchlist('Bad_IPs'); [::J .

Event ! M ft
| where Source == "Microsoft-Windows-Sysmson” ‘ IC roso

| where EventID == 3 '

| extend EvData = parse_xml{EventData)

| extend EventDetail = EvData.Dataltem.EventData.Data

| extend SourcelP = EventDetail.[9].[ #text”], DeéstinationIP = EventDetail.[14].[ stext™)

| where SourcelP in (IPList) or DestinationI? in (IPList)

| extend IPMatch = case( SourcelP dn (IPLIst), "SourcelP”, DestinationIP in (IPList), "DestinationIP®™, “None")

| extend timestamp = TimeGenerated, AccountCustomEntity = UserName, HostCustomEntity = Computer, °



Statements

The username field is set as the account entity.

The watchlist cannot be updated a&IQ\reated_

)

*

The 1PList variable is set a &%address entity. =

0(0""’

'Microsoft ¢

Answer:
Explanation:
| TVF ;
sutements @ VIICrOSOft 2

The username field is set as the account entity.

The watchlist cannot be updated aftepit'is created.

The 1PList vanable is set as the |P address entity.

O OfF

NEW QUESTION # 339
You have a Microsoft Sentinel workspace named sws1.

You plan to create an Azure logic app that will raise an incident in an on-premises IT service management system when an incident is

generated in swsl.

You need to configure the Microsoft Sentinel connector credentials for the logic app. The solution must meet the following

requirerments:
* Minimize administrative effort.
* Use the principle of least privilege.

How should you configure the credentials? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Role 10 assignto thetredentials:

WE N icrosaft...

A managed identity
| Asservicé principal
AnAzure AD user account

Microsoft Sentinel Responder
Microsoft Sentinel Automation Contributor
Microsoft Sentinel Reader

Microsoft Sentinel Responder

Answer:

Explanation:

Configure the connector to use:

Role t6 assignito thecredentials:

'_A managed identity_

A managed identily

t—aservuap?‘mﬂﬁl' o

An Brgre AD user account

Microsoft Sentinel Responder
Microsoft Sengi agation Contributor
Microsoft Sen

| Microsoft Sent

! Respo

ndor

Explanation:



Answer Area

Configure the connector to lise: s’ A managed identity bt

E- ' M |@yb§@$‘bl1 tofth&gedentials: | Microsoft Sentinel Responder -

NEW QUESTION # 340

You have an Azure DevOps organization that uses Microsoft Defender for DevOps. The organization contains an Azure DevOps
repository named Repol and an Azure Pipelines pipeline named Pipelinel.

Pipelinel is used to build and deploy code stored in Repol.

Youneed to ensure that when Pipelinel runs, Microsoft Defender for Cloud can perform secret scanning of the code in Repol.
What should you install in the organization, and what should you add to the YAML file of Pipeline"!? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area . .
J IVI I C ro S O!fa;t | The Microsoft Security Code Analysis (MSCA) extension < v

Secure DevOps Kit for Azure {AzSK)
The Microsoft'Security Code Analysis (MSCA) extension
The Microsoft Security DevOps extension

Add:  Steps b
Inputs
Jobs

Install: | The Microsoft.Security Code Analysis (MSCA) extension 9 hdl

Secure DevOps Kit for Azure (AzSK
The,Microsoft Security Code Analysis (MSCA) extension

The Microsoft Security DevOps extension

m Microsoft

Add: | Steps :
Inputs
Jobs

Install: o The h:’qylo“ Security Code Analyzis (MSCA) extansion

ade |l ste
alNy

NEW QUESTION # 341
You have an Azure subscription named Sub1 that contains the resources shown in the following table.
Resource ;
Name T
ype g Description
Microsoft Sentinel : &ontains a scheduled query rule
Ws1 RG1
workspace named Rulel
_ ] .| Contains icrosoft Sentinel incident
:
LApp Azure logic app g‘ M I GKQLSO

You plan to configure Rulel to trigger Lapp1 when an incident is generated.

You need to recommend the role-based access control (RBAC) role that you should assign to WS1, and the scope at which should
you assign the role. The solution must follow the principle of least privilege.

‘What should you recommend? To answer, select the appropriate options in the answer area.



NOTE: Each correct selection is worth one point.

Answer:
Explanation:
MISWET Area
Role: Microsoft Sentilel\tomation Contributor hd
| MicrasoftySentinel Automation Contributor
Micrésoft Sentinel Playbook Operator
Ebpe  RG2 v
LApp1
Ly
IV

SubT —
Explanation:
Answer Area = :

SR
Role: | Microsqlt Sehtigelfomation Contributor v l
Ecope: | RG2 -

NEW QUESTION # 342

APP test engine of Microsoft SC-200 examis popular with at least 60% candidates since all most certification candidates are
fashion and easy to adapt to this new studying method. Someone thinks that APP test engine of SC-200 exam is convenient to use
any time anywhere. Also part of candidates thinks that this version can simulate the real scene with the real test. If you can open the
browser you can learn. Also if you want to learn offline, you should not clear the cache after downloading and installing the APP test
engine of SC-200 Exam
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