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Die Microsoft SC-401 Dumps von ITZert haben die sagenhafte Hit-Rate. Diese Dumps beinhalten alle mogliche Fragen in den
aktuellen Priifingen. Deshalb kénnen Sie Microsoft SC-401 Priifungen sehr leicht bestehen, wenn Sie diese Dumps ernst lernen. Als
eine sehr wichtige Microsoft SC-401 Priifung Zertifizierung spielt heute eine ibergreifende Rolle. Deswegen kénnen Sie die Chance
nicht verlieren, die Priifing zu bestehen. ITZert verspricht Ihnen volle Riickerstattung wenn durchgefallen. Informieren Sie bitte mehr
an [TZert, wenn Sie die SC-401 Zertifizierungspriifung bestehen wollen.

Microsoft SC-401 Priifungsplan:

Thema

Einzelheiten

Thema 1

Protect Data Used by Al Services: This section evaluates Al Governance Specialists on securing data in
Al-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
Posture Management (DSPM) for Al, and monitoring Al-related security risks to ensure compliance and
protection.

Thema 2

Implement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.
Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using]
Microsoft Purview.

Thema 3

Implement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting
policies for data security, configuring Endpoint DLP, and managing retention labels and policies.
Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.

Thema 4

Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk
management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.
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Um jeder Microsoft SC-401 Priifungsunterlagen Benutzer einen bequemen Prozess zu haben, bieten wir Thnen 3 Versionen von
Microsoft SC-401 Prifungsunterlagen, nfimlich PDF-, Online-, und Software-Version. Eine der Versionen kann firr Sie taugen und
Thnen helfen, innerhalb der kirzesten Zeit Microsoft SC-401 zu bestehen und die autoritativste internationale Zertifizierung zu
erwerben!

Microsoft Administering Information Security in Microsoft 365 SC-401
Priifungsfragen mit Losungen (Q42-Q47):

42. Frage
You have a Microsoft 365 ES subscription that contains the data loss prevention (DLP) policies shown in the following table.

Applied to .,
Microsoft Exchange Onlipg.emiail
Microsoft Shage PginfBnline sites
Microsoft Te@ms Ehetand channel messages

You have a custom employee nformation formnamed Templatel .docx.

You plan to create a sensitive info type named Sensitive! that will use the document fingerprint from Template1.docx.

‘What should you use to create Sensitivel, and in which DLP policies can you use Sensitivel? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

Create Sensitive! by using: | The Microsoft Purview portal -
0 Security & Compliance PowerShell
Microsoft Securlty & Comp
The Exchange admin center
The Miaosoft Purview portal

TheSharePoint admin center

UsgiSqqsiyvel in: DLP1,DLP2 andDLP3 | ¥
DLP1 only

DLPZ only

DLP1 and DLP2 only

Viicrosoftt

Create Sensitive by using: THe Microsoft Purview portal
| Security SoCompliance PowerShell

Use SeffSitvel inl | DLP1, DLPZ, and DLP3

DLP1 only |
DLP2 only

_|DLP1 and DLP2 on
I lﬁl’m |

Explanation:
Answer Area
Create Sensitivel by using: | The m&mm portal v
;;gﬁ@;i-en in: | DLP1, DLP2, and DLP3 M
m - Microsoft
43. Frage

You have a Microsoft 365 ES subscription that contains the groups shown in the following table.


https://www.it-pruefung.com/SC-401.html

Name
Group1 | Microsoft 365
roup2*! Security

The subscription contains the resources shown in the following table.
Nam"= ICroso .
-

Site1 MicrosoftiSharePoint Online site
Team1 Migrgsoft Teams team

You create a sensitivity-]abel named Labell.

Youneed to publish Labell and have the label apply automatically.

To what can you publish Labell, and to what can Labell be auto-applied? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

Answer Area | ‘Microsoft

Publish to:

Site1 only

Group1 only

Group1 and Group2 only

Group1 and Site1 only

Site1 and Team1 only

Groupl, Group2, Sité1, and Team1

Auto-apply &\ L.
Site1 only

Group| only

Group1 and Group2 only

Group1 and Sitel only

Site1 and Team1 only

Group1, Group2, Site1, and Team1




Answer Area

Publishto:
Microsositei only
Group1 eonly
Group1 and Group2 only
Group1 and Site1 only
Site1 and Team1©6nly
[Gmupl_ Gpoup2, Stte1, and Team1

Auto-apply to:
ISitﬂ only
Groupl only
Group1 and Group2 only
Group1 and Site1 only
Site1 and Team1 only
Group1, Group?, Site1, and Team1

Topic 1, Contoso, Ltd

Instructions

This is a case study. Case studies are not timed separately from other exam sections. You can use as much exam time as you would
like to conmplete each case study. However, there might be additional case studies or other exam sections. Manage your time to
ensure that you can complete all the exam sections in the time provided. Pay attention to the Exam Progress at the top of the screen
so you have sufficient time to conmplete any exam sections that follow this case study.

To answer the case study questions, you will need to reference information that is provided in the case. Case studies and associated
questions might contain exhibits or other resources that provide more information about the scenario described in the case.
Information provided in an individual question does not apply to the other questions in the case study.

A Review Screen will appear at the end of this case study. Fromthe Review Screen, you can review and change your answers
before you move to the next exam section. After you leave this case study, you will NOT be able to return to it.

To start the case study

To display the first question in this case study, select the "Next" button. To the left of the question, a menu provides links to
information such as business requirements, the existing environment, and problem statements. Please read through all this information
before answering any questions. When you are ready to answer a question, select the "Question'" button to return to the question.
Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and three branch offices in Seattle, Boston, and
Johannesburg.

Existing Environment

Microsoft 365 Environment

Contoso has a Microsoft 365 ES tenant. The tenant contains the administrative user accounts shown in the following table.

Name | " Microsoft Role
Adminl1 | Global Reader

Admin2 | Compliance Pata'‘Administrator
Admin3 | Gampliance Administrator

Admind | Security Operator

Admin5 | Security Administrator
Users store data in the following locations:
*SharePoint sites
*OneDrive accounts
*Exchange email
*Exchange public folders
*Tearrs chats
*Teamms channel messages
When users in the research department create documents, they must add a 10-digit project code to each document. Project codes
that start with the digits 999 are confidential.




SharePoint Online Environment
Contoso has four Microsoft SharePoint Online sites named Sitel, Site2, Site3, and Site4.
Site? contains the files shown in the following table.

Name Number of SWIFT codes in the file
Filel.docx
File2.bmp
File3.txt
Filed.xlsx

Two users named Userl and User2 are assigned roles for Site2 as shown in the following table.

Rale

Sitelarimier

Site visitor

Site3 stores documents related to the company's projects. The documents are organized in a folder hierarchy based on the project.
Site4 has the following two retention policies applied:

*Name: Site4RetentionPolicyl

*Locations to apply the policy: Site4

*Delete ttens older than: 2 years

*Delete content based on: When iterns were created

*Name: Ste4RetentionPolicy2

*Locations to apply the policy: Site4

*Retain iterrs for a specific period: 4 years

*Start the retention period based on: When itens were created

* At the end of the retention period: Do nothing

Problem Staterments

Management at Contoso is concerned about data leaks. On several occasions, confidential research department documents were
leaked.

Requirements

Planned Changes

Contoso plans to create the following data loss prevention (DLP) policy:

*Name: DLPpolicyl

*Locations to apply the policy: Site2

*Conditions:

*Content contains any of these sensitive info types: SWIFT Code

*Instance count: 2 to any

* Actions: Restrict access to the content

Technical Requirements

Contoso must meet the following technical requirements:

* All administrative users must be able to review DLP reports.

*Whenever possible, the principle of least privilege must be used.

*For all users, all Microsoft 365 data must be retained for at least one year.
*Confidential documents must be detected and protected by using Microsoft 365.
*Site] documents that include credit card numbers must be labeled automatically.
* All administrative users must be able to create Microsoft 365 sensitivity labels.

* After a project is complete, the documents in Site3 that relate to the project must be retained for 10 years.

44. Frage

You have a new Microsoft 365 E5 tenant.

You need to create a custom trainable classifier that will detect product order forms. The solution must use the principle of least
privilege.

‘What should you do first? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Answer Area

BN\ icrosoft

tion to perform;

(EDM) schema.
prevention (DLP) rule package.
he n process.

Create an Exa

i

To perform the action, assign the rol (Q v
'\‘1 ompliance Administrator

Global Administrator
Security Administrator

Action to perform:

'Microsoft

mpliance Administrator
Global Administrator
Security Administrator

Answer Area .
= 'Microsoft
Action to perform: >
Create an Exact'Data Match (EDM) schema.
Impaort a data loss prevention (DLP) rule package.
To perform the action, assign the role af+ . v
Global Administrator
|Security Administrator

To create a custom trainable classifier in Microsoft Purview (formerly Microsoft Compliance Center), you must first opt into the
trainable classifier feature.

Before using custom trainable classifiers, Microsoft requires manual opt-in through the Microsoft Purview conpliance portal.
Without this step, you cannot create a new classifier.

The Conpliance Administrator role has the necessary permissions to configure data classification, DLP policies, and trainable
classifiers. Global Admmnistrator has higher privileges but is not required for this task, violating the principle of least privilege. Security
Admmistrator is focused on security-related settings but does not manage compliance features like classifiers.

45. Frage
You have a Microsoft 365 ES subscription that uses Microsoft Teams and contains the users shown in the following table.

Name Team membership

User1 | Team 1. Team2

You have the retention policies shown in the following table.




Micrasoft Teams channel messages | All teams A € [
Policy : 9 ! yelis f;-_ P| When items are created | Delete items autamahcally
Microsoft Teams chats User T WS
Microsoft Teams channel messages | Team1 g%\ ¥
Pol - - - B When items are created | Delete items automatical
olicy2 Microsoft Teams chats gedﬁ_ ; ,_?‘y : ically
The users perform the actions shown in the following table.
User Location [ Action
a1 | Toam? chamnnel [ Fdits & mescage
User2 | Private 1:1 chit with Userl [Sends a message to Lol A
Liser gl el I Dieletes o megiage

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Staternents

The message aditedl by Udlr 1 wil B8 eleted alter five yoars

Liser Loty 1 mes: e sent User? for up to seven yoars
) P ¥

e Message deleted by User! will .oDwMi G:r;@&@ﬂr

B M oft
(eged
The message editediby Usestwill be deleted after five years 191
User) canse® the message sent by User2 for up to seven years 191
The message deleted by User! will be moved to the SubstrateHolds folder L o g
Explanation:

Statemants
The message edited By User Dirill be'diated after five years

User] can gfeibotessage sont by User? for up to seven years

46. Frage

You have a Microsoft 365 ES subscription.

Youneed to create static retention policies for the following locations:
*Tearrs chats

*Exchange email

*SharePoint sites

*Microsoft 365 Groups

*Teams channel messages

‘What is the minimum number of retention policies required?

e AO
B. 1
C.2
D.3
E. 4

Antwort: A

In Microsoft Purview Data Lifecycle Management, different Microsoft 365 locations require separate retention policies because they



fall under different storage and compliance models.

Teams Chats & Teams Channel Messages (1 Policy) require a separate retention policy because Teams messages are stored
diferently than Exchange and SharePoint content. One policy can cover both Teanrs chats and Teans channel messages. Exchange
Emnail (1 Policy) requires its own separate policy since emails are managed differently than Teams or SharePoint content. SharePoint
Sites & Microsoft 365 Groups (1 Policy) are both stored in SharePoint Online, so they can be managed under one policy.
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