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Microsoft Security, Compliance, and Identity Fundamentals Sample
Questions (Q99-Q104):

NEW QUESTION # 99
Select the answer that correctly completes the sentence.
Answer Area N/ N FS

with Windows Hello for Business, a user's biometric data used for authentication -
is stored on an external device.
is stored on a local device only.
: is stored in Azure Active Directory (Azure AD).
is replicated to all the devices designated by the user.

Answer:

Explanation:

Answer Area

With Windows Hello for Business, a user’s biometric data used forauthéntication ~
is stored on an external device.

I 15 stored on a local device only. |
IS stored in ure & Lirectory (Azure AI:)).

is replicated to all thedevicés Hesigndidd byl the user.

NEW QUESTION # 100
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer Area
Statements

Applying system updates increases an organizatiop's secure score in Azure Security Center.

The secure score in Azure Security Centérican evaluate resources across multiple Azure
subscriptions.

Enabling multi-factor authentication (MFA) increases an organization's secure scorklin Azure
Security Center. LA

Answer:

Explanation:
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Answer Area

Statements Yes No
Applying system updates increases an organization’s.secure score in Azure Security Center. EO__I 2]
The secure score in Azure Security-€enter can evaluate resources across multiple Azure I_O_| 0
subscriptions. =
J ) R of B . R
Enabling multi-factdrgUthkftidation (MFA)jincreases an organization’s secure score in Azure | ~ | 0
Security Center =i
Explanation:
Answer Area
Statements Yes No
Applying system updates increases an organization's secure score in Azure Security Center. O Q
The secure score in Azure Security Center can evaluate resources across multiple Azure O O
subscriptions.
Enabling multi-factor authentication (MFA) increases an l)rL;anizalionssemm e i._ij':Azure o o)
Security Center.
Box 1: Yes

System updates reduces security vulnerabilities, and provide a more stable environment for end users. Not applying updates leaves
unpatched vulnerabilities and results in environments that are susceptible to attacks.

Box 2: Yes
Box 3: Yes

If'you only use a password to authenticate a user, it leaves an attack vector open. With MFA enabled, your accounts are more

secure.

NEW QUESTION # 101
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Azure Defender can detect vulnerabilities and threats for Azure Storage. 9] O
Cloud Security Posture Managemernt (CSPM) is available for all Azure subscriptions. 6] Q
A G G o o
Azure Seeurity Centef .:a’n evaluate thelsecurity of workloads deployed to Azure or on- (9] e}
premises.
Answer:
Explanation:
Answer Area
Statements Yes No
Azure Pefenderican detect vulnerabilities and threats for Azure Storage. @ O
Cloud Security Posture Management (CSPM) is available for all Azure subscriptions. @ Q
Azure Security Center can evaluate the security of workloads deployed to Azure or on- @ (o)
nremises
Reference:

https://docs.microsoft.conven-us/azure/security-center/azure-defender
https://docs.microsoft.comven-us/azure/security-center/defender- for-storage-introduction https://docs.microsoft.com/en-
us/azure/security-center/security-center-mntroduction

NEW QUESTION # 102




Select the answer that correctly conpletes the sentence.

mmen e BN Microsoft . y cO™
You can use ~ in the Microsoft 365 secun{éﬁ éw an aggregation of alerts that relate to the same attack
Reports m
Hunting ce
Attack simulator ac‘.\
Incidents Q‘
Answer:
Explanation:
Angwerrn EEM icrosoft
You can use ~ in the Microsoft 365 security center to view an aggregation of alerts that relate to the same attack.
‘Reports.
Hunting
_Altack snmuiator
Mncidents !
Explanation
Text, letter Description automatically generated

Answer Area '\ *

You can use « in the Microsoft 365 wcu@nml to view an aggregation of alerts that relate to the same attack
Reports

Hunting ﬁ
Attack simulatol .
incidents | @\Microsoft

NEW QUESTION # 103
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Yes No
Azure AD Identity Protection genetatﬁékv‘axﬁ once a user is authenticated. O @
Azure AD !dentitﬁﬁe\(gn\gns a risk level of Low, Medium, or High to each risk event. O O
A g-&ag AD Identity Pr ect ﬁﬂw' " dent :
usi in re entity Prot Ug'oaf nidentityor O O
account is compromlsed I cr 't
Answer:
Explanation:
wees WM\ ficrosoft
. Statements Yes No

Azure AD Identity Protection generates sisk détections once a user is authenticated. 101 o
™
Azure AD Identity Protection assigns a risk level of Low, Medium, or High to each risk event. | _‘ I O

A user nsk i Azdre AD identity Protection represents the probability that a given identity or
accountis compromised.

Statements Yes No
Azure AD Identity Protection generates risk/detéctions once a user is authenticated. ® O

Azure AD Iden:ity Protection assigns a risk level of Low, Medium, or High to each risk event. @ O

A user n§k i EMr' Em geit probability that a given identityor @ O

accountis ¢ omisH

NEW QUESTION # 104
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